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int _ cdecl main(int argc, const char **argv, const char **envp)
{
HANDLE FileA; // eax
DWORD NumberOfBytesWritten; // [esp+4h] [ebp-24h] BYREF
char Buffer[32]; // [esp+8h] [ebp-286h] BYREF

sub_40137@(aPleaseInputFla);
scanf("%31s", Buffer);
if ( strlen(Buffer) == 19 )
{
sub_401220();
FileA = CreateFileA(FileName, ©x40000000u, ©, @, 2u, ©x80u, 0);
WriteFile(FileA, Buffer, ©x13u, &NumberOfBytesWritten, @);
sub_401240(Buffer, &NumberOfBytesWritten);
if ( NumberOfBytesWritten == 1 )
sub_4013768(aRightFlagIsYou);
else
sub_4013708(aWrong) ;
system(Command);
return @;
}

else

{
sub_401370@(alrong);
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if ( strlen(Buffer) == 19 )
{
sub 401220();
FileA = (FileName, @ Jo0du, 0, 0, 2u, O
(FileA, Buffer, ©x13u, &NumberOfBytesWritten,
sub 401240(Buffer, &NumberOfBytesWritten);
if ( NumberOfBytesWritten
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CurrentProcessId = OF

hProcess (6x1F@FFFu, @, CurrentProcessId);

LibraryA (LibFileName);

WriteFile_@ = (BOOL (__stdcall *)(HANDLE, LPCVOID, DWORD, LPDWORD, LPOVERLAPPED)) (LibraryA, Prod
1pAddress = WriteFile_0;

if ( !WriteFile @ )

return sub_401370(&unk_408A044) ;
unk_4eC9B4 = *(_DWORD *)lpAddress;
*((_BYTE *)&unk_48C9B4 + 4) = *((_BYTE *)lpAddress + 4);
byte 4@C9BC = -23;
dword 4@C9BD = (char *)sub 401080 - (char *)lpAddress - 5;
return sub_4e@1eDe();
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(FileA, Buffer, ©x13u, &NumberOfBytesWritten, 0);
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kernel32 WriteFile:
L32.DLL:757735B@ jmp 5ub_49ﬂ989

T

int VS; ,a" ,a'i eb}(

v5 = sub_401e0@(lpBuffer, nNumberOfBytesToWrite);
sub_401140();
(hFile, lpBuffer, nNumberOfBytesToWrite, lpNumberOfBytesWritter
if ( v5 )
*1pNumberOfBytesWritten
return 06,
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if (1 ==18)
*(_BYTE *)(al + 18) A= @x13u;

else
{
if (1% 2)
v3 = *(_BYTE *)(i + al1) - i;
else
v3 = *(_BYTE *)(i + al + 2);
*(_BYTE *)(i + a1) = i " v3;
X
}
vd = 9;
if ( a2 <=9 )
return 1;
v = 9;

while ( byte 40A@30[v5] == *(_BYTE *)(v5 + al) )

{
V5 = ++v4;
if ( v4 »>= a2 )
return 1;
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v5 = sub_401000(1lpBuffer, nNumberOfBytesToWrite);
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int _ cdecl sub_401240(const char *al, DWORD *a2)
{
int result; // eax
unsigned int v3; // kre4 4
char v4[24]; // [esp+Ch] [ebp-18h] BYREF

result = 9;

strcpy(v4, "This_is not_the_ flag");

v3 = strlen(al) + 1;

if ( (int)(v3 - 1) > 0 )

{

while ( v4[al - v4 + result] == v4[result] )

{

if ( ++result >=

{
if ( result ==

{

(int)(v3 - 1) )

21 )
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File Edit Format Run Options Window Help

tmp = [0x61, 0x64, 0x79, 0x67, 0x6B, 0x46, 0x6D, 0x2E, 0x7F,
0x5F, 0x7E, 0x2D, 0x53, 0x56, 0x7B, 0x38, 0x6D, 0x4C, 0x6E]

flag = 1ist (" 0123456789012345678 )

#print (len(tmp)) 1947

for 1 in range(18):

101 % 2: .

flagli] = chr((tmp[i] ~ i) + i)
else:

flag[i+2] = chr(tmp[i] =~ i)
1t 1==18:

flagl[i] = chr(flagl[i] "0x13)
print (””. join(flag))
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