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1.Mic Check (Cyber, Baby, 50 pts)

Mic Check

Author: Vlad Roskov (@mrvos)
Those organizers are changing game rules all the time! There’s a flag there, and it's not that easy to capture.

Also be sure to join @cybrics Telegram chat for challenge-related announcements and contacting orgs in case all goes wrong

Added at 10:10 — looks like the little mic check trolling caused massive pain, I've untrolled the rules page :-) You can now copy-
paste freely

ZBE, EHErues, IAELRfag

submits it in exchange for points. The team with most points, wi:ns.
|
To be successful in a CTF, you basically need to know computer systems good and deep.
|
More info about CTFs on CTFtime website. i
I
|
|
|
|
I
|
|
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CyBRICS 2021

Sat, July 24th, 2021 10:00 UTC — Sun, July 25th, 2021 10:00 UTC (24 hours)
O O&te DiEbs DAl NRE () HRens Q6w Ons O W AwRs 55 UEEF @ Hackbar ) Max HackBar

Q, HTML + M Y thov s + -*— [(]
¥ <div class="task-block"> AR O !
w<div class="task-block__text"> H
<div id="what" class="task-block__heading">What is it</div> code ) { main.css:12
P <p>rl=id/p> font-family: PT Mono, Consolas,
¥ <p>l=</p> monospace;
<h2 style="margin-bottom: @">What's a CTF</h2> font-size: 1.lem;
¥ <p> = </p> ¥ .
v <p> code, kbd mp O { normalize.css:!
Each challenge has a goal, e.g. find a vulnerability and extract the administrator’s password from website database. o S ; N
Upon solving the challenge, team gets a flag — some secret string like
* <b>
</b>
. Team submits it in exchange for points. The team with most points, wins.
</p> “ o

cybrics{Th1S_i5_T3h_R34|_ m1C_ch3CK_f1A6}

2.Scanner (rebyC, Baby, 50 pts)

B RBRHERET, FH=ZRREIH2HEA2RRFART T, RELRL KLY

TR TRAGIFFramer B R, RJ5 W LAE MR B0 LE B SR PHEE R 3L R — TRk e B ) —4kRD
HHA

from PIL import Image
[8,11,14,16,19,22,25,28,30,33,36,39,42,44,47,50,53,56,58,61,64,67,70,72,75,78,81,84,86]
[45,496,1033,517]
Image.new( ,(1000,1000), (255,255,255))
0

iin ( )):

tmp Image. (

tmps = tmp.crop(box)
pic.paste(tmps, (0,c*21))
(@ 1

print(c)

.show()
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cybrics{NOw_YOu_4r3_4_c4sh13r_LOL}

3.rm -rfer (CTB, Baby, 166 pts)

Author: Vlad Roskov ( )
Alarm! We accidentally did rm -rf /* on a very important server. Now all that's left is one shell session.

ssh rmrfer@l78.154.210.26
Password: sa7Neiyi

Rescue the flag.txt file from one of the directories by only using your shell

Added at 13:45 — frequent question: yes, if you found flag.txt, the flag is right there, in the open, as plain text. Just read it. If
you're not seeing the flag, try to find another method that will not hide info from you

REKIERUY: BFOARR, PrUAEER ERIRATIRSHINE, MEMmKES, Mo EHcatiE < T . RAMERJLOO B
RT o TR KBS I BRI ctrl+c AT



ome/rmrferd cat

Congrats!
ome/ rmriers hitps://blog.csdn.net/gg_

T

F AR HME, MAREERRKRNWIES, MAFHazHF—MA)5Hktab, MATUEFEFHLIELT
H— B R kflagEM

X B R Is-FIES®ABHER, A Hls-Fik2fag.txtfE/etc/ctli F, cdid 2 RIAT
BbwRKitflag, BHERILE Tsource, HERBEHHE —HEXAE

buildbox:/etc/ctff source flag. txt

Congrats!: Command not found

Zi 5447~ Added at 13:45 — frequent question: yes, if you found flag.txt, the flag is right there, in the open, as plain text. Just read
it. If you're not seeing the flag, try to find another method that will not hide info from you

A LA snigflagit fEflag.txtrf, (B2 TikcatitBf. XAt % —iRechoi R, HREechoi ket FEEEE, HAEBINIKIGEH
source, FJ PA#ATshiIZ. FlechofB AT HIHIARIshd, SRJ5 H FsourcedT B K.

HERRT —TF, BTEMAMTAPITH. REELZHEHRZRRETHED T HKZcsh, BRIFEHBEETLH.
RIEEZEEEE THXSH



# echo echo 30
t source /flag. sh

usr/bin/tcsh

$# RARGIHARNZEA

$ 0o REREALHGMALT

$ 1 RSB ZshellARFE —1SH
$ 2 RiLidEZshellfHANHE &4

$@ RALGIHAN A SR, -fu\m_ ff(target)

$* RU—TRFREERAREAEENSH, SHELTEAR, SHAEL o 4
$$ RMAAEITILATERIDS

$? REREEMATIBHIRE, o TN AHIR, HibF s

ORIHREERE A i1, ERIETRLSEE, MRETCIER

L AR E=RTaREE 4 (components

$= H=EE—TKESH componentsHE /o IR R ).

ZJE RS<HAT

(g T R (FRICAF = I OB R I s B emmmm

cybrics{TCSHizz3_Ma_N1zz3}

4.CAPTCHA The Flag (rebyC, Easy, 50 pts)

CAPTCHA The Flag

Author: Vlad Roskov (@mrvos)
Guessing challenges? On my CyBRICS? It's more likely than you think.
Prove you're a true CTFer!

captf-cybrics2021.ctf.su/

BB, BR% AR E, BRI, ZERIE25!. T T KstegsolveBE R/G/BHI0ELE 138 1E B AT

The Real CTF CAPTCHA

If you’re a CTFer, you should be able to pass this CAPTCHA test.

Fnter the lettarce vnil cam in thic nirtiira:
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The Real CTF CAPTCHA

If you’re a CTFer, you should be able to pass this CAPTCHA test.

Enter the letters you see in this picture:




The Real CTF CAPTCHA

If you’re a CTFer, you should be able to pass this CAPTCHA test.

Flag: cybrics{a_k33n_Ey3 will spoT_ri1GhT_aw4dY}

Enter the letters you see in this picture:

cybrics{a_k33n_Ey3 wi11_spO0T_r1GhT_aw4Y}

5.ASCII Terminal (Network, Baby, 116 pts)

Author: Artur Khanov ( )

At 138.68.83.253:3333 you have an ASCIl terminal. It really works, check with the

BhRE TN

id commandFl—~ncig 0

\munmzi.>nc
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https://www.qtool.net/imgascii
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Normal text file length: 88,770 lines: 172 Ln:39 Col:89 Pos:19,925 Windows (CR LF) UTF-8 T iNS

cybrics{T3553R4C7_15_G00D}

6.Ad Network (Web, Baby, 50 pts)

Ad Network ‘

Author: Alexander Menshchikov (@n0str)
We are so tired of advertising on the internet. It feels like it breaks the internet. Try to follow the ad, try to follow its rules.

Adnetwork website

There is a flag 1337 redirects deep into the network...



SRR T, EER1337XKEH,
FiE—: KIEEFRE], BN KIMERINS R 209k (B R IE/207k 5 A 3hiE 1L E M), B A Fabout:config B
SR IE #redirect, BIRET

redirect

browser.urlbar.tipShownCount.searchTip_redirect 1

extensions.webextensions.identity.redirectDomain extensions.allizom.org
network.http.prompt-temp-redirect false
network. http.redirection-limit 20

network.websocket.auto-follow-http-redirects

UK 150008, Stk B 58 ot 2
W38T T EAE TR -

&

HOME ABOUTUS PRICES CON

OUR MISSION

CREATIVE ADVERTISING

QUR MISSION IS TO PROVIDE STRATEGIC RESULTS-ORIENTED MARKETING, WEBSITES, APPS, ONLINE DIGITAL
ADVERTISING

requests

requests.get(url,allow_redirects=False)
url re.findall( ,r.text)[0]
print( . (1) (url))

if in r.text:

print(r.text)

break

&JaE Hurl
http://tend.adnetwork-cybrics2021.ctf.su/military-front-low/learn-fill-though-factor-line/hear-hundred-subject-wind/enough-lot-tree-will-

color

cybrics{fOILOw_RUI3Z_FOIIOW_r3d1r3C7Z}


http://tend.adnetwork-cybrics2021.ctf.su/military-front-low/learn-fill-though-factor-line/hear-hundred-subject-wind/enough-lot-tree-will-color

7.Namecheck (Forensic, Baby, 202 pts)

Namecheck

Author: Alexander Menshchikov (@n0str)

We have got the home folder from a criminal’s computer. Try to find his/her real name.

eyebulling.tar.gz

Flag format in uppercase: LASTNAME FIRSTNAME (ex: IVANOV IVAN)

B E1R B)ix b
.ssh

uf .bash_history
[j .bashrc
D profile

bash_history K BLE N T — %k commit

git add *

git commit -m "instagram filter™
git push origin main

rm *

1s -1a

rm -rf .git

5 2 £ github#

realsung/filter

instagram filter

realsung committe 19 hours ago

realsung/filter

instagram filts

realsung committe 19 hours ago

instagram filter

:—’ Loading branch information.

B realsung committed Jul 25, 2021

Showing 1 changed file with 1 addition and 1 deletion.

)

&

55e54f5

7£55¢cd3

<>

<

1 parent
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... @@ -1+ @@
1 - FLAG{FAKE_Z7L0L} 1 4 cybrics{criminal name i Ugonfor Lee}

0 comments on commit 55e54f5
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Oi+6RAV/IKWBAAAAUdmMIZaWRjb2FsYUBsb2NhbGhve3QBAgMEBQYH
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I B AEQit L % A\ ssh -i key git@github.comi& BEfE T Hi fhgithub F 7 44

MINGWB4:/c/Users/mumuzif/Desktop/eyebulling/.ssh

allocat
Cillpoggersdogl g
shell acces
mection

n

[

BEHKA.

(P2 E R T limuKiE

JSON  [RiasEdE 2k

wF BH =ShE =Rt
a:

type:
actor:
id:
login:
display_login:
gravatar_id:
url:

avatar_url:

payload:

comment:

avatar_url:
gravatar_id:
url:

html_url:
followers_url:
following_url:
gists_url:

starred_url:

subscriptions_url:

!
B R AL B L3R, SR )55 githubapi

"17289925827"

"CommitCommentEvent"”

47727764
"limus2@"
"limu52@"

“https://api.github.com/users/Limu528"

https://avatars.githubusercontent. com/u/477277642"

380106448
"poggersdogl2/ascascasc”

“https://api.github.com/repos/poggersdogl2/ascascasc”

"https://opi.github.com/repos/poggersdogl2/ascascasc/conments,/53918958"

53918958

"MDEzOkNvbW1pdENVbW11bnQ1Mz kxODk1MA=="

"limu52@"

47727764

"MDQEVANLCQ3NZI3NZYE"”
“https://avatars.githubusercontent.com/u/47727764v=4"
"https://api.github.com/users/Limu528"
“https://github.com/Limus28"

“https://api.github.com/users/Limus2a/fol Llowers"

"https://opi.github.com/users/L1

"https://opi.github.com/users/Limu528/gists{/gist_id}"

g

g _
“https://api.github.com/users/Limu528/starred{ /ouner}{/repo}"

)

"https://api.github.com/users/Limus28/subscriptions”

1349#commitcomment - 53918958"

{/other_user}"
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Pages: 1 Barcodes:

1

Barcode: 1 of 1 Type: Pdf417
Length: 157 Rotation: right
Module: 3.1pix Rectangle: {X=25,Y=16,Width=162,Height=552}

Barcode Text processing:
Signature: IATA-BCBP
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