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Alice’s warm up

Py

Welcome to the XCTF-*CTF2022, I'm Alice and interested in AI security
I prepared a easy warm-up for you before you enjoy those pure AI security challenges

Like humans, AI also needs to warm up before running. Can you find something strange in these initialized parame

ters?
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Challenge 1
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savepath
net=torch.load(savepath
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savepath
net=torch.load(savepath)
print(net)

AliceNet1(
(fc): Sequential(

(0): Linear(in_features=47, out_features=47, bias=True)
(1): Linear(in_features=47, out_features=10, bias=True)

(2): Linear(in_features=10, out_features=1, bias=True)

Challenge 2
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for name in net.state_dict():
print(name)

.weight
.bias
.weight
.bias

.weight

.bias




for name in net.state dict():
print(net.state_dict()[name])

fc.0.weight

tensor([[0.,
[e.
[e.

[o.

.0481, ©0.0083, 0. . . . .0500,
.0310, 0.0276, -0. . . . .1141,
.1439, -0.0778, 0. . . . .0916,
.0641, -0.0317, 0. . . . .0500,
.0649, -0.1008, -0. . . . .0825,
.1126, -0.0183, ©. . . . .09296])

.0512, ©.1195, -0. . . . .1385,
.1022, -0.0910, -0O. . . . .0123,
.0872, ©.0987, -0. . . . .0942,
.0522, ©0.0521, 0. . . . .0114,
.1264, L1127, . . . . .0600,
.0425, -0.0854, O. . . . .0379]

.0641, .1137, 5 5 0 o .0661,

.1030, .0732, 5 o 0 0 .0610,

.1451, .0486, 5 o 0 0 .0408,

.0159, .0220, 5 0 0 0 .0277,

.1136, .1330, 5 o 0 0 .1079,

.0358, -0.1302, 0. . . . .124111)
fc.1l.bias
tensor([ ©.0427, ©0.1376, 0.0008, 0.0997,

0.0104])

, -0.2412, ©0.2308, 0.2521, ©.0848,
, -0.0387]])
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import string
assert (flag)==16
assert flagset=string.printable[0:36]
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import torch
from torch import nn
import string
class AliceNetl(nn.Module):
pass
def char2num(ch):
tmpset string.printable[0:36]
tmplen (tmpset)
for i in (tmplen):
if(ch==tmpset[i]):
return i
dfs(ch,depth,ans):
ans+=ch
if( (ans)==flaglen and ans[-1]
print( ,ans)
elif( (ans)==flaglen):
return
else:
tmpi=char2num(ch)
for i in (setlen):
if(flagset[i]==ch):
continue
tmpj=char2num(flagset[i])
if(mymat[tmpi][tmpj]==1.0 and used[tmpj]
used[tmpj]=True
dfs(flagset[i],depth+1,ans)
used[tmpj]=False
savepath
net=torch.load(savepath)
print(net)
mymat=net.state _dict()[ ].tolist()
flagset=string.printable[0:36]
setlen (flagset)
flaglen=10+6
used=[False]*setlen
flag
used[ char2num( )]1=True
dfs ( ,0,flag)
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Alice’s challenge
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from PIL import Image

import matplotlib.pyplot as plt
import torch

import torch.nn as nn

import torch.nn.functional as F

from torchvision import transforms

class AliceNet2(nn.Module):
def _init (self):
(AliceNet2, self). init_ ()

self.conv \
nn.Sequential(
nn.Conv2d(3,12,kernel_size=5,padding=2,stride=2),
nn.Sigmoid(),
nn.Conv2d(12,12,kernel_size=5,padding=2, stride=2),
nn.Sigmoid(),
nn.Conv2d(12,12,kernel_size=5,padding=2,stride=1),
nn.Sigmoid(),
nn.Conv2d(12,12,kernel_size=5,padding=2,stride=1),
nn.Sigmoid(),

)

self.fc \
nn.Sequential(
nn.Linear(768, 200)

def forward(self, x):
X self.conv(x)
X = X.view(x.size(@), -1)
X self.fc(x)

return Xx
def criterion(pred_y, grand_y):

tmptensor=torch.mean(
torch. (
grand_y * F.log softmax(pred_y, dim=-1), 1
))

return tmptensor

transforms.Compose([transforms.Resize(32),transforms.CenterCrop(32),transforms.ToTensor()])
transforms.ToPILImage()

my device
if torch.cuda.is_available():

my_device

Net = torch.load( ).to(my_device)
outpath

torch.manual_seed(0)

for i in




dummy _data = torch.randn(1,3,32,32).to(my_device).requires_grad_ (True)

dummy label = torch.randn(1,200).to(my_device).requires_grad (True)
optimizer = torch.optim.LBFGS([dummy data, dummy labell])
history []
for iters in (300):
def closure()
optimizer.zero_grad()
pred Net (dummy data)
dummy_onehot_label F.softmax(dummy_label, dim=-1)
dummy_1loss criterion(pred,
dummy_onehot_label)
dummy_dy_dx torch.autograd.grad(dummy_loss, Net.parameters(), create_graph=True)
grad_diff = @
grad_count (%]
for gx, gy in (dummy_dy_dx, original dy dx):
grad_diff += ((gx - gy) ** 2).sum()
grad_count gx.nelement()
grad_diff.backward()
return grad_diff

optimizer.step(closure)
if iters 10 0:

current_loss closure()

print(iters, current_loss.item())
history.append(ts2(dummy_data[@].cpu()))

.figure(figsize=(12, 8))

iin (30):

plt.subplot(3, 10, i + 1)

plt.imshow(history[i * 10])

plt.title( (i * 10))

plt.axis(
print( torch.argmax(dummy_label, dim=-1).item())
plt.show()
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Lorcn.sumy
- grand_y * F.log_softmax(pred_y, dim=-1), 1
)

return tmptensar

transtorms.Compose([transforms.Resize(32),transforms.Cen

transforms.ToPILImage()

device = "cpu"
torch.cuda.is_available():

my_device = "cuda"

Fer=200 ter=210 ter=230 Rer=230 Rer=240 Mler=330 Rer=260 Rer=270 ter=230 ter=230
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= torch.load('./Net.model').to(my_device)
sath="./grad/"

Corcn.meant e ) - i s e+ asre e e s s s (——
sum(
jrand_y * F.log_softmax(pred_y, dim=-1), 1

tensor

Ler: ter=10  iter=20  iter=30  ler=40  Rer=50  iter=60  ler=70  Rer=80  jter=90

ns.Compose([transforms.Resize(32),transforms.Cen

ns.ToPILImage()
fer=100  iter=110 iter=120 iker=130 ier=140 iter=150 fker=160 ier=170  iter=180 ter=190

» EHEEEEEEEEE

is_available():
= "cuda"

fer=200 iter=210 ter=220 [er=230 Rer=240 ter=250 [er=260 Rer=270 ter=230 ter=230 LLLLLLLES L)

ad('./Net.model').to(my_device)
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