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Hex->text
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baseb64->text

r5yG 1p9I BjM tFhB
Téuh y7iJ QsZ bhM

FERR R, 54 HE RN EN

TONG
YUAN
TONGYUAN

0x01 cr3-what-is-this-encryption

Fady[F % U ARR IS, AAREZIMARRTE. MBSO THIXERG RS TR, ™ B
T BRATHO AR e

p=0xa6055ec186de51800ddd6fcbf0192384ff42d707a55f57af4fcfbldd1dc7bd97055e8275cd4b78ec63c5d5921567c66393a06132
q=0xfa0f9463ea0a93b929c099320d31c277e0bOdbc65b189ed7612415a1218f5d91fd0102a4c8dell1f28be5e4d@ae91ab319f4537e
e=0x6d1fdab4ce3217b3fc32c9ed480a31d067fd57d93a9ab52b472dc393ab7852fbcbllabbebfd6aaae8032db1316dc22d3f7c3d63
c=0x7feladf743675d1987d25d38111fae@f78bbea6852cbaSbedad7db76d119a3efe24cb04b9449f53becd43bObl6e269826a9838

BHLEH Tpy qv e ¢ FFERSARIRHE, WRYEC RS B AR H A dEAT % B T



from Crypto.Util.number import long_to_bytes

p=0xa6055ec186de51800ddd6fcbf0192384ff42d707a55f57af4fcfbodldc7bd97055e8275cd4b78ec63c5d592F567c66393a06132
q=0xfa0f9463ea0a93b929c099320d31c277e@bOdbc65b189ed7612415a121815d91fd0102a4c8dell1f28be5e4dPae91ab319f4537e
e=0x6d1fdab4ce3217b3fc32c9ed480a31d067fd57d93a9ab52b472dc393ab7852fbcbllabbebfd6aaae8032db1316dc22d3f7c3d63
c=0x7feladf743675d1987d25d38111faed@f78bbeab6852cbaSbedad7db76d119a3efe24cb04b9449f53becd43bOb46e269826a98318

def exgcd(a, n):
if n ==
return 1, ©
else:
X, y = exgcd(n, a % n)
X, y =y, x-(a//n)*y
return x, y

def getReverse(a, n):
re, y = exgcd(a, n)
while(re < 0):

re += n
return re

if __name__ == "__main__":
d = getReverse(e, (p - 1)*(q - 1))
n=p=*q

m = pow(c, d, n)
plaintext = long_to_bytes(m)
print(plaintext)

0x02 flag_in_your_hand
B R — A htmi SO — B js RS

= ¥R il BER =R Forn
B index.html 2018/8/27 14:29 Firefox Document 2 KB
2] script-min.js 2018/8/27 14:29 JavaScript 324 8 KB

ST T, 7RI Etrue



function ck(s) {

try {
ic

} catch (e) {
return;

}
var a = [118, 104, 162, 120, 117, 168, 119, 124, 48,123,101,120];

if (s.length == a.length) {
for (1 = 0; i < s.length; i++) {
if (a[i] - s.charCodeAt(i) != 3)
return ic = false;

}

return ic = true;

}

return ic = false;

B Pythonf# % 19 2| 7 s

#!/usr/bin/python
# -*- coding=utf -*-

a = [118, 104, 102, 120, 117, 108, 119, 124, 48,123,101,120]

for i in a:
print(chr(i-3), end="")

Flag in your Hand

Type in some token to get the flag.
Tips: Flag is in your hand.
Token: ‘security-xbu ‘

Get flag!

You got the flag below!!

RenIbyd8Fgg5hawvQm7TDQ

0x03 Broadcast
BE R HOKAlicefE fI/E BRI, FEBHCE TR, BEOHKREEPIER H Rk ?
AR CUAE B XIFE AT, A S EIX 4 S

msg = 'Hahaha, Hastad\'s method don\'t work on this. Flag is flag{fa@f8335-ae80-448e-a329-6fb69048aae4}."



0x04 7R3 55
BAIRINIEZR T, SERSCHERIRIR— 0L SO, B E R

L

504B03040A0001080000626DOA49F4B5091F1E0000001200000008000000666C61672E7478746C9F170D35DOA45826A03E161FB9687

504B03047Fk, EA4BFEAMRE, HLREHCHHIPKk, #H#H TAWinHex, Ak, s
CAF

offset o1 2 3 4 5 & 7 53 & B B C D E F BNSI RSCII
goooooeo 50 4B 02 04 OA 00 01 08 00 00 62 6D OR 49 F4 BS FPE km Idp
0o0000RO 0% 1F 1E 00 00 00 12 00 OO0 00 03 00 00 00 66 &C fl

000000BO 61 €7 2E 74 78 74 eC S9F 17 0D 35 DO R4 58 26 A0 ag.txtl¥ 5boXs
000000C0O 3E 16 1F BY 658 70 ED DF C7 C8 9A 11 86 2F 91 99 > ‘*hpiBCES t/'™
000000D0 B4 CD 78 E7 50 4B 01 02 3F 00 OA 00 01 08 00 00  “fxgPk =2
000000ED 62 6D OA 4% F4 B5 09 1F 1E 00 00 00 12 00 00 00 km Idp

googooro 08 00 24 00 00 00 OO 0O OO OO 20 OO OO OO OO OO 3

00000100 00 00 €66 eC &1 &7 2E 74 75 74 0A 00 20 00 00 00 flag.txt
goooo110 00 00 01 00 18 00 AF 15 02 10 CR FZ2 D1 01 5C AE - Boll \@®
00000120 AR 05 CA F2 D1 01 5C AE RA 05 CA F2 D1 01 50 4B = EoN \@* EON PK
0oo0o130 05 O 00 00 00 00 O1 0O O1 OO & OO0 OO OO 44 00 4 D
00000140 00 00 00 GE

RAFAZIpICMF, ARUNMRIEBEE R T 4 REEE, RINERBEBRET, Bl HERRfag

:~/BME# fcrackzip -b -cl1 -u 1.

. pw == 123456
~/mE#

0x05 T Mb B il 53 #7 2

REE R BT TR B TES, KT SRR RRM4N LAV, HERIUH EAVLEER
2, ZRASTHRE A, RWFLAG. flagit\A flag{}

B & — A~ .pcapngiii & 304, F5iWireshark.
—HUDPE, #HKEHFRET LKL, HA 13171375 Fk.



Time

Source

Destination

Protocol

Length Info

739 100.436232 192.168.1.181 192.168.1.123 upbpP 64 110€0-+64406 Len=22
743 100.438565 192.168.1.181 192.168.1.123 upbp 64 1100064406 Len=22
794 143.865734 192.168.1.123 192.168.1.181 ubpP 64 64486~11600 Len=22
150 23.965514 192.168.1.123 192.168.1.181 upp 67 64406-1160@ Len=25
175 32.412085 192.168.1.181 192.168.1.123 upbp 74 11000-+64406 Len=32
741 100.437598 192.168.1.181 192.168.1.123 upbpP 74 110064406 Len=32
167 32.404322 192.168.1.181 192.168.1.123 upbp 131 11000-+64406 Len=89
203 45.821168 192.168.1.123 192.168.1.181 ubpP 137 e44e6~11e0@ Len=95
448 65.266055 192.168.1.123 192.168.1.181 ubpP 137 644@6~11eee Len=95
148 22.492885 192.168.1.123 192.168.1.181 ubp 146 64406~11600 Len=104
79@ 142.976251 192.168.1.123 192.168.1.181 upbpP 147 64406~11eee Len=165
123 15.639029 192.168.1.181 192.168.1.123 upbp 158 11000-+64406 Len=116
136 21.026137 192.168.1.181 192.168.1.123 upbp 158 1100064406 Len=116
733 100.430392 192.168.1.181 192.168.1.123 ubpP 173 11ee0-+64406 Len=131
648 91.8131e8 192.168.1.123 192.168.1.181 upbp 179 e4406-11000 Len=137
9 @.329000 192.168.1.243 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
26 1.3308596 192.168.1.243 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1
46 2.330743 192.168.1.243 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1.1

Frame 733: 173 bytes on wire (1384 bits), 173 bytes captured (1384 bits) on interface @
Ethernet II, Src: @0:e2:36:8b:19:2b (©0:e2:36:0b:19:2b), Dst: Vmware_Ba:63:9f (©0:0c:29:0a:63:9f)
192.168.1.181, Dst: 192.168.1.123

>
>
> Internet Protocol Version 4, Src:
> User Datagram Protocol, Src Port:

o Pimde

£A34 I AY

11eee, Dst Port: 64406

9000 ©@ @c 29 @a 63 9f 9@ e2 36 Ob 19 2b ©8 80 45 88  ..).C... 6..+..E.
9019 @@ 9f 6b 5b 60 @0 80 11 4a 72 cO a8 ©1 b5 c@ a8  ..k[.... Jr......
6620 @1 7b 2a f8 fb 96 00 8b 31 22 4c 0@ 4f al 83 8@  .{*..... 1"L.O...
0630 3 @0 25 27 25 27 11 0@ 62 00 00 00 00 00 00 08  ..%'%'.. b.......
0040 @0 00 00 00 0 00 90 60 00 00 00 20 00 00 00 18  ........ e e
0050 00 0 00 38 00 00 00 2a 00 00 00 62 00 00 00 88  ...8...* ...b....
0050 @0 00 B0 62 00 00 00 G0 ©0 00 00 00 02 14 00 4d  ...b.... ....... M
9676 41 49 4e 5f 28 d6 f7 b3 cc do f2 29 00 83 01 82 AIN_(... ...)....
9050 @@ c8 90 @0 @1 @@ 25 @@ 36 36 36 63 36 31 36 37  ......%. 666c6167
9056 37 62 33 37 34 36 36 66 34 64 33 32 35 33 37 34  7b37466F 4d325374
9020 36 62 36 38 36 35 35 30 37 61 37 64 00 6b686550 7a7d.
Hex -> Text
Converter =
Wit Ssass 2EE B &t 18 E
P i/ FAa{E)
BEBCE1677b3746E14d3253746b6B65507 a7d
TesttoHex | HextoText |
Dec to Hex Hex ta Dec
Text to Dec Dec to Text
DectoOctal | OctaltoDec |
Textto UTF? UTF7 to Text
Hesx to UCS2 LUCS2 to Hex
Teut to Binary Binary to Test
Escape Unescape
Encode HTML | Decode HTML |
Test to Baseb4 | Basebd to Text
Hex to Basebd | Basebd to Hex
TRIEIRN
BEANE |
ROTx |13 _-| +]|
SHIFTx | [ -] +] | shistsmiE)
A T =% flagi7F oM 25 tkhePz}
%Ak k] 1 Delim
BRFE |2 17




0x06 wtc_rsa_bbq
B R AR MBS, PhEWinHex, PKk, MJES&MRE

15 3.bin%s 3L F1.pemA A, kali L Ef#k

# cd RsaCtfTool/
# python RsaCtfTool.py --pub
ey.pem --uncipherfile ../cipher.bin

= Congratulations! Here is a treat for you:
f1dg{h0w de you 7urn_this en?}

0x07 T #% & BGEF

BHMR: AREANRIIEREFEAMKE T RESH, MEAMKEAE—K. EEE, BENT5E4
KR BRI KBEBHR S, flagk oy flagl}

F R log e, $hitWireshark, #%ZHEEE ER, 4 T4RAHKICMPE

No. Tine Source Destination Protocol Length Info
1 0.000000 192.168.0.9 192.168.6.99 ICMP 60 Echo (ping) request id=ex7aed, seq=8/0, ttl=40 (reply in 2)
2 0.0600078 192.168.0.99 192.168.6.9 ICMP 42 Echo (ping) reply id=0x7ae9, seq=0/8, ttl=255 (request in 1)
148007 1274.6082300 192.168.8.9 192.168.8.99 ICMP 60 Echo i request 1d=0x1e@9, seq=8/8, ttl=47 (reply in 148008)

148008 1274.602365 192.168.0.99 192.168.0.9 ICMP 42 Echo reply id=0x1e@9, seq=08/08, ttl=255 (request in 148007)
150655 1308.472790 192.168.0.99 92.168.8.9 M 370 Destination unreachable (Port unreachable)

150753 1407.256096  192.168.8.9 c .8. 60 Echo (ping) request id=0xa373, seq=e/8, ttl=53 (reply in 150754)
150754 1407.256145 192.168.0.99 192.168.0.9 ICMP ho (ping) reply id=0xa373, seq=0/8, ttl=255 (request in 150753)
153165 1441.428990 192.168.0.99 92.168.0.9 M = i unreachable (Port unreachable)

155847 1504.127684 192.168.0.99 92.168.0.9 M =} i unreachable (Port unreachable)

155987 1602.084879 192.168.0.1 .168.0.99 60 Echo i request 1id=exc77b, seq=0/0, ttl=52 (no response found!)
155988 1602.084912 192.168.0.254 192.168.0.99 ICMP 60 Echo (ping) request id=@xc77b, seq=e/8, ttl=52 (no response found!)

155989 1602.084941  192.168.0.199 192.168.8.99 ICMP 60 Echo (ping) request id=@xc77b, seq=e/8, ttl=52 (no response found!)
155990 1602.084976  192.168.0.199 192.168.8.99 ICMP 60 Echo (ping) request id=0xc77b, seq=e/@, ttl=52 (no response found!)
3 0.000044 192.168.0.9 192.168.0.99 TCP 60 52218+80 [ACK] Seq=1 Ack=1 Win=2048 Len=@

155987 £155990)& T B4k 3#, BAZH5 KM 1559894 [Effiflag

0x08 & H.3i & 2 #r

AE R AARED, B4 REHEZERE RIS & A0 A Zipk t 3E 1IEH KICMP
PINGE. X3#E a4 AN RFER, MESEEICMPE YT IS LT MN S ER ] R DT B & . 18
BN FBRKI T 47 flagit oA flag{}

Bt 53 Wireshark® 2| —#ICMPR, #k4%, ®ERETWEETWP, JERRITICMPEE 2 1K B2
B RASCII

fine, RIEREBEAHEK, EHETHIEAE



#!/usr/bin/python
# -*- coding=utf -*-

import pyshark
import base64

L_flag = []
packets = pyshark.FileCapture('fetus_pcap.pcap')
for packet in packets:

for pkt in packet:

if pkt.layer_name == "icmp":
if int(pkt.type) != 0:
L_flag.append(int(pkt.data_len))

c = len(L_flag)
for i in range(@, c):

L_flag[i] = chr(L_flag[i])
print(''.join(L_flag))
print(base64.b64decode(''.join(L_flag)))

flagmtt (& 7£ 5 tH &5 R

E:\Python\Python37\python.exe D:/CTF/python/ &8 R & 547 .py
0jpcbmlvbmdvZGI6IToxNzg@Mzow0jk50Tk50]c60jpcbnvidW5@dTokNiRMaEhSb21URSRNN@M@b]g@VWNGTEFHe3h4MmIAYV82bWe2NGNTZnNvY211dH190 0=
b*::\\nmongodb:!:17843:0:99999:7:: :\\nubuntu:$6$LhHROMTE$M7C4An84UCFLAG{xx2b8a_6mmé4c_fsociety}::"'

Process finished with exit code @

0x09 cr4-poor-rsa

M B R En, $53WinHex, 1F 8B 08 00, gzip3(f¥, WINER.gzEME, XRE&—ARECH, W ERS
g s

ER Ze{HES =E X
flag.b64 2016/12/11 17:08 B4 3% KB
key.pub 2016/12 6:59 PUB 3Z#F 1 KB

2R TR £ kkalifjRsaCtfTool, REEAMBRAKK, RS —F—PKT
B, BRAHIHEER

:~/8 M /CTF# openssl rsa -pubin -text -modulus -in warmup -in key.pub
RSA Public-Key: (399 bit)
Modulus:
52:a9:9e:24:9e:e7:cf:3c:0c:bf:96:3a3:00:96:61:
:f6:el:e3:fb:fc:6e:44:a0:7a:5e:0f:
5:f8:1c:3a:el:32:ac:56:83:d3:5b:28:
2:43
Exponent: 65537 (0x10001)

Modulus=52A99E249EE7CF3COCBF963A009661772BCO9CDF6E1E3FBFC6E44AD7ASEOF894457A9F81C
3AE132AC5683D35B28BA5C324243
writing RSA key

BEGIN PUBLIC KEY

MEOWDQYJKoZIhvcNAQEEBQADPAAWOQIyUgmell7nzzwMv5Y6AIZhdyvlzfbh4d/v8
bkSgel4PiURXqfgcOuEyrFaD@lsoulwyQkMCAWEAAQ==
END PUBLIC KEY

BERRERMN, B 168EH], FHHG108EH]FRT %, BHEREBpP. q. KEH

—Fd


http://www.factordb.com/

>
1} 1}

8338101935649677019123629555397894511398728637945349232597434194230892292064730914084035603111915457642
863653476616376575308866344984576466644942572246900013156919
965445304326998194798282228842484732438457170595999523426901

WEmMmKEHp. - Ee, 54 pythonH H KRG 2 B ]

from Crypto.Util.number import long_to_bytes

from Crypto.Util.number import bytes_to_long

import base64

m O T S
n

def

def

if _ name__ ==

8338101935649677019123629555397894511398728637945349232597434194230892292064730914084035603111915457642
863653476616376575308866344984576466644942572246900013156919
965445304326998194798282228842484732438457170595999523426901

65537

exgcd(a, n):

if n == 0:
return 1, ©

else:
X, Yy
X, y =Y, x-(a//n)*y
return x, y

exgcd(n, a % n)

getReverse(a, n):
re, y = exgcd(a, n)
while(re < 0):

re += n

return re

__main__":

getReverse(e, (p - 1)*(q - 1))
base64.b64decode("Ni45iHAUNXSttNufOOy80+G5I7tm8sBIUDNN7qfTIdEKIJowdsiF2cpSbP/qIWDSi+w=")
bytes_to_long(c)

pow(c, d, n)

plaintext = long_to_bytes(m)

print(plaintext)

S 0 0 Q
n

E:\Python\Python37\python.exe D:/CTF/python/1.py
b*\x@2\x9e&\xded\xa0\x96#H\x8aub6L\xdb\xae\x84\x89: \x@@ALEXCTF{SMALL_PRIMES ARE_BAD}\n'

Process finished with exit code ©

0x0A Tk B i 43171
MR TWRSHEERYE, HRBELHMTPCAPHER, A HRESIEFINRE A, HFEHFLAG. flag
A flag{}

WEX Pt Wireshark, #8HZROFEAE R, REREKA T —PRENKEE



A Y4347 1.pear

Al O

:§3 Q&

=eaeqr

nd KB 1=

MEARTI@E — ctrl- 0]+
No. Tine Source Destination Protocol Length Info ~

8494 2000-01-01 18:23:18.343587 192.168.2.53 192.168.2.112 cotP 1094 DT TPDU (@) [COTP fragment, 1021 bytes]

8495 2000-01-01 18:23:18.343602 192.168.2.53 192.168.2.112 cotp 1094 DT TPDU () [COTP fragment, 1021 bytes]

8496 2000-01-01 18:23:18.343638 192.168.2.53 192.168.2.112 cotP 1094 DT TPDU (8) [COTP fragment, 1021 bytes]

8498 2000-01-01 18:23:18.343841 192.168.2.53 192.168.2.112 coTP 1094 DT TPDU (@) [COTP fragment, 1021 bytes]

8499 2000-91-01 18:23:18.343888 192.168.2.53 192.168.2.112 cotp 1094 DT TPDU (8) [COTP fragment, 1021 bytes]

8501 2000-01-01 18:23:18.344033 192.168.2.53 192.168.2.112 cotP 1094 DT TPDU (@) [COTP fragment, 1021 bytes]

8502 2000-01-01 18:23:18.344210 192.168.2.53 192.168.2.112 coTP 1694 DT TPDU (@) [COTP fragment, 1821 bytes]

8504 2000-01-81 18:23:18.344390 192.168.2.53 192.168.2.112 cotp 1094 DT TPDU (8) [COTP fragment, 1021 bytes]

8505 2000-01-01 18:23:18.344498 192.168.2.53 192.168.2.112 cotP 1094 DT TPDU (@) [COTP fragment, 1021 bytes]

8507 2000-01-01 18:23:18.344747 192.168.2.53 192.168.2.112 cotp 1094 DT TPDU () [COTP fragment, 1021 bytes]

8508 2000-01-01 18:23:18.344759 192.168.2.53 192.168.2.112 cotP 1094 DT TPDU (8) [COTP fragment, 1021 bytes]
|| 181 2eee-e1-e1 18:19:14.976102 192.168.2.53 192.168.2.112 TCP 10120102 > 2817 [PSH, ACK] Seq=11@3156 Ack=5906 Win=6656@ Len=43 TSval=648217 TS..

Trailer: 3a696d6167652f706e673b6261736536342¢69564245277...
Frame check sequence: ©x0a810100 [unverified]
[FCS Status: Unverified]

> Internet Protocol Version 4, Src: 192.168.2.53, Dst: 192.168.2.112 v
6000 @@ @c 29 bl 29 93 60 f8 1d c7 88 le @8 00 45 60 e
9010 @@ 5f 1b f6 4@ 00 80 @6 58 ad cO a8 @2 35 ce@ a8

6020 ©2 78 00 66 Bb @1 44 69 3a a8 ¢9 75 64 3b 8@ 18

6056 @1 @4 b9 25 60 00 @1 @1 ©8 6a @0 09 e4 19 00 b

9040 64 54 03 0@ 1f c6 @2 fo 80 01 @0 o1 0@ 61 le 3@

8050 1c ©2 01 ©3 ae 17 al 15 02 82 @2 of bf 49 oe 80

6060 @9 64 61 74 61 20 3d 20 22 64 61 74 61 3a 69 6d -data = "data:im
9070 61 67 65 2f 7@ 6e 67 3b 62 61 73 65 36 34 2c 69 age/png; base64,i
0080 56 42 4f 52 77 30 4b 47 67 6f 41 41 41 41 4e 53  VBORWOKG goAAAANS
9056 55 68 45 55 67 41 41 41 64 41 41 41 41 42 69 43 UhEUgAAA dAAAABiC
9020 41 59 41 41 41 44 67 4b 49 4c 4b 41 41 41 41 41 AYAAADgK ILKAAAAA
©6be 58 4e 53 52 3@ 49 41 72 73 34 63 36 51 41 41 41  XNSROIAr s4c6QAAA
©0ce 41 52 6e 51 55 31 42 41 41 43 78 6a 77 76 38 59  ARnQUIBA ACxjwv8Y
9000 51 55 41 41 41 41 4a 63 45 68 5a 63 77 41 41 44  QUAAAAJc EhZcwAAD
8020 73 4d 41 41 41 37 44 41 63 64 76 71 47 51 41 41 sSMAAA7DA cdvqGQAA
60f0 42 7a 58 53 55 52 42 56 48 68 65 37 5a 32 4a 73  BzXSURBV Hhe7Z2]s
9100 31 31 46 6e 63 66 6e 37 35 6d 61 71 5a 6d 61 71  11Fncfn7 SmaqZmaq
9110 5a 6b 61 53 3@ 65 6¢c 58 41 70 31 47 48 52 55 68  ZkaS@elX AplGHRUh
9126 47 46 41 51 48 59 51 46 51 52 46 42 57 51 52 69  GFAQHYQF QRFBWQRi
9130 42 6f 42 57 51 79 79 4b 61 42 73 78 6f 3@ 74 43 BoBWQyyK aBsxo@tC
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# -*- coding=utf -*-
import re
import base64

table ={'a': ".-", 'b': "-...", 'c': "-.
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def morseDecode(cipher):

msg =
codes = cipher.split(' ")
for code in codes:

if code ==

msg +=
else:

_ ||, |d|: n
___n, |k|: n
_ _||, |y|:

T == I,
1&1: '

LU, et Lt

UNCODE = dict(map(lambda t: (t[1], t[@]), table.items()))

msg += UNCODE[code]
return msg

def shrink(cipher):
msg = "'
codes = re.findall(r'.{8}"', cipher)
for code in codes:
¢ = chr(int(code, 2))
msg += C
return msg

if _name__ == '_main__':

file = open(r'D:\CTF\XFittF\Crypto\EF#X\enc', 'r')

cipher = file.read()

cipherl = cipher.replace('ZERO', '©').replace('ONE', '1').replace(’

cipher2 = shrink(cipherl)

cipher3 = base64.b64decode(cipher2)
plaintext = morseDecode(cipher3)
plaintext = plaintext.replace('o’,
print(plaintext)

.decode()

'_").upper()
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