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ez_mem&usb
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M Wireshark - S - HTTP XS5l - O X
SHE Fa AREZT Fih 3t
28957 192.168.17.128  multipart/form-data 40 MB upload file.php
28963 192.168.17.128  text/html 157 bytes upload file.php
28969 192.168.17.128 text/html 276 bytes favicon.ico
28986 www.msftncsi.com text/plain 14 bytes ncsi.txt
58615 192.168.17.128  multipart/form-data 40 MB upload file.php
58617 192.168.17.128  text/html 158 bytes upload file.php
58623 192.168.17.128 text/html 276 bytes favicon.ico
58666 www.msftncsi.com text/plain 14 bytes ncsi.txt
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INFO : volatility.debug : Determining profile based on KDBG search...

Suggested Profile(s) : WinXPSP2x86, WinXPSP3x86 (Instantiated with WinXPSP2x86)

AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (/home/volcano/ I /volatility-master/data.vmem)
PAE type : PAE
DTB : @xbl8ee0L
KDBG : 0x80546ae0L
Number of Processors : 1
Image Type (Service Pack) : 3
KPCR for CPU © : oxffdffeeoL
KUSER_SHARED_DATA : OxffdfoeeeL

Image date and time

Image local date and time :

153 7T Be M B K HI 2244 WinXPSP2x86

HEFHE:

© 2020-02-24 07:56:47 UTC+0000

2020-02-24 15:56:47 +0800

python vol.py --profile=WinXPSP2x86 -f data.vmem pslist



Offset(V) Name PID PPID Thds Hnds Sess Wow64 Start Exit

0x80ea2660 System 4 (4] 52 23l seoess 0

Oxff57fc28 smss.exe 372 4 3 198 - - ———- 0 2020-02-23 13:17:13 UTC+0000
Oxff432020 csrss.exe 464 372 12 317 0 0 2020-02-23 13:17:13 UTC+0000
oxff435020 winlogon.exe 492 372 20 501 (%] 0 2020-02-23 13:17:13 UTC+0000
Oxff445020 services.exe 668 492 16 253 0 0 2020-02-23 13:17:14 UTC+0000
oxff46b020 lsass.exe 680 492 19 309 0 0 2020-02-23 13:17:14 UTC+0000
oxff510bf@ vmacthlp.exe 836 668 1 25 0 0 2020-02-23 13:17:14 UTC+0000
0xff493568 svchost.exe 848 668 14 189 0 0 2020-02-23 13:17:14 UTC+0000
oxff491a78 svchost.exe 932 668 11 230 0 0 2020-02-23 13:17:14 UTC+0000
oxff416b1@ svchost.exe 1024 668 44 939 0 0 2020-02-23 13:17:14 UTC+0000
0x80dac@20 svchost.exe 1072 668 4 57 0 0 2020-02-23 13:17:14 UTC+0000
oxffdcaded svchost.exe 1132 668 7 118 0 0 2020-02-23 13:17:14 UTC+0000
0xff30d020 explorer.exe 1476 1400 13 481 0 0 2020-02-23 13:17:15 UTC+0000
Oxff51d468 spoolsv.exe 1568 668 10 120 0 0 2020-02-23 13:17:15 UTC+0000
0xff5793d8 VGAuthService.e 1932 668 2 60 0 0 2020-02-23 13:17:33 UTC+0000
oxff576da® vmtoolsd.exe 2008 668 7 265 %] 0 2020-02-23 13:17:40 UTC+0000
oxffd4afda® wmiprvse.exe 540 848 13 242 (%] 0 2020-02-23 13:17:41 UTC+0000
Oxff486dad® vmtoolsd.exe 588 1476 6 229 %] 0 2020-02-23 13:17:41 UTC+0000
Oxff47ddad ctfmon.exe 596 1476 1 71 %] 0 2020-02-23 13:17:41 UTC+0000
Oxff5b57b8 cmd.exe 1396 1476 1 61 0 0 2020-02-23 13:24:09 UTC+0000
Oxff4583cO conime.exe 544 1396 1 38 %] 0 2020-02-23 13:24:09 UTC+0000
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FTPAE—F cmd sy & fE &L : python vol.py --profile=WinXPSP2x86 -f data.vmem cmdscan
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CommandProcess: csrss.exe Pid: 464

CommandHistory: ©x556bb8 Application: cmd.exe Flags: Allocated, Reset
CommandCount: 2 LastAdded: 1 LastDisplayed: 1

FirstCommand: @ CommandCountMax: 50

ProcessHandle: 0x504

Cmd #0 @ ©x3609ea@: passwd:weak _auth toploo

Cmd #1 @ 0x5576do: start wireshark

cmd #13 @ Ox9f009F: ??

Cmd #41 @ 0x9f003f: ?\2222?2?22??

MWL EEHE, BEBE% weak_auth_top1ee , #RJ5 /83N T wireshark

BE—E: python vol.py --profile=WinXPSP2x86 -f data.vmem filescan
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R—rwd
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RGN flag.img , HTEFHEK: python vol.py --profile=WinXPSP2x86 -f data.vmem dumpfiles -Q
0x0000000001155f90 -n --dump-dir=./, 53| {4
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mappings = { @x04:"A", 0x05:"B", 0x06:"C", 0x07:"D", Ox08:"E", Ox09:"F", Ox0A:"G", OxOB:"H", OxeC:"I", 0xeD:
"J", OXOE:"K", OxeF:"L", ox1e:"M", ox11l:"N",ex12:"0", ox13:"P", ox14:"Q", ox15:"R", oOx1l6:"S", ox17:"T", ox18:"U
",0x19:"V", Ox1A:"W", Ox1B:"X", ex1C:"Y", ex1D:"Z", ex1E:"1", ex1F:"2", ex2e:"3", ex21:"4", ex22:"5", ox23:"6",

ox24:"7", 0x25:"8", Ox26:"9", Ox27:"0", 0x28:"\n", Ox2a:"[DEL]", ©X2B:" ", ex2C:" ", ox2D:"-", Ox2E:"=", ©o
x2F:"[", ©ex30:"]", ox31:"\\", ex32:"~", ox33:";", ex34:"'", ox36:",", ex37:"." }
nums = []

keys = open('usbdata.txt")
for line in keys:
if line[@]!='0"' or line[1]!='@"' or line[3]!='@"' or line[4]!='0"' or line[9]!='0"' or line[10]!="'0"' or line[12]
1="9" or 1line[13]!='0"' or line[15]!='@"' or line[16]!='0' or line[18]!='@"' or line[19]!='0' or line[21]!='@" or 1
ine[22]!="'0":
continue
nums.append(int(line[6:8],16))
keys.close()
output = ""
for n in nums:
if n==020":
continue
if n in mappings:
output += mappings[n]
else:
output += '[unknown]'
print ('output :\n' + output)
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/home/volecano
info /home/volcano/E E /1. ipg

jpeg
/: 5.9 KB
information about embedded data ? (y/n) ¥y
Enter passphrase:
steghide: could not extract any data with that passphrase!

steghideZs & 325180k, X B4 Bhhttps://github.com/Va5c0/Steghide-Brute-Force-Tool
B
python steg brute.py -b -d [F#] -f [jpg_file
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pip install progressbar2
BIEHE LR ctf, E steghide extract -p 'ctf' -sf 1.jpg
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