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11int _ cdecl main(int argc, const char **argv, const char **envp)
2/{

3 setlocale(6, &locale);

4 banner();

5 prompt_authentication();

6 authenticate();

/  return 0O;

8

}

@

CSDN
BIMRBEAFE—T, KIauthenticateig 5 2+:
Livoid authenticate()

21{

3 1int ws[8192]; // [esp+1Ch] [ebp-800Ch]
1| wchar_t *s2; // [esp+801Ch] [ebp-Ch]

>

> s2 = decrypt(&s, &dword 8048A90) ;

7| if ( fgetws(ws, Ox2000, stdin) )

3 |

) ws[wcslen(ws) - 1] = 0;

) if ( !'wecscmp(ws, s2) )

L wprintf (&unk 8048B44) ;

) else

3 wprintf(&unk 8048BA4) ;

W 3

)| free(sl);

3 } CSDN @42 HAm

%& 7 Tunk_8048B44HBA4, 7RIS IIA K, FBRKBHMAEWSHS2 .

HEEEE —4)s2 = decrypt(&s, &dword_8048A90);
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wchar_t *__édecl decrypt(wchar_t *s, wchar_t *a2)

size t v2; // eax

signed int v4; // [esp+1Ch] [ebp-1Ch]
signed int i; // [esp+20h] [ebp-18h]

signed int v6; // [esp+24h] [ebp-14h]
signed int v7; // [esp+28h] [ebp-10h]
wchar_t *dest; // [esp+2Ch] [ebp-Ch]
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| v6 wcslen(s) ;
Ly wcslen(a2) ;
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v2Z = wcslen(s);

dest = (wchar_t *)malloc(v2 + 1);

wcscpy(dest, s);

while ( v4 < v6 )

{

for (i =0; i < v7 & & v4 < v6; ++i )
dest[v4++] -= a2[i];

}

return dest;

25— AR, B— T AdecryptIBI N ASE 244, 25 Spython:

X [6x3A, 0x36, 0x37, ©x3b, 0x80, Ox7A, Ox71, Ox78, Ox63, Ox66, Ox73, OXx67, Ox62, OX65, OX73, OX60, OX6B,

y = [1, 2,3,4,5]

i=29

poo ot

for a in x:
a -=y[i]
i= (i+1l) %5
r += chr(a)

print(r)

BATREIZR:

.venv ~/ctf
/home/rock/ctf/.venv/bin/python /home/rock/ctf/1/tmp.py

9447{you_are_an_international_mystery}
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wchar_t *_cdecl decrypt(wchar_t *s, wchar_t *a2)

{

size t v2; // eax

signed int v4; // [esp+1Ch] [ebp-1Ch]
signed int i; // [esp+20h] [ebp-18h]
signed int v6; // [esp+24h] [ebp-14h]
signed int v7; // [esp+28h] [ebp-10h]
wchar_t *dest; // [esp+2Ch] [ebp-Ch]
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J vb6 = wcslen(s);
1| v7 = wcslen(a2);
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v2 wcslen(s);
dest = (wchar_t *)malloc(v2 + 1);
wcscpy(dest, s);
while ( v4 < v6 )
{
tor { 1= 8; 1 € vyl & v4 <€ ¥yG; ++1 )
dest[v4++] -= a2[i];
}

return dest;

}
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cmp eax, [ebp+var 14]
Jjl short loc_ B0486AF
Y
ol ) = "
mov eax, [ebp+dest]
loc_80486AF : add esp,| 34h
mov [ebp+var_18], @ pop ebx
jmp short loc_8@486E7| |pop ebp
/ |retn
; } // starts at 8048658
decrypt endp
v
o] o=
loc_80486E7:
mov eax, [ebp+var 18]
cmp eax, [ebp+var_10]
jge short loc_8@486F7
1
Y
s ~mar Fobhmsseme 107

L3,849) (549,243) 00000702 08048702: decrypt+ad CSDN @%F;
T Fgdb, ¥ S 3I0x8048702, #AJErun

. $ gdb -q 555
Reading symbols from 555...(no debugging symbols found)...done.
b *Ox80U8702
Breakpoint 1 at 0x860uU8702
e
Starting program: /mnt/z/Personal/Desktop/ctf-ground/555
Welcome to cyber malware control software.
Currently tracking 779070208 bots worldwide

--> Px39 ('9')
Ox7d ('}')
: 6x1480
ex7d ('}')
==> @x1d7d8c

= -—> 0x0
e --> 0x39 ('9')
(<decrypt+170>: add esp,0x34)
ox2u6 (

CSDN @52 Hamp
RIGx/5sw $eax, FE| T flag (KEFKRZG, RERSXNETF)

x/5sw $eax

Ox80Uf060: U"QHUT{you_are_an_international_mystery}"
Ox80Uf0Ofc: u""

Ox80uUf100: u""
Ox8eufley: u""
Ox80u4f108: )
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gdb-peda$ help x

Examine memory: x/FMT ADDRESS.

ADDRESS is an expression for the memory address to examine.

FMT is a repeat count followed by a format letter and a size letter.

Format letters are o(octal), x(hex), d(decimal), u(unsigned decimal),
t(binary), f(float), a(address), i(instruction), c(char), s(string)
and z(hex, zero padded on the left).

Size letters are b(byte), h(halfword), w(word), g(giant, 8 bytes).

The specified number of objects of the specified size are printed

according to the format. If a negative number is specified, memory is

examined backward from the address.

Defaults for format and size letters are those previously used.
Default count is 1. Default address is following last thing printed
with this command or "print".
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