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下载，IDA打开，找到main函数：

每个函数点开看一下，发现authenticate最复杂：

看了下unk_8048B44和BA4，分别提示成功和失败，看来关键就在ws和s2上。

注意到有一句s2 = decrypt(&s, &dword_8048A90);

https://blog.csdn.net/isec
https://so.csdn.net/so/search/s.do?q=flag&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=unctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/isec/article/details/121528680


打开decrypt，发现是一个简单的置换函数，第一个入参逐个字节减第二个入参，第二个入参循环。

回到前一个函数，看一下给decrypt的两个入参都是什么，然后写python：

x = [0x3A, 0x36, 0x37, 0x3b, 0x80, 0x7A, 0x71, 0x78, 0x63, 0x66, 0x73, 0x67, 0x62, 0x65, 0x73, 0x60, 0x6B, 0x71, 0x78, 0x6A, 0x73, 0x70, 0x64, 0x78, 0x6E, 0x70, 0x70, 0x64, 0x70, 0x64, 0x6E, 0x7B, 0x76, 0x78, 0x6A, 0x73, 0x7B, 0x80]

y = [1, 2,3,4,5]

i = 0
r = ''
for a in x:
  a -= y[i]
  i = (i+1) % 5
  r += chr(a)

print(r)

运行得到结果：



然后去看了下别人的writeup，发现是用gdb解，今天太困了，下次学一下。

方法二（使用方法二（使用gdb）：）：

还是decrypt这张图

 稍加分析，可以看出dest其实就是flag。所以在ida里找一下最后一句return dest的地址：



打开gdb，设断点到0x8048702，然后run

然后x/5sw $eax，看到了flag（大佬写的是6，我喜欢5这个数字）

顺便放一下x指令的帮助：



gdb-peda$ help x
Examine memory: x/FMT ADDRESS.
ADDRESS is an expression for the memory address to examine.
FMT is a repeat count followed by a format letter and a size letter.
Format letters are o(octal), x(hex), d(decimal), u(unsigned decimal),
  t(binary), f(float), a(address), i(instruction), c(char), s(string)
  and z(hex, zero padded on the left).
Size letters are b(byte), h(halfword), w(word), g(giant, 8 bytes).
The specified number of objects of the specified size are printed
according to the format.  If a negative number is specified, memory is
examined backward from the address.

Defaults for format and size letters are those previously used.
Default count is 1.  Default address is following last thing printed
with this command or "print".

题做完了，说一下M1架构mac的坑。为了让arm架构的可以gdb x86程序，我费尽心思，查了无数个网站，但还
是没找到方法。最终无奈，还是在windows本上做了这道题。
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