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<html>
<head>
<title>Flag in your Hand</title>
<style type="text/css">
body {
padding-left: 30%;
}

#flag {
font-family: Garamond, serif;
font-size: 36px;

}

#flagtitle {
font-family: Garamond, serif;
font-size: 24px;

}

.rightflag {
color: green;

}

.wrongflag {
color: red;
}
</style>
<script src="script-min.js"></script>
<script type="text/javascript">
var ic = false;

var fg "

function getFlag() {

var token = document.getElementById("secToken").value;
ic = checkToken(token);

fg = bm(token);
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sHowFlag()
}

function showFlag() {
var t = document.getElementById("flagTitle");
var f = document.getElementById("flag");

t.innerText = !lic ? "You got the flag below!!"™ : "Wrong!";
t.className = !lic ? "rightflag" : "wrongflag";
f.innerText = fg;
}
</script>
</head>
<body>

<h1>Flag in your Hand</h1>
<p>Type in some token to get the flag.</p>
<p>Tips: Flag is in your hand.</p>
<div>
<p>
<span>Token:</span>
<span><input type="text" id="secToken"/></span>
</p>
<p>
<input type="button" value="Get flag!" onclick="getFlag()" />
</p>
</div>
<div>
<p id="flagTitle"></p>
<p id="flag"></p>
</div>
</body>
</html>

function hm(s) {
return rh(rstr(str2rstr_utf8(s)));
)
function bm(s) {
return rb(rstr(str2rstr_utf8(s)));
)
function rstr(s) {
return binl2rstr(binl(rstr2binl(s), s.length * 8));

}
function checkToken(s) {
return s === "FAKE-TOKEN";
}
function rh(ip) {
try {
hc
} catch (e) {
hc = 0;
}
var ht = hc ? "0123456789ABCDEF" : "©123456789abcdef";
var op = "";
var x;

for (var i = @; i < ip.length; i++) {

X = ip.charCodeAt(i);

op += ht.charAt((x >>> 4) & 0x0F) + ht.charAt(x & OxoF);
)

return op:



}
function rb(ip) {

try {
bp
} catch (e) {
bp = "5
}
var b = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/";
var op = "";

var len = ip.length;
for (var i = 0; i < len; i += 3) {
var t = (ip.charCodeAt(i) << 16) | (i + 1 < len ? ip.charCodeAt(i + 1) << 8 : @) | (i + 2 < len ? i
for (var j = 0; j < 4; j++) {
if (i *8 + 3j * 6 > ip.length * 8)
op += bp;
else
op += b.charAt((t >>> 6 * (3 - j)) & Ox3F);

}
}
return op;
}
function ck(s) {
try {
ic
} catch (e) {
return;
}
var a = [118, 104, 102, 120, 117, 108, 119, 124, 48,123,101,120];
if (s.length == a.length) {
for (i = 0; i < s.length; i++) {
if (a[i] - s.charCodeAt(i) != 3)
return ic = false;
}
return ic = true;
}
return ic = false;
}
function str2rstr_utf8(input) {
var output = "";
var i = -1;
var x, y;

while (++1i < input.length) {
X = input.charCodeAt(i);
y =1 + 1 < input.length ? input.charCodeAt(i + 1) : ©;
if (0xD80O <= x &% x <= OXDBFF && OxDCOO <=y && y <= OXDFFF) {
X = 0x10000 + ((x & OxO3FF) << 10) + (y & Ox03FF);
i++;
}
if (x <= Ox7F)
output += String.fromCharCode(x);
else if (x <= OX7FF)
output += String.fromCharCode(@xCO | ((x >>> 6) & Ox1F), 0x80 | (x & Ox3F));
else if (x <= OXFFFF)
output += String.fromCharCode(@xE@ | ((x >>> 12) & OxOF), Ox80 | ((x >>> 6) & Ox3F), 0Ox80 | (x
else if (x <= OX1FFFFF)
output += String.fromCharCode(0xFo | ((x >>> 18) & 0x07), 0x80 | ((x >>> 12) & @Ox3F), 0x80 | ((
}

return output;



function rstr2binl(input) {
console.log(20>>2)
var output = Array(input.length >> 2);
for (var i = @; i < output.length; i++)
output[i] = ©;
for (var i = ©; i < input.length * 8; i += 8)

output[i >> 5] |= (input.charCodeAt(i / 8) & @xFF) << (i %

return output;

}
function binl2rstr(i) {
var o = "";
for (var j = @; j < i.length * 32; j += 8)
o += String.fromCharCode((i[j >> 5] >>> (j % 32)) & OxFF);
return o;
}

function binl(x, len) {
s = binl2rstr(x);
x[len >> 5] |= @x80 << ((len) % 32);
x[(((len + 64) >>> 9) << 4) + 14] = len;
var a = 1732584193;
var b = -271733879;
var ¢ = -1732584194;
var d = 271733878;
for (var i = 0; i < x.length; i += 16) {
var olda = a;
var oldb = b;
var oldc = c;
var oldd = d;
= ff(a, b, ¢, d, x[i
= ff(d, a, b, c, x[i
= ff(c, d, a, b, x[i
= ff(b, c, d, a, x[i
= ff(a, b, ¢, d, x[i
= ff(d, a, b, c, x[i
= ff(c, d, a, b, x[i
= ff(b, c, d, a, x[i
= ff(a, b, ¢, d, x[i
= ff(d, a, b, c, x[i
= ff(c, d, a, b, x[i
= ff(b, ¢, d, a, x[i
= ff(a, b, c, d, x[i
= ff(d, a, b, c, x[i
= ff(c, d, a, b, x[i
= ff(b, ¢, d, a, x[i

0], 7, -680876936);
1], 12, -389564586);
2], 17, 606105819);
3], 22, -1044525330);
4], 7, -176418897);
5], 12, 1200080426);
6], 17, -1473231341);
7], 22, -45705983);
8], 7, 1770035416);
9], 12, -1958414417);
10], 17, -42063);

11], 22, -1990404162);
12], 7, 1804603682);
13], 12, -40341101);
14], 17, -1502002290);
15], 22, 1236535329);
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a =gg(a, b, ¢, d, x[1 + 1], 5, -165796510);

d = gg(d, a, b, ¢, x[1 + 6], 9, -1069501632);
c = gg(c, d, a, b, x[i + 11], 14, 643717713);
b = gg(b, c, d, a, x[i + @], 20, -373897302);
a = gg(a, b, c, d, x[1 + 5], 5, -701558691);

d = gg(d, a, b, c, x[1 + 10], 9, 38016083);

c = gg(c, d, a, b, x[i + 15], 14, -660478335);
b = gg(b, c, d, a, x[i + 4], 20, -405537848);
a = gg(a, b, c, d, x[1 + 9], 5, 568446438);

d = gg(d, a, b, ¢, x[1 + 14], 9, -1019803690);
c = gg(c, d, a, b, x[i + 3], 14, -187363961);
b = gg(b, ¢, d, a, x[i + 8], 20, 1163531501);
a = gg(a, b, c, d, x[1 + 13], 5, -1444681467);
d = gg(d, a, b, c, x[1 + 2], 9, -51403784);

c =po0(c. d. a. h. xI[i + 71. 14. 1735328473):

32);



= gg(b, ¢, d, a,
= hh(a, b, ¢, d,
= hh(d, a, b, c,
= hh(c, d, a, b,
= hh(b, ¢, d, a,
= hh(a, b, c, d,
= hh(d, a, b, c,
= hh(c, d, a, b,
= hh(b, ¢, d, a,
= hh(a, b, c, d,
= hh(d, a, b, c,
= hh(c, d, a, b,
= hh(b, ¢, d, a,
= hh(a, b, c, d,
= hh(d, a, b, c,
= hh(c, d, a, b,
= hh(b, ¢, d, a,
= ii(a, b, c, d,
ii(d, a, b, c,
= ii(c, d, a, b,
= ii(b, ¢, d, a,
= ii(a, b, c, d,
= ii(d, a, b, c,
= ii(c, d, a, b,
= ii(b, ¢, d, a,
= ii(a, b, c, d,
= ii(d, a, b, c,
= ii(c, d, a, b,
= ii(b, ¢, d, a,
= ii(a, b, c, d,
= ii(d, a, b, c,
= ii(c, d, a, b,
= ii(b, ¢, d, a,
= sa(a, olda);

= sa(b, oldb);

= sa(c, oldc);

= sa(d, oldd);
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x[i
x[i
x[i
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x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
x[i
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x[i
x[1i
x[1i
x[1i
x[1i

return Array(a, b, c, d);

}
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function cmn(q, a, b, x, s, t) {

c gy =y memm—m— e =y,

12], 20, -1926607734);
5], 4, -378558);

8], 11, -2022574463);
11], 16, 1839030562);
14], 23, -35309556);
1], 4, -1530992060);
4], 11, 1272893353);
71, 16, -155497632);
10], 23, -1094730640);
13], 4, 681279174);
0], 11, -358537222);
3], 16, -722521979);
6], 23, 76029189);

9], 4, -640364487);
12], 11, -421815835);
15], 16, 530742520);
2], 23, -995338651);
0], 6, -198630844);
7], 10, 1126891415);
14], 15, -1416354905);
5], 21, -57434@55);
12], 6, 1700485571);
3], 10, -1894986606);
10], 15, -1051523);
1], 21, -2054922799);
8], 6, 1873313359);
15], 10, -30611744);
6], 15, -1560198380);
13], 21, 1309151649);
4], 6, -145523070);
11], 10, -1120210379);
2], 15, 718787259);
9], 21, -343485551);

return sa(br(sa(sa(a, q), sa(x, t)), s), b);

}

function ff(a, b, ¢, d, x, s, t) {
return cmn((b & ¢) | ((~b) & d), a, b, x, s, t);

}

function gg(a, b, ¢, d, x, s, t) {
return cmn((b & d) | (c & (~d)), a, b, x, s, t);

}

function hh(a, b, ¢, d, x, s, t) {
return cmn(b ~ ¢ ~ d, a, b, x, s, t);

}

function ii(a, b, ¢, d, x, s, t) {
return cmn(c ~ (b | (~d)), a, b, x, s, t);

}

function sa(x, y) {

var lsw = (x & OxFFFF) + (y & OXFFFF);
var msw = (x >> 16) + (y >> 16) + (1lsw >> 16);
return (msw << 16) | (lsw & OxFFFF);



}

function br(n, c) {
return (n << c) | (n >>> (32 - ¢));

B T L

function checkToken(s) {

return s === "FAKE-TOKEN";

}
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function binl(x, len) {

s = binl2rstr(x);

x[len >> 5] |= 0x80 << ((len) % 32);

x[(((len + 64) >>> 9) << 4) + 14] = len;

var a = 1732584193;

var b = -271733879;

var ¢ = -1732584194;

var d = 271733878;

for (var i = @; i < x.length; i += 16) {
var olda = a;
var oldb

]
o
[

var oldc = c;

var oldd = d;

= ff(a, b, ¢, d, x[i
= ff(d, a, b, c, x[i
= ff(c, d, a, b, x[i
= ff(b, ¢, d, a, x[i
= ff(a, b, ¢, d, x[i
= ff(d, a, b, c, x[i
= ff(c, d, a, b, x[i
= ff(b, c, d, a, x[i
= ff(a, b, c, d, x[i
= ff(d, a, b, c, x[i
= ff(c, d, a, b, x[i
= ff(b, c, d, a, x[i
= ff(a, b, c, d, x[i
= ff(d, a, b, ¢, x[i
= ff(c, d, a, b, x[i
= ff(b, c, d, a, x[i

0], 7, -680876936);
1], 12, -389564586);
2], 17, 606105819);
3], 22, -1044525330);
4], 7, -176418897);
5], 12, 1200080426);
6], 17, -1473231341);
71, 22, -45705983);
8], 7, 1770035416);
9], 12, -1958414417);
10], 17, -42063);

11], 22, -1990404162);
12], 7, 1804603682);
13], 12, -40341101);
14], 17, -1502002290);
15], 22, 1236535329);
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1], 5, -165796510);
6], 9, -1069501632);
11], 14, 643717713);
0], 20, -373897302);
5], 5, -701558691);
10], 9, 38016083);
15], 14, -660478335);

= gg(a, b, ¢, d, x[i
= gg(d, a, b, c, x[i
= gg(c, d, a, b, x[i
= gg(b, ¢, d, a, x[i
x[i
= gg(d, a, b, c, x[i
= gg(c, d, a, b, x[i
= gg(b, ¢, d, a, x[i 4], 20, -405537848);
= gg(a, b, ¢, d, x[i 9], 5, 568446438);
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= gg\4u, 4, b, C, X|1
= gg(c, d, a, b, x[i
= gg(b, c, d, a, x[i
= gg(a, b, c, d, x[i
= gg(d, a, b, c, x[i

141, Y, -1U1lYB8Y509Y);
3], 14, -187363961);
8], 20, 1163531501);
13], 5, -1444681467);
2], 9, -51403784);

71, 14, 1735328473);
12], 20, -1926607734);
5], 4, -378558);

8], 11, -2022574463);
11], 16, 1839030562);
14], 23, -35309556);
1], 4, -1530992060);
4], 11, 1272893353);
71, 16, -155497632);
10], 23, -1094730640);
13], 4, 681279174);
0], 11, -358537222);
3], 16, -722521979);
6], 23, 76029189);

9], 4, -640364487);
12], 11, -421815835);
15], 16, 530742520);
2], 23, -995338651);
0], 6, -198630844);
71, 10, 1126891415);
14], 15, -1416354905);
5], 21, -57434055);
12], 6, 1700485571);
3], 10, -1894986606);
10], 15, -1051523);
1], 21, -2054922799);
8], 6, 1873313359);
15], 10, -30611744);
6], 15, -1560198380);
13], 21, 1309151649);
4], 6, -145523070);
11], 10, -1120210379);
2], 15, 718787259);
9], 21, -343485551);

= gg(c, d, a, b, x[i
= gg(b, c, d, a, x[i
= hh(a, b, c, d, x[i
= hh(d, a, b, c, x[i
= hh(c, d, a, b, x[i
= hh(b, c, d, a, x[i
= hh(a, b, c, d, x[i
= hh(d, a, b, c, x[i
= hh(c, d, a, b, x[i
= hh(b, c, d, a, x[i
= hh(a, b, ¢, d, x[i
= hh(d, a, b, c, x[i
= hh(c, d, a, b, x[i
= hh(b, c, d, a, x[i
= hh(a, b, ¢, d, x[i
= hh(d, a, b, c, x[i
= hh(c, d, a, b, x[i
hh(b, c, d, a, x[i
= ii(a, b, ¢, d, x[i

= ii(d, a, b, c, x[i
= ii(c, d, a, b, x[i
= ii(b, ¢, d, a, x[i
= ii(a, b, c, d, x[i
= ii(d, a, b, c, x[i
= ii(c, d, a, b, x[i
= ii(b, ¢, d, a, x[i
= ii(a, b, ¢, d, x[i
= ii(d, a, b, c, x[i
= ii(c, d, a, b, x[i
= ii(b, ¢, d, a, x[i
= ii(a, b, ¢, d, x[i
= ii(d, a, b, c, x[i
= ii(c, d, a, b, x[i
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= ii(b, ¢, d, a, x[i
= sa(a, olda);
= sa(b, oldb);
= sa(c, oldc);
= sa(d, oldd);
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}

return Array(a, b, c, d);
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function ck(s) {
try {
ic
} catch (e) {
return;

}
var a = [118, 104, 102, 120, 117, 1@8, 119, 124, 48,123,101,120];
if (s.length == a.length) {
for (1 = 0; i < s.length; i++) {
if (a[i] - s.charCodeAt(i) != 3)
return ic = false;

}

return ic = true;

}

return ic = false;

AT HWZANRBER AR 4, BAIEDINI() & E R K ck(s)BiIl—4Tconsole.log(s), BEHH, RIAHNK
token.

HiE N Z G FF IR Hrck(s):

RARBURGT B, RS EA TR, fRinali]-s[i]!=3Ui& [Efalse
Bk, #HdaEKascifd-3it s .

H— A python3 il A4 i IE# iy token:

def main():
a = [118, 104, 102, 120, 117, 108, 119, 124, 48,123,101,120];
g = un

for i in range(9,len(a)):
s+=chr(a[i]-3)
print(s)
if _name__ == '__main__"':

main()

X
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5 finished with exit code ©
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