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1.base64

H#E E£base64 decodexifT: cyberpeace{Welcome to _new_ World!}
2.Caesar
XY .

A REMBEN1-25, MH25KXEREEINBENZNERNL, HABEN12:
cyberpeace{you_have learned_caesar_encryption}

3.Morse

FEHERS, WAVELEARRIEMBRNR ", KOEHBIK ", BHIEL:
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—F Bl base64, Seffid, MG RREXH:

&#76;&#122;8#69;8#120;&#79; &#83 ; &#56;&#120;&#77 ; &#68; &#69 ;&#118 ;&H#77 ; &#84 ; &#65 ; &#52 ; &#76 ; &#122 ; &#107 ; &#53 ; &

¥R unicode IHEX TS, ZEEMEY:

LZEXOS8XMDEVMTA4Lzk5LZEXMS8XMDkvMTAXLZEXNi8XMTEVOTcVMTE2LZEXNi85Ny850S8xMDcvOTcvMTEWLZEWMC8XMDAVMTAXLZEwMi8

HIXE 18 Zbaaeb4:

/119/101/108/99/111/109/101/116/111/97/116/116/97/99/107/97/110/100/100/101/102/101/110/99/101/119/11"
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XEREUHAASCIIEE Biteclipse, KFHE " EH#A", WEHH, FATREH:

public class Main {
public static void main(String[] args) {
int[] a = {119,101,108,99,111,109,101,116,111,97,116,116,97,99,107,97,110,100,100,101,102,101,110,99,101,
String result = "";
for(int i:a){
char ¢ = (char)i;
result+=c;

}
System.out.println(result);

}
}

=terminated= Main [Java Application] C\Program Files\Java\jre’

) welcometoattackanddefenceworld
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Wi, RIERR, EOZHIS, HHICH A8E: 884210122 048 02244 04 0142242 0248 0122



ERIMBR2MFHE R FEO-SHIT, HXHASHINS, FHXM EmEKER KAK—H.
BET—T, WAR—#M01248%14:

01248%H5, X mHEN. 5 _#HHIBMERR, XAMEERAKRERE, HitdkofEITEHESRRMEMBERF 51-262 —HF 5

L python3HS:

#01248% 15
def zeronetfe(m):
alpha = ['A', 'B', 'C', 'D', 'E', 'F', 'G', 'H', 'I', 'J', 'K', ‘L', 'M', 'N', 'O', 'P', 'Q', 'R', 'S',
m = m.split("e")
PR
for i in range(@,len(m)):
str = m[i]
num = 0;
for j in range(9,len(str)):
num += int(str[j])
c += alpha[num-1]

return c
def main():
print(zeronetfe("8842101220480224404014224202480122"))
if __name__ == '__main__"':
main()
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6.Railfence
# 3L : ccehgyaefnpeoobeflcirg}epriec_ora_g
XERMAZEN, EAME KM= ESA—F, EXETRBRERK.
Decrypt Decode Encode Plugins
Crypto | HexComvert || PluginsMenu
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WEBAHREhttps://blog.csdn.net/qq_43504939/article/details/98473847
12345 6 # key=3 Rail-fence Cipher

ZHEAN 152463
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def encode(string, key):#7%&ZEIN% K ZRFH LR INFEAZE
i=290
enlist = []
for j in range(0, key):
enlist.append('")#&MAH, FRH—NTBEMHL T4

while i < len(string):#/-#HEHHITINE
for k in range(9, key):
if i >= len(string):
break
enlist[k] += string[i]
i+=1
for k in range(1, key-1):
if i >= len(string):
break
enlist[key-1-k] += string[i]
i+=1
enstr = "'
for i in range(key):
enstr += enlist[i]
return enstr

ARGk BEhttps://blog.csdn.net/qinying@0@1/article/details/96134356

def decode(string, key):#fB3F 7R DL R B
de_key = 2*key - 2#—/NEASHIKE
length = len(string)//de_key#HiEH LA EBEH
r = len(string)%de_key#& /)5 e B KK E
delist = []
for i in range(key):
delist.append(' " )#EFHHMA A
#ESE A
if r ==
delist[@] += string[@:length]
s = length
else:
delist[@] += string[@:length+1]
s = length+1
#iE S AN BB key - 1N G AH
for i in range(1, key-1):
1 = length*2#XJINAKEE DR TREB I BENFHE
#BE— M TR SN A S HE LA TR
if r > i:
1 +=1
if r > de_key-i:
1 +=1



delist[i] += string[s:s+1]
s = s+l

#HERE—ANT4A

delist[key-1] += string[s:]

#HEA o A e R SO R
destr = "'
j=29

for i in range(@, len(string)):
destr += delist[j][@]
delist[j] = delist[j][1:]
if j == key-1:
flag = @
if j == @:
flag = 1
if flag:
j+=1
else:
j-=1
return destr

BT, EIHL.

cyberpeace{railfence_cipher_gogogo}

Process finished with exit code ©

7.easy_RSA

E—IRRSAE AT A R, R#¥p=473398607161, ¢=4511491, e=17
FA#thd

X8 AR, B Lpython3Ri:



#B4Hp,q,e, REFHZHd
def egcd(a, b):
if a ==
return (b, 0, 1)
else:
g, ¥, x = egcd(b % a, a)
return (g, x - (b // a) * vy, vy)
def modinv(a, m):
g, X, y = egcd(a, m)

if g 1= 1:
raise Exception('E¥isrikig’)
else:

return x % m
def main():

e=17
p=473398607161
g=4511491
d = modinv(e, (p-1)*(g-1))
print(d)

if _name__ == '__main__"':
main()

PAT R ARG 5HAF 2l flag:

4 mEEfT Python 2 TE ===

2 def egedia, b): - 125631357777427553
& if a=10:
4 return (b, 0, 1)
5 elze:
5} z, v, x = ezcdlb % a3, a)
7 return (g, x — (b /7 al * 7, ¥l
5 def modinvi(a, m):
2] g, ¥, ¥ = ezedla, m)
10 if z I=1:
11 raice Exception (" {EEIHEEEMNT )
12 elze:
13 return x % m
14 def main():
15 e=17
16 p=4 TI39E6E0TIAL
17 0=4511451
18 d = modinv (e, (p—1)*{g-1))
19 print(d)
20 if _name. = ' __main_ "
21 main () -
8. AU 2 Morse
e A e BN N B BNy B BV N B By BV S e 7 Y B0 ) S Sy B Sy ey Sy B0 Sy Dy Dy Dy By S B B S B C S B
Y B Y S S e B B B B B Sy Dy ey B oy By e B B Y Sy ey sy B A B Sy oy B e B Sy oy B oy e e

T B O B N B Y SO L B o ey S S e B o B o SO e B S O oy B o A B B O B ESO B E
O B B O YO B S B B B O B B B e SO o B o ooy B B S o Y S B B ey B B B E A T E O
T B B O I S B Y e S o T Y o B e A S C o

R RAL L BRAG 2 BRI 8D -



R«

MAY nullBEnullHAVEnuUllANOTHERNullIDECODEHHHHAAAAABAABBBAABBAAAAAAAABAABABAAAAAAABBA
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may be have another decode
hhhh AAAAABAABBBAABBAAAAAAAABAABABAAAAAAABBABAAABBAAABBAABAAAABABAABAAABBABAAAE
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WERR, JFHXBHANMBAKK T RFBREN, EREREE, F3:

c & https://tool.bugku.com/peigen/

Bugku[15tRZDMNEE

attackanddefenceworldisinteresting

WBE | =
X B ] PLH &5 pythonfXig:

https://blog.csdn.net/weixin_42109012/article/details/97644262

9.easychallenge

TR TRR—pyc3Cfh, R4 LA &% i%:

_ root@ubuntu

B2 IEARRY .



uncompyle6 version 3.7.2

Python bytecode 2.7 (62211)

Decompiled from: Python 3.5.2 (default, Apr 16 2020, 17:47:17)
[GCC 5.4.0 20160609 ]

Embedded file name: ans.py

Compiled at: 2018-08-08 20:29:44

import base64

#
#
#
#
#
#

def encodel(ans):
s = '
for i in ans:
x = ord(i) ~ 36
X =X + 25
s += chr(x)

return s

def encode2(ans):
s = '
for i in ans:
x = ord(i) + 36
X =X "~ 36

s += chr(x)

return s

def encode3(ans):
return base64.b32encode(ans)

flag = ' '
print 'Please Input your flag:'
flag = raw_input()
final = "UC7KOWVXWVNKNIC2XCXKHKK2WSNLBKNOUOSK3LNNVWW3E==="
if encode3(encode2(encodel(flag))) == final:
print ‘correct’
else:
print ‘wrong'

WIEIRARL % E —~decode 7 ik:



import base64
def decode(c):
mid = base64.b32decode(c)
mid2 = "'
for i in mid:
i = ord(i)"36
x = chr(i-36)
mid2 += x
mid3 = "'
for i in mid2:
i = ord(i)-25
chr(ir36)
mid3 += x

X

print mid3
decode (' UC7KOWVXWVNKNIC2XCXKHKK2W5NLBKNOUOSK3LNNVWW3E===")

T B RABE Blflag:
‘7‘ Python Tt T2 v | EE

# -%- coding: UTF-8 —#- cyberpeace{interestinghhhhh}
import basebd
def decode () :
mid = basefd. b32decode ()
mid2 ="’
for 1 in mid:
i = ord(i} 36
%z = chr(i-36)
mids +=
mid3 =’
for i in mid2:
i = ord(i)-25
% = chr(i 36)
mid3d += x
print mid3
decaode {7 UCTEOWVEIVHEN 102X CXEHER 2WENLBEN QU0 SESLEN VW SE===

’

10.

11.Normal_RSA

T T kR —4encil—pem 4.

7Elinux B f# A #r4: openssl rsa -pubin -text modulus in warmup -in pubkey.pem

REUAH:

pwn@ubuntu:~S openssl rsa -pubiln -text -modulus -in warmup -1n pubkey.pem
Public-Key: (256 bit)
Modulus:
00:c2:63:6a:e5:c3:d8:e4:3F:fb:97:ab:09:02:8f:
la:ac:6c:0b:f6:cd:3d:70:eb:ca:28:1b:ff:e9:7f:
be:30:dd
Exponent: 65537 (0x18001)
Modulus=C2636AES5C3DBE43FFB97TABOOA28F1AAC6CABF6CD3D7OEBCA281BFFES7FBE3ODD
writing RSA key
BEGIN PUBLIC KEY
MDWwDQY JKoZIhvcNAQEBBQADKWAWKAThAMI jauXD20Q/ +5er CQKPGGxsC /bNPXDr
yigb/+1/vjDdAgMBAAE=
END PUBLIC KEY

https:/lblog.csdn.net/shuaicenglol

KSR AHBOERSATool, B15#%, 200480 2 JER B4R :



$# RSA-Tool 2 by tE! - X

—Keysize (Bits) Number Base —
256 10 -
w17

Random data generation———— —Public Exponent (E) [HEX]
Seedfile loaded. 0% 0001

|

1st Prime

319576316814478949870590164193048041239

2nd Prime
27512786035134892817328541743815811542299

Modulus (M) [R] 256 Bits
B7924348264132406875276140514499937145050893665602532992418171647042491658461

Private Exponent
108669457608445991668252082612378495977388271279679231539639049698621994994673

Factoring infa (Prime 0
PRIME FACTOR: 319576316614478949870590164193048041239
PRIME FACTOR: 2751278603513489281732685174381581152299

|Generate|| Test |

| Calc. D | | Factor M |

Hel Exit
| = | | | [7 Use MPQS method onl | Mo time checks  Time left(max_): ~ Oh 1m 3s

[Done. You can test your keys right now. tE

p:319576316814478949870590164193048041239
Q:275127860351348928173285174381581152299

G MiCale D, THEFAHA:
10866948760844599168252082612378495977388271279679231539839049698621994994673
SRJEARYE B3R A BAA A ST

python rsatool.py -f PEM -o private.pem -p 275127860351348928173285174381581152299 -q 319576316814478949870

¥ F peivate.pemf# 3 enc 314

openssl rsautl -decrypt -in flag.enc -inkey private.pem -out flag.txt
e E 2lflag

12.easy_ECC



TR B 22 I #FEp (a, b)) B A

p = 15424654874903
a = 16546484
b = 4548674875

G(6478678675,5636379357093)
EN ]
k = 546768

RAHK(X,y)

fEF K5 T Recctool, ZHiEBWT:

General Settings

m CurveBits % ThIeadPIiDIitleDImﬂl.ﬂ'S vlem_n|50 Cgst| 0= 15ms
C

NumberBase Im ,l Seed Padding |Ty'pe any chars he:ceec:m_k|101 CEUO |o7c.14:bsob9d5a

ECCTOOL
by readyu ENG Salt Pau| [Tvpe |8CP;BDCTTBEFE.'I.SDDEQB&SEDS&DBFI!DEBOSEFBCIDC_'I.FFBBSDFDD.‘L.‘LBzBBSCCST&SzS

CurveType IGF.:P} vl

CLEAR ECC
—Curve over GF(P}) ¥*"2 = X*3 + A*X + B (mod P}
[T siec/L | | 0
[T Hash/H |0 | 0

HE Few. |0

a/az 165464584

B/a6 4548674875

e 154245543?4903
GEN'ERATEl GET NPl GET ORDl GET AB | FACTOR NPl

EPER

Kangaroo kE*G=R | SAVE CFGl LOAD CFG
CLEAR EEY
—EeyPairs
Q[order] [0 0
E[Friv] 546768 20
Gx[Base] |64T7BE6TEETS | 33
Gy [Ba=se] |5636379357093 a3
Rx [Pub] 139570313512590 44
Ry [Pub] 5520194834100 43
CHE ORDERI TEST | RAND Gl HEW Kl NEW Gl CALC Rl L*G+H*R| CHE Gyl CHE Ryl PATZE | SITOP
Done Pub: Rix,v) = k * G(x,¥). ABOUT | EXIT
Init Prime Table ~
HEE(AIL + A) €4¥:0 Err,22 us
1024K:0 Er,259 us
Benchmark
ECDSA/MUL

B-163:83/32 us
B-233:152/60 us
“ |B-283:254,93 us ~

mificalc REEFIS R R(xy)
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