XCTFXR itk SFWEBH F X & H writeup

BryanMelody F 2019-09-19 21:17:07 kA5 4301 W 4

SR ER: CTE XEHE: XCTE

FRAUE B : ASCAEERAISCE, 5 CC 4.0 BY-SA MR, H8iFMH EFESCH s mA RS,
AR https://blog.csdn.net/BryanMelody/article/details/100830331

B CTF LR %A S

1RXEOITH

TR B A

BEME: PREBHEESSENEE, WRRESHGEREMCTF, AP EIRIBIZIMIT IR — TIBR, Wrirg iz
Bigoe, SERMEESMEE, BARKESEELATFEZIANS Wwittenup A 5n1E a0 8, (HEEX NI LR
BT —EmiR, FFEBSTRILE CXHXAN T E 2 R .
HEECRBWEBH FX I+ BB 5 EFH I REHEMEE, 2% — 8] DB HEME R,

B H 5%

view_source
get_post

robots

backup

cookie
disabled_button
simple_js
xff_referer
weak auth

webshell

view_source


https://blog.csdn.net/BryanMelody
https://blog.csdn.net/bryanmelody/category_9366253.html
https://so.csdn.net/so/search/s.do?q=XCTF&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/BryanMelody/article/details/100830331
https://blog.csdn.net/bryanmelody/category_9366253.html

FE R XZIMibDTREER —AMNRKERE, BEhTRERARRAREFGAERT .

' C 9- nttpe//111.198.29.45:56313/ 4 1 -
wE - ennErR A =ERive s [[ssviER - (OREEE

FLAG is not here

RITBHEL R, —IMR
FE M TR 2 B R SR RE A A B AT R, N EREAF12IT 6 BRI, flagB7E THERR.

[« ol Elements Consocle  Sources  Metwork  Performance  Memory  Application  Security  Audits

o Styles | Computed Ewvent List
<html lang="en">
P <head>..</head> Filter
«¥ <hody> == §8
P ¢scripti.</scripts element.style {
Sh1>FLAG is not here</hls ¥
<'#—— Wir‘ﬁeace{ea61aﬁShF?caceaBchﬂdlﬂchW—— body {
</body> display: block;
</html: margin: = Bpx;
get_post

FEE R X &7/ T R ZHTTPE % A PIF B RT3, IR0 TE 2 8 75 e iy 2
RS EE RN RERARLNE L THEFREENEL, ROTELDR, BEATFRERRZE M.

\ o 9- htipy//111.198.20.45:52495) 4 fr -
b - SENET A SsRivo [Ex=s=- [ESSMEE— CIEESSE (CMEME( (2 Awes

BHGETAIURR— "2 Fa,ENIEE

W ERAEURLIREANIN ?a=1 WiE— 4% Na, [ERN1KGETRR. HBAEMITAR T XM

W < C 9- Nttpy//111.198.29.45:52495/7a: 4 11 =~ Q g
bR - oRwER 4 SgEvo [Mustis- [EssMERE— CFNEZSE COREME( ([#Awesome Wa ¥ Score-

IBHGETHTURRZ— 12 Ha, [BEA1REE
I5HRLAPOSTHTUREEIRS— M2 /9b [E/92HIRE

RIEW T ERIEZPOSTIER, BT AMEZEAM, BET — TR MELTH, TN EEE, SNy EIgk
Max HackBar, FTFF124# HiZiE4, eload URL

<« a @ (@) 111.198.29.45:52405/73=1 B e Y InND & 1 ® « B
Exmesns @ Fxrtlk DR I =5 O &ames b

EAGETATURR— M a [EH 1R




EELAPOSTAHHEEIRI— 1N E 9b [BH2HIEEE

O DE= Oess DEGE NEE (JeagEs OeE OFr B8 1 TSRS f Max HackBar ol

hitp://111.198.29.45:52495/?a=1
B Spit URL

© Execution

B Post Data Ml Referrer Reverse a» <a Base64 4o | « Url & | MD5 i
SHA1 &% SHA256 & ROTIS &

https://blog.csdn.net/BryanMelody
)5 /Ai%EPost Data, #iAb=2, sidiExecution, WAL T iXHE

B C ® 111.198.29.45:52495/7a=1 BE e oY NGO & § @ « =R
Byamesss @ wrck Exmm [ swes

IEAGETATURRE— & Ha [BENTHNEE
15RAPOST T BEEIRAE— 1 2 Ab [EH2RYEE
cyberpeace{a30e42fad1f410de0827ebabe1828eal}

O #al

moz-extension://85d7b6e3-503e-4885-a9fd-Be0b7632b519/hackbar/hackbar-panel.html#
o O=ZFE Desle DERE NREE (atsss O O As Eﬁﬁﬁ i’%ﬁ'ﬁ%ﬁ"\ﬁ aMaxHacKBar




U Spit URL

Post Data Ml Referrer Reverse as 4a Basefd i @ Url & | MD5
SHA1 &% SHA256 & ROT13 &

Post data https://blog.csdn.net/BryanMelody

Fiflag & iy N\ BRI AT o
robots

R H R XZW _EIRYET Robots#hill, /T RIZE_LURIT T iHE, EEERE /N T Robotsth il & H 4 M.
RITVE B LR ERAR—NMEARE. HEERrobotsthil &4H4, K Plrobots P2 15 7E P 3 AR H A robots itk
VR 2R RGBT A%, W P UL py R W] ABE AR R 51 B 23RN CREBEEERD . MAHZEEURLE

W < C o nttpy//111.198.29.45:44154/rot
W - eEnER A ZEFove [WEsRE - [@ssviEE— COREEEE

Izer—agent: *
Jizallow:
Jizallow: flag_ls_hire.php

Inrobots. bty I %34, RKILWT

v &« C 9O- nttp://111.198.29.45:44154/f1

e - eEnER A ZEFivoe [[ErsEfs- [MosviEE— R

cyberpeace{1f7d5d7bc13c96fa7382576d290df120}
= RMURLE B Hflag_1s_h3re.php W 0T
backup

BERR: XEMSCMER& 60 SO, IR 7 B % R0 &40 SCHR H R, — 2 SR 35 /) 7 [ e !
FTHF W 1) 4R 1A A& index.php &40 U I SCHE 4, BE— TR —BRREX 24 EHEME S bak, ARG
#iAindex.php.bak, T# MK MAagfiEXA L.

cookie
R R XEIE VRN FAbEcookie BN T 2 A 7, MNFEERMAE: XRROHTHERL?
PUFF A 7 2335 B AR PR S A4 R cookield 2

From 111.198.29.45:53954
look-here=cookie.php

BB Hhk R B P 28 8 ¥ hjavascript:alert(document.cookie)
Fewh B #2:4T FFcookie.php, 5 1FfRsee the http response
IR EZITIFF128FHTTP RESPONSE, & — %3kt Zflag



disabled button

AE R XZIHAR LR T AR, RES T KK —DARENEE, ARk ISR TE, BREAL R
BT ER?

\ o 9- htip//111.198.20.45:51551/

Wi - eoENEE 4 ZERovo [Wrshis- [EssviEE— CIEEZEE (M

— N BERAYREH

BB E SR, HSh — A EANTFRZE
H#EF12, BEXNREBET, KM —disabledifjbuttont & (KiEIFEKIEE S , A EEdt attributes, Edisabled
MR, FHAMATLAIE T, flagE BT Hk.

simple_js
Bk 6 53X —
xff_referer

BH k. XEBIME R/ T H sExffreferer@ v LAy &R
B BB i B ot referer
T EL R, BRIPHIEVGIN123.123.123.123

< C @ ® 111.198.29.45:37770 BE eee oY D& fh & « B =
Bamesss @ FE1E O sHEMu @m‘:ﬁ i} Login : Damn Vulne... &} SQL Injections O ErhaE eEE

ipHBiEEZna123.123.123.123

T KINY BG4 X-Forwarded-For Header, #iA\123.123.123.123

index
&« a @ @ 111.198.29.45:37770 B e iy NGO © b ® & 8 p =

FRymerss @ F= -k FsEmr O 55@E O Loain : Damn Vulne.. & SOL Iniections O EEheE tMEE



HERSEEhitps:/fwww.google com

GET / HTTPR/1.1

Host: 111.198.29. 45:37770

User-Agent: Mozilla/h. 0 (Windows KT 10.0; WinB4; x64; rv:69.0) Gecko /20100101 Firefox/69.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, */#%;q=0. 8§

Accept-Language: zh—CN, zh;a=0. 8, zh-TW; q=0. 7, eh—HK; g=0. 5, en-US; g=0. 3, en; q=0. 2
Accept—Encoding: geip, deflate
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Cache—Control: max—age=0

{8 FBurp it &
#%, send torepeater, #EHeaders B II—4 referer, {H Awww.google.com, miiGO, BRIZR

Request Response
Raw | Headers | Hex Raw | Headers | Hex | HTML I Render ]
ET / HTTRAL. 1 A HITR/1.1 200 OK
lost: 111.198.29. 4537770 2 Date: Thu, 19 Sep 2019 12:52:36 GMT
lser-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0) Server: Apache/2.4.7 {Ubuntu)
recko/20100101 Firefox/69.0 X-Powered-By: PHP/S. 6. 9-lubuntud. 26
lecopt: Vary: Accept-Encoding
cext/html, application/xhtml+xml, application/xml; q=0.9 */%,q=0.8 Content-Length: 631
lecept-Language: Connection: close
th—CN, zh; q=0. 8, zh-TW; q=0. 7, zh-HK; g=0. 5, en-US; q=0. 3, en; g=0. 2 Content-Type: text/html
tecept-Encoding: gzip, deflate
lonnection: close [J<html >
Ipgrade-Insecure—Reguests: 1 <head>
(-Forwarded-For: 123.123.123. 123 <meta charset="UTF-8"»
teferer: https://www. google. com Ctitlerindex</titler
¢link href="http://1ibs. baidu. com/bootstrap/3. 0. 3/css/bootstrap. min. css" rel="stylesheet" />
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margin-right:auto:
margin-TOP: 200PX:
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}
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<html lang="en">
<head>
<meta charset="UTF-8">
<titlerweak auth</title>
</head>
<body>
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9| <scriptralert('please login as admin');</script><!--maybe you need & dictionary-->

12| </body>
13| </html>
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EJ Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are
assigned to payload positions - see help for full details.

Attack type: [Sniper | v]
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Host: 111.198.29. 45: 43796

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0) Gecko/ /20100101 Firefox/69.0 S
Accept: text/html,application/xhtml+xml,application/xml;q=0. 9, */*;q=0 8 Clear §
Accept—La £ yehig=0. 8, zh-TW;q=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en; g=0. 2 _—
Accept—Encoding: gzip, deflate Auto §
Content-Type: application/x—www—form-urlencoded
Content—Length: 19 Refresh
Connection: close

Referer: http:/ /111, 198, 29, 45 43796/
Upgrade—Insccure—Requests: ]
X-Forwarded-For: 123.123.123. 123

T

psernamc=admin&password= § § |
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2 Yenull% 200 | [ 434

3 %usernameY 200 O [ 434

4 l@#5 200 | [ 434

5 l@#5% 200 O [ 434

6 l@#5 %N 200 | [ 434

7 I@#5%& 200 O ] 434 it
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