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 CTF类笔记 专栏收录该内容
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订阅专栏

XCTF攻防世界 MISC jpg 解题记录

最近一直在闲暇之余做一些misc的题来充实一下生活，解题的同时顺便做一下记录。

原题描述很简单 下载附件

用foremost处理后得到两个文件

rar暴力破解后得到口令123456
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解压后得到一个名字叫做ZmxhZy5jb2Rl的文件
内容为

ZTk1NjAyMDAwMDU1OGJlYzYwOGI3NTA4OGI3ZDEwOGI0NTBjZmY3MDBjOGY4N2I0MDAwMDAwZmY3MDA4OGY4N2I4MD
AwMDAwNTA4Zjg3YzQwMDAwMDA2MWI4MDAwMDAwMDBjOWMyMTAwMDU1OGJlYzgzYzRmYzYwYzc0NWZjMDAwMDAw
MDBlODAwMDAwMDAwNWI4MWViOTAxMDQwMDA1NThkODNkNTEwNDAwMDUwOGQ4MzRkMTA0MDAwNTA2NGZmMzU
wMDAwMDAwMDY0ODkyNTAwMDAwMDAwOGI3ZDA4ODFlNzAwMDBmZmZmNjY4MTNmNGQ1YTc1MTE4YmY3MDM3NjNjN
jY4MTNlNTA0NTc1MDU4OTdkZmNlYjEwODFlZjAwMDAwMTAwODFmZjAwMDAwMDcwNzIwMmViZDg2NDhmMDUwMDAwMD
AwMDgzYzQwYzYxOGI0NWZjYzljMjA0MDA1NThiZWM4M2M0Zjg2MGM3NDVmYzAwMDAwMDAwZTgwMDAwMDAwMDViODF
lYjBhMTE0MDAwNTU4ZDgzOTgxMTQwMDA1MDhkODM0ZDEwNDAwMDUwNjRmZjM1MDAwMDAwMDA2NDg5MjUwMDAw
MDAwMDhiN2QwY2I5ZmZmZmZmZmYzMmMwZmNmMmFlOGJjZjJiNGQwYzg5NGRmODhiNzUwODAzNzYzYzhiNzY3ODAzNzU
wODhiNWUyMDAzNWQwODMzZDI1NjhiM2IwMzdkMDg4Yjc1MGM4YjRkZjhmM2E2NzUwMzVlZWIwYzVlODNjMzA0NDIzYjU2MT
g3MmUzZWIyMjJiNWUyMDJiNWQwOGQxZWIwMzVlMjQwMzVkMDgwZmI3MDNjMWUwMDIwMzQ2MWMwMzQ1MDg4YjAwMD
M0NTA4ODk0NWZjNjQ4ZjA1MDAwMDAwMDA4M2M0MGM2MThiNDVmY2M5YzIwODAwMDAwMDAwMDAwMDAwMDAwMD
AwMDAwMDAwMDAwMDAwMDAwMDAwMDAwMDQzNWU0NzQ0MDAwNjE5NjM1ZjUyMTc1MzUyNTQ1ODUzNTIxNzUxNDI1
OTU0NDM1ZTU4NTkxNjNkMDUxOTQwNTg0NTUzMGQxMDUxNWI1NjUwMTAwMDdiNTg1NjUzN2I1ZTU1NDU1NjQ1NGU3NjAw
NzA1MjQzNjc0NTU4NTQ3NjUzNTM0NTUyNDQ0NDAwNDI0NDUyNDUwNDA1MDA3YTUyNDQ0NDU2NTA1Mjc1NTg0Zjc2MDA
1MDU4NTg1MzE3N2Q1ODU1MTYwMDdmNTY1ZjU2MDA3NDU2NTkxNzRlNTg0MjE3NTE1ZTU5NTMxNzQzNWY1MjE3NTE1Nj
ViNTAwODAwNjhiZTExNDAwMGU4NDEwMDAwMDA2OGMzMTE0MDAwZTgzNzAwMDAwMDhkOGJjMzExNDAwMDhkODNiZ
TExNDAwMDZhMDA1MDUxNmEwMGZmOTNiYTExNDAwMGMzNTE1YjU2NTAwYTU4NDU0ZDY4NDI2ODcwNTI0MzY4NjM1Zj
UyMTk3NDA3NzMwNDY4NzEwNjc3MGUzNzAwOGI0NDI0MDQwM2MzNTE4YTA4ZWIwODgwZjEzNzg4MDg0MDhhMDgwYWM
5NzVmNDU5YzIwNDAwZTgwMDAwMDAwMDViODFlYmE4MTI0MDAwNjhlODExNDAwMGU4Y2ZmZmZmZmY2OGY1MTE0MD
AwZThjNWZmZmZmZjY4MGIxMjQwMDBlOGJiZmZmZmZmNjgwNDEyNDAwMGU4YjFmZmZmZmZmZjM0MjRlODllZmRmZmZmM
GJjMDc1MDVlOWE0MDAwMDAwODk4M2FhMTE0MDAwOGQ4M2Y1MTE0MDAwNTBmZmIzYWExMTQwMDBlOGY3ZmRmZ
mZmMGJjMDc1MDVlOTgzMDAwMDAwODk4M2IyMTE0MDAwOGQ4M2U4MTE0MDAwNTBmZmIzYWExMTQwMDBmZjkzYjIxM
TQwMDA4OTgzYjYxMTQwMDA4ZDgzMDQxMjQwMDA1MGZmOTNiNjExNDAwMDg5ODNhZTExNDAwMDhkODMwYjEyNDAw
MDUwZmZiM2FlMTE0MDAwZmY5M2IyMTE0MDAwODk4M2JhMTE0MDAwNjgyMTEyNDAwMGU4MmFmZmZmZmY2ODI2MTI
0MDAwZTgyMGZmZmZmZjhkOGIyNjEyNDAwMDhkODMyMTEyNDAwMDZhMjQ1MDUxNmEwMGZmOTNiYTExNDAwMDgzZjgw
Njc1MDFjM2U4YjJmZWZmZmZjM2U5ZjQ0YWY1ZmY=

base64解码后得到一长串16进制转换成文件后保存



因为ZmxhZy5jb2Rl解码为flag.code,所以拖入ida 发现有变化（但奈何本人并不会逆向，所以此时与答案擦肩而过…）
然后就是长达数小时的尝试，反码，补码，可见字符分析等等… 终于在xor全部可见字符时找到了答案。

flag=orz_u_Get_The.C0D3_F1@9
提交后通过

虽然题解出来了…但是基本上只是在猜…



顺便放上做逆向的大神后来给的关键截图…
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