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1[int _ cdecl main(int argc, const char **argv, const char **envp)
2
3| dint result; // eax

41 int va4; // [esp+24h] [ebp-84h]

5 int v5; f/ [esp+36h] [ebp-78h]

6| char nptr; // [esp+38h] [ebp-78h]

7| unsigned int v7; // [esp+9Ch] [ebp-Ch]
8

9| v7 = _ readgsdword(@x14u);

10| printf("please input the key:");

11| memset(&nptr, @, 0x64u);

12| _ isoc99_scanf("%s", &pir);

13| if ( strlen(&nptr) != 4

(vA = atoi(&nptr), v5 = v4 % 100 / 10, v4 % 18 + v5 + vA / 1000 + v4 % 1000 / 100 != 23)

[
15 [l vs / (va % 10) 1= 2
16 || va % 1000 / 100 - v5 1= -1
17 [| va / 1000 % v5 1= 3 )
18 {

19 puts(“wrong!");
20 result = 1;

21 }
22| else
23

24 puts(“correct!™);
25 result = 1;

26| 3
27| return result;
23}
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; Attributes: bp-based frame

; int cdecl main{int, char *

main proc near
password = gword ptr -18h
username = guord ptr -18h
var_B = dword ptr -8
var_4 = dword ptr -4

unwind {
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rbp

rbp, rsp

rsp, 26h

edi, 3E8h ; size
_malloc
[rbp+username], rax
edi, 3E8h ; size
_malloc
[rbp+password], rax
edi, B ; timer

_time

edi, eax ; seed

_srand

edi, offset a3lm ; "'x1B[3lm "
_puts

edi, offset a33m ; “\x1B[33m"
_puts

edi, offset a32m ; "\x1B[32m"
_puts

edi, offset a36m ; “\x1B[36m"
_puts

edi, offset a3dm ; "'\x1B[34a"
_puts

edi, offset a35m ; "'x1B[35a"
_puts

edi, offset a3dm_@ ; "\x1B[34m"
_puts

edi, offset adbm ; "'\ x1B[3om”
_puts

edi, offset a3am_@ ; "\wiB[3im"
_puts

edi, offset a33m_@ ; "\=1E[33m"
_puts

edi, offset a3lm_8 ; "\x1B[3lm
puts

edi, offset abmwelcomeTolat ; "'\ x1B[@mlelcome to Ca
_puts

edi, offset aloading ; "Loading™
eax, B

printf

rax, cs:stdout

rdi, rax ; stream

_fflush

[rbp+var 4], B
short loc_48QEAS

yst systems™
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call

call

call

AUAHE THETHEE

_puts

edi, offset alim_© ; "'"«1B[33m"
_puts

edi, offset a3lm_B ; "\x1E[3Im ”
_puts

edi, offset aBmwelcomeTolat ; "‘\x1E[8mblelcome to Catal
_puts

edi, offset aloading ; "Loading”
eax, B

_printf

rax, cs:stdout

rdi, rax ; stream

_fflush

[rbp+var_4], @
short loc_48@EAS
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mov edi, 8ah ; ¢
loc_ABREGT: call _putchar
call _rand mov edi, offset alsername ; "Username: "
mow esi, eax mow eax, @
WO edx, [rbp+var_4] call _printf
mov eax, edx mov rax, [rbpsusername]
add eax, eax mov rsi, rax
add eax, edx mov edi, offset aS ; "¥s"
lea ecx, [rax+1] mow eax, @
wov  eax, esi L eall _ isoc%9scanf
cdg mov edi, offset aPassword ; "Password: "
idiwv BCx mow eax, @
p— mans mdes a1 -



e wan, wun Lass g
mov edi, eax ; seconds mov rax, [rbp+password]
call _sleep Wov rsi, rax
mov edi, 2Eh ; ¢ mov edi, offset a5 ; "&s"
call _putchar mov eax, @
mov rax, cs:stdout
mow rdi, rax ; stream mow edi, offset alLoggingln ; "Logging in"
call _fflush WV eax, @
add [rbp+var_4], 1 call printf
mov rax, cs:stdout
mov rdi, rax ; stream
call _fflush
WOV [Fbp+yar. 8], .8
Jmp short loc_480F5E
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loc_40@FSE:
cmp [rbp+var 8], 1Dh
_—
¥ ¥
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mov edi, @ah ; ¢
loc_400F26: call _putchar
call _rand mov rax, [rbp+username]
mov edx, eax mov rdi, rax
mov eax, [rbp+var 8] call test_length
lea ecx, [rax+1] mov rax, [rbp+username]
mov eax, edx mov rdi, rax
cdq call test_username
idiv ecx mov rax, [rbp+username]
mov eax, edx mov rdi, rax
mov edi, eax ; seconds call sub_4008F7
call _sleep mov rdx, [rbp+password]
mov edi, 2Eh ; ¢ mov rax, [rbp+username]
call _putchar mov rsi, rdx
mov rax, cs:stdout mov rdi, rax
mov  rdi, rax ; stream | call  test password
call _fflush mov rdx, [rbp+password]
add [rbp+var 8], 1 mov rax, [rbp+username]
mov rsi, rdx
mov rdi, rax
call output [Flag
mov eax, @
leave
retn
: V /f starts at 408093
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__inted4  fastcall test length(  int64 al)

{
int i; f/ [rsp+1Ch] [rbp-4h]

for ( 1 =8; 1 <= 49 &% *( BYTE *)(1 + al); ++1 )

return sub_ﬂdBCdl(i);
}

52 Ja:
XAEAAREFM, BRINEARK A Kusername K F505E 2 ME0F T HRE T ... FEERFBTEIF NI R L

__inted _ fastcall sub_4@0C41(int username_length)

{
__int64 result; // rax

if ( 4 * (username_length »>> 2) != username_length

L . Y e e T



[] & — (username_lengtn >> 4) == username_lengtn >> £
|] (result = (unsigned int)(username_length »>> 3), !{ DWORD)result)
|| username_length »> 4 )

{

puts{"invalid username or password”);
exit(@);
¥

return result;

h
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signed _ intb4 _ fastcall test_username(unsigned int *al)
{

signed  int64 result; // rax

__int64 third; /f [rsp+18h] [rbp-28h]

__int64 second; // [rsp+18h] [rbp-18h]

__inted first; f/f [rsp+28h] [rbp-18h]

first = *al;
second = al[1];
third = al[2];
if ( first - second + third != 1550207830
|| second + 3 * (third + first) I= 12465522610LL
|| (result = 3651346623716@53780LL, third * second != 3651346623716853786LL) )
{
puts("invalid username or password");
exit(0);
¥

return result;
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call test_length
mov rax, [rbp+username]
mov rdi, rax
call tedt username
mov rax, [rbp+username]
mov rdi, rax
call sub_4B08F7
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mov rdx, [rbp+password]
mov rax, [rbp+username]
mov rsi, rdx
mov rdi, rax
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L_intﬁd __fastcall test_password(_DWORD *username, _DWORD *password)
r



int v2; // ebx

int v3; // ebx

int v4; // ebx

int v5; // ebx

int v6; // ebx

int v7; // ebx

int v8; // ebx

int v9; // ebx

int vi1@; // ebx

int v11; // ebx

unsigned int v12; // ebx
__int64 result; // rax
int i; // [rsp+2Ch] [rbp-14h]

for ( 1 = 0; *((_BYTE ®)password + 1); ++1 )

{
if ¢ (*((_BYTE *)password + i) <= 96 || *({_BYTE *)password + i) » 122)
&& (*(( BYTE *)password + 1) <= 64 || *(( BYTE ®)password + i) » 98)
&% (*(( BYTE #)password + 1) <= 47 || *(( BYTE ®)password + i) > 57) )
{
puts("invalid username or password");
exit(0);
¥
¥

RITHX — B IEH 2R K password G F/F Hasciitd i, BEFETE:

}

srand{username[1] + *username + username[2]);
v2 = *password;
if ( vZ2 - rand() != 1441465642 )

{
puts(“invalid username or password");
exit(0);

¥

v3 = password[1];

if ( v3 - rand() != 251096121 )

{
puts(“invalid username or password");
exit(0);

¥

vd = password[2];

if ( v4 - rand() != 3424529764 )

{
puts(“invalid username or password");
exit(0);

¥

v5 = password[3];

if ( v5 - rand() != @xC/B6CGFS )

{

puts(“invalid username or password");
exit(0);

¥
v6 = password[4];

if ( v6 - rand() != @x26941BFA )
{

puts("invalid username or password");
exit(0);

7 = password[5];
it ( v/ - rand() != 0x260CFOF3 )
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mov rax, [rbp+var 28]
mov edx, [rax]

mov rax, [rbp+var 28]
add rax, 4

mov eax, [rax]

add edx, eax

mov rax, [rbp+var 28]
add rax, 8

mov eax, [rax]

add eax, edx

mov edi, eax ; seed
call _srand

mowv rax, [rbp+var_28]
mowv ebx, [rax]

sub ebx, eax

mowv eax, ebx

cmp eax, 55EBO52Ah

iz short loc 400AYB

iX Hrand M #0R BME R R FEeaxdH, 85 idrand & EE F eaxIfE

v I'ak, |[IupTval_zo |
mov ebx, [rax]

ebx, eax ] ]
—37 eax, ebx P Modify register value X
cmp eax, 55EBM
jz short loc | V|
- Cancel
5=
‘rname or password"
loc_ 400A9B:
mowv rax, [rbp+var 28]
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int  fastcall output flag( int64 al,  int6d a2)

{
char *s; // [rsp+6h] [rbp-36h]
int 1; // [rsp+1Ch] [rbp-14h]

printf("yvour flag is: ALEXCTF{", a2, al);
for ( 1 = 8; 1 < strlen(s); ++1 )
putchar((unsigned __ int8)byte 6820A0[1] ~ s[i]);
return puts("}");
¥
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Welcome to Catalyst systems

sername: catalyst ceo
ord: sLSVpQ4vK3cGWyWB86A1ZhggwLHB]jmx9CRspVYGggj
ging in
your flag is: ALEXCTF{1l t41d y®u you ar3''gr34t 'reverser''-s33}

)5 Hiflag:ALEXCTF{1_t41d_yOu_yOu_ar3__gr34t__reverser__s33}
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